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Abstract - Elliptical Curve Digital Signature Algorithm (ECDSA) is considered to be of major concern in terms of security in 
cryptosystems. ECDSA can be subjected to many attacks hence to provide high level security which could be done by amendment of 
the various parameters used in algorithm that is keysize, point multiplication, scalar multiplication etc. This paper depicts the 
enhancement work of ECDSA w.r.t. security taken into consideration. The implementation results illustrate the specific and relevant 
methods with respect to security interests. 
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I. INTRODUCTION 

 

Nowadays, security factor is of utmost importance and 

working towards its enhancement would prove fruitful. 

With rapid advancement in the technology, there arises a 
need to consider all the performance parameters along 

with the security.Elliptic curve cryptography is a one 

type of public key cryptosystem like RSA.In terms of 

cryptosystem, elliptical curve is taken more into 

consideration because of its two main advantages mainly 

key string is shorter thereby providing equal security and 

it reduces the overall processing overhead. 

Digital Signature Scheme forms the basis of Elliptical 

Curve Digital Signature Algorithm(ECDSA) and it 

provides the following cryptographic services like Data 

Integrity (provides an assurance that the data has not 

been tampered by unauthorized means), Data 
Authentication (states that the source of the data is as 

claimed) and Non-repudiation (to ensure that someone 

cannot deny something) 

Elliptical Curve Digital Signature Algorithm was first 

established in 1992 by Scott Vanstone in response to 

NIST((National Institute of Standards and Technology). 

It was later accepted as an ISO (International Standards 

Organization) standard in 1998, ANSI(American 

National Standards Institute) standard in 1999 and in 

2000 by IEEE(Institute of Electrical and Electronics 

Engineers) standard (IEEE 1363-2000) and a FIPS 
standard (FIPS 186-3) [1] . It is a variant of Digital 

Signature Algorithm (DSA) which is based on Elliptical 

Curve Cryptography. It is defined as: Given the elliptic 

curve domain parameters and a point on elliptic curve P 

∈ E(Fp), find the unique and random integer k, 0 ≤ k≤ n, 

such that P= k.G, where n is the order of Elliptic curve 

and G is the generator point.The particular elliptic curve 

is known as secp256k1(y2 = x3 + 7) which refers to the 

parameters of the curve used in the Bitcoin's public key 

cryptography and is defined in Standards for Efficient 

Cryptography(SEC).  The base of every digital signature 
algorithm is Key Generation, Signature Generation and 

Signature Verification. ECDSA is based on three major 

blocks as well  i.e. Private key generator, Public key 

generator and hashing function to get the message in an 

appropriate form. 

Elliptical Curve Digital Signature Algorithm (ECDSA) is 

an approach that uses an elliptical curve to encrypt the 

message and then attach the signature over it to make the 
document secure from any unauthorized access. ECDSA 

depends on Elliptic Curve Discrete logarithm problem 

(ECDLP). ECDSA have a shorter keysize which provides 

a good feature of  faster computation time and reduction 

in storage space. This makes the ECDSA ideal for 

constrained devices such as cellular phones, pagers and 

smart cards. 

 

II. ELLIPTIC CURVES 

 

Around 1980s, Elliptic curves was introduced in 

cryptosystems by Neal Koblitz and Victor Miller and 
Lenstra explained how to use elliptic curves. This 

schemes provide the same functionality as RSA 

algorithm including sign and/or verify signed packets 

with lesser key size. There are some environments where 

1024-bit RSA cannot be implemented, while 192- bit 

ECDSA can [1]. Elliptic Curves are termed as cubic 

curves and they are also called elliptical because they 

share a strong bond with elliptical integrals in 

mathematics that are used to evaluate the length of arc of 

an ellipse. An elliptic curve is not an ellipse(oval in 

shape), but is actually represented as a looping line 
intersecting two axes. 

An elliptic curve is stated in the standard form as 

y2=x3+ax+b for some fixed values of parameters 'a' and 

'b'. Here x and y are variables and a and b are constants. 

By varying the values of a and b, we get different elliptic 

curves.  This equation is called as Weierstrass equation. 

The Elliptic curve cryptography is based on Discrete 

Logarithm Problem which is applied to elliptic curves 

over a finite field. The Elliptic curve is denoted as E(Fq) 

symbolically. It depends on the fact that it is easy to find 

Q=k x P where scalar k's value lies between 0 to n-1. 

Here n is the order of finite field  Fq and q is the 
characteristic of finite field whose value is greater than 3. 

P and Q denotes the points on the Elliptic Curve(E). 
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The particular elliptic curve is termed as Secp256k1 and 

is defined in Standards for Efficient Cryptography 
(SEC).It refers to the parameters of the elliptic curve 

which are nowadays used in Bitcoin. Earlier, Secp256k1 

was not that popular but came into picture because of its 

various important properties. Secp256k1 is build in a 

special non-random way which provides better 

computation. Due to this, they are 30% faster than the 

other curves only if the implementation is sufficiently 

optimized. The elliptic curve domain parameters 

associated with the secp256k1 curve are defined by a 

tuple T = (p,a,b,G,n,h).Here the values of each parameter 

is stated: The finite field Fp is defined by: 

p=0xfffffffffffffffffffffffffffffffffffffffffffffffffffffffefffffc
2f. The curve coefficients are denoted as a=0, b=7and the 

base point g has value 

(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce2

8d959f2815b16f81798, 

0x483ada7726a3c4655da4fbfc0e1108a8). The subgroup 

order is given as n= 

0xfffffffffffffffffffffffffffffffebaaedc6af48a03bbfd25e8cd

0364141 and the subgroup cofactor i.e. h=1. 

 

III.   ELLIPTICAL CURVE DIGITAL SIGNATURE 

ALGORITHM (ECDSA) 

 

The basic steps that forms ECDSA are Key Generation, 

Signature Generation and Signature Verification. The 

first and second phases are generated by the sender of the 

message i.e. key  and signature generation and the third 

phase is performed by the receiver called signature 

verification. The sender will transmit the message to the 

receiver. For this, the sender must generate a key pair of 

which one is private used to generate a signature and the 

other is publically sent to the receiver. The signature is 

formed using private key(d) and the hashing function H. 

Then the  appropriate message along with the  generated 
signature and public key is sent to  the receiver. This sent 

packet is then verified by the public key to authenticate 

the message. 

 

 

 

 
 

IV.   PROPOSED ALGORITHM 
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Figure 1: Implementation in Python version 3.6.4 

 

V. IMPLEMENTATION AND RESULTS 

 

The elliptical curve used for implementation purpose is 
“SECP256K1”.we have used python version 3.6.4 for 

implementation of our work. Here (Fig 1) signature is 

generated using the message “SAKEC!”,After  

generation of signature we have tried for verification 

with difference message “Mumbai!” and we can     see 

that the output comes to be “invalid signature” which is 

true. Again the signature verification even with the same 

message”SAKEC!” cannot be valid. This is the beauty of 

ECDSA. 

 

We have executed the code on an open source compiler 
and the time for the whole process takes time about 0.22-

0.27 sec with memory uses of 27.32kb in basic ECDSA 

algorithm. The modified ECDSA  is executed (keeping 

the environment same) takes about 0.26-0.31 sec with 

same memory uses as in basic ECDSA algorithm. 

The proposed algorithm seems little complex but works 

very well in terms of security. The complexity is due to 

the point multiplication performed. The signature 

generation and validation steps involves more elliptic 

curve point multiplication operation which is the main 

reason behind the complexity. Along with complexity, 

the time taken is also increased to certain small extent. 
Though the complexity has increased, the much 

important factor that is, Security has also been increased. 

 

Table 1 

Comparison of both ECDSA algorithm 

 Time Memory Security 

Basic 

ECDSA 
0.22-0.27 sec 27.32Kb Less 

Proposed 

ECDSA 
0.26-0.31 sec 27.32Kb More 

 

VI. CONCLUSION 

 
Proposed ECDSA has improved the algorithm to a 

certain extent in terms of security. The existing algorithm 

had few loopholes which are demolished by enhancing 

the security factor. Though the time required might be 

little more, but the results provided by the work are more 

secure. The signature generation and verification steps of 

ECDSA algorithm includes more operations for example, 

point multiplication which adds up to the complexity. As 

the complexity is more, the security provided by the 

algorithm is also better than the previous basic algorithm. 
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