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Abstract - Internet of Thing is an emerging force from past 2 decades, Industrial IOT is a broader sector in application of 

IOT. Industrial IOT is the most crucial part in industries, it is a trend of automation, which binds cloud computing, IIOT, AI 
to create smart, intelligent and self-optimizing industrial equipments and elements. Since it is rising in power it is confined 
with security threats like insufficient authentication and Lack of transport encryption. The proposed system is a study on the 
security of industrial level IOT and a security system using cryptography which will increase the protection from the threats 
of the same. 
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I. INTRODUCTION 

 

Internet of Thing known as IOT maybe a subject 

undergoing intense study but the concept is not new. 

IOT was invented in 1999 in article of the RFID 

journal by Ashton. IOT is a system in which elements 
in physical world and different sensors attached or 

within in these elements are connected to each other 

via internet or wireless and wired means. These 

sensors can use various connections like Zigbee, Wi-

Fi, Bluetooth, NFC etc. As these were Local area 

connection sensors can always be connected using 

Wide area connection using GSM, LTE, 3G and so 

on [1]. 

 
Fig: 1.1 IOT Infrastructure 

 

IOT connects both inanimate and living thing it also 

use sensors for data collection. Elements will be 

contain the sesnsors they could be temperature, 

humidity sensors which will gather new infromation 
and give it to the company and people. 

Communication take place over an IP network. IOT 

enabled elements will collect their surrounding data 

and share them on machine and software system. 

A. Industrial IOT. 

One of the major application of IOT is Industrial IOT. 

Industrail IOT or IIOT is mainly  refered to industrial 

scheme in which large machines and devices are 

connected in an  symchronized manner to a software 

system and a third party technologies in a machine to 
machine and IOT context [2]. 

 

 
Fig: 1.2 Typical industrial IOT 

 

B. Security Threats in IIOT 

The most common types of cyber attacks on IIOT are 

Man in the middle attack in which the attacker or 

hacker try to manipulate, steal confidential data while 

data transfer takes place from one node to another. 
The two nodes/parties believe that they are 

communicating with each other. In Data& Identity 

theft is also a means of hacking in which hacker tries 

to steal confidential data or money by using all kinds 

of impressive methods 

IIOT architecture should be protected by a 

comprehensive security solution which will not 

disrupt the operation, which is effective, reliable as 

well as cost effective. A simple and practical yet 

strong solution by security point of view which can 

be widely accepted by everyone will be cryptography 
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using AES and authentication between the data 

flowing from one stage to another [3]. 

 

II. PROPOSED SYSTEM USING ADVANCE 

ENCRYPTION STANDARD 
 

In this system there will be authentication at both the 

ends of the chain/architecture. The authentication 

protocol will be CHAP (Challenge handshake 

authentication protocol). The authentication process 

in this protocol is always initialized by the server/host 

and can be performed anytime during the session, 

even n number of times. Server sends a random 

word/numeric string. The client uses password and 
the string received as factor for MD5 hash function 

and then sends the result together with username in 

plain text. Server uses the username to relate the same 

function and compares the calculated and received 

hash. It shows whether the authentication is 

successful or unsuccessful. 

 

 
Fig: 2.1 IOT Architecture with CHAP Authentication. 

 

After the link is made, the server sends a challenge 

message to the requestor who wishes to make a 

connection. The requestor replays with a value 

obtained by using a one-way hash function. The 
server checks the replay by comparing it its own 

calculation of the expected hash value. If the values 

match, the authentication is acknowledged / accepted 

otherwise the connection is usually 

terminated/aborted.  This authentication method 

depends upon a "secret" known only to the 

authenticator and requestor.  The secret is not sent all 

over the link. Although the authentication is only 

one-way, by negotiating CHAP is bi-directional the 

same secret set may easily be used for mutual 

authentication. 
 

 
Fig: 2.2 Authentication using CHAP. 

 

CHAP provides security against playback attack by 

the peer through the use of an incrementally changing 

identifier and a variable challenge value. The use of 

repeated challenges is in restricted to a time limit of 

exposure to any single attack.  The authenticator is in 

completely control of the frequency and timing of the 

challenges [5]. 

 

The overall structure of AES encryption/decryption is 

shown in following Figure 

 
Fig: 2.3 AES 

 

The number of rounds shown in Figure 2.1 is for the 

case when the encryption key is 128 bit long. Before 

any round-based processing for encryption can begin, 

the input state array is XORed with the initial four 

words of the key schedule scheme. The same thing 

happens during decryption. 
For encryption, each round consists of the four steps: 

1) Substitute bytes, 

2) Shift rows, 

3) Mix columns, and 

4) Add round key. 

The last step is confined of XORing the output of the 

previous three steps with four words from the key 

schedule scheme. 
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Fig: 2.4 Steps involved in AES 

 

For decryption, each round consists of the coming 

four steps:  

1) Inverse shift rows, 

2) Inverse substitute bytes, 

3) Add round key, and 

4) Inverse mix columns. 

The third step contains XORing the output of the 

previous two steps with four words from the key 
schedule scheme [6]. 

 

 
Fig: 2.5 Overall Proposed system using AES 

 

The data flow from one stage to another wil always 

be in encrypted by one of the most secured 

cryptography method AES. This will reduce the theft 

or manipulation of confindetial information which 
flows from one end to other end in an Industry or 

company. AES provide strongest security over any 

method because it is block ciphering with 128 bit of 

blocks. Encryption consist of 10 round of process and 

it consist of variable length of blocks. 

 

III. RESULTS 

 

A. Authentication. 

CHAP Authentication is implemented at the starting 

point and at the ending point of the entire chain. For 

accessing any kind of data the person has to complete 
this authentication process. 

 
Fig: 3.1 CHAP PEER AUTHENTICATIONS 

 

 
Fig: 3.2 CHAP ADMINISTRATOR AUTHENTICATIONS 

 

B. AES Encryption and Decrytion. 

Only Encrypted data will flow in the entire chain of 

IIOT Architecture. The Figure below shows what 

kind of data will flow in the system. 

 

 
Fig: 3.3 AES Encryption & Decryption of a sentence. 

 

This was example of a single sentence. The following 
image shows encryption and decryption of entire file 

This proves that AES and encryption heavy data flow 

in any industry. 

 

 
Fig: 3.4 Operation list. 

 

 
Fig: 3.5 File that needs to be encrypted. 
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Fig: 3.6 File after encryption. 

 

IV. CONCLUSION 

 

As the technology will grow, the corresponding 
security should also be upgraded simultaneously. The 

proposed security solution is cost effective and 

strong. This system can be modified further by 

adding Authentication using biometric, voice 

analyzer and even AI. Cryptography method can also 

be changed according to the system and latest 

encrypt/decrypt methodology can be used to make the 

protection better. This security can be upgraded with 
time and technology. 
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