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Abstract - The Internet has grown exponentially and expanded into almost every aspect of our daily life. The next wave of 

technology expansion is over the interconnection of sensors, actuators, and appliances. This type of networking is referred to 
as the Internet of Things (IoT). Achieving energy efficiency and sustainability in intensive computation, MEC is a promising 
approach to address such challenges. Study on various reports of energy consumption and security approaches in wireless 
technologies reveals that supporting results for MEC framework for IoT. No efficient mechanism that can measure the trust 
of IoT devices, current certificate revocation schemes have many limitations. Online certificate status protocol (OCSP) 
Predominant schemes for ensuring security and privacy in the IoT. Numerical results indicate that the proposed scheme does 
bring significant enhancement in both energy efficiency and latency performance of MEC applications for IoT. MEC scheme 
does not consider dynamic traffic load and interference. Places where caching units can be deployed, Deploy at the core 

network, the radio access network and user devices. Conventional caching policies in wired networks are revised for wireless 
to handle resources. Popular files and indexes are cached at the users within a cluster. MEC, Certificate scheme, caching 
improves IoT. 
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I. INTRODUCTION 

 

1.1. What is the Mobile Edge Computing? 

MEC is employed to deal with the growing 

application demands from mobile devices cloud 

computing and brings the likelihood to change 

applications that need high information measure 

utilization with low latency. Swarming computation 

resources from remote servers to that to dump the 

appliance tasks. but appreciable transmission value 

and latency square measure 2 huge problems that will 

significantly degrade the user expertise. for 

applications have to be compelled to perform higher 
MEC server nearer to the cellular nodes square 

measure accustomed offload dear and similar tasks 

and running applications. MEC schema designed to 

deploy at the cellular base stations or different edge 

nodes and allows versatile and quick services for 

edge nodes. combining parts of networking and 

knowledge technology MEC provides distributed 

computing surroundings for service hosting and 

application. Quicker response MEC stores and 

executes information in near cellular subscribers. 

even so, guaranteeing low latency as needed may be 

quite a challenge particularly in an online of 
everything that’s turning into a reality with advanced 

IoT technologies[1]. 

1.2. How does it work? 

How IoT Works[2], Devices with inbuilt sensors are 

connected to an IoT platform, that integrates 

knowledge from the various devices and applies 

analytics to share the foremost valuable info with 

applications designed to deal with specific desires. 

These powerful IoT platforms will pinpoint 

specifically what info is helpful and what will safely 

be neglected. This info will be wont to discover 
patterns, build recommendations, and discover 

attainable issues before they occur. For example, if I 

own an automotive business concern, I would need to 
grasp those optional elements square measure the 

foremost fashionable. Using Internet of Things 

technology, I can: 

 Use sensors to find that area Unitas in an 

exceeding salesroom are the foremost in 

style, and wherever customers linger 

longest. 

 Drill down into the accessible sales 

information to spot that elements area unit 

mercantilism quickest. 

 Automatically align sales information with 
providers, so in style, things don’t exit of 

stock. 

1.3. Energy efficient MEC Framework 
Computing servers are powered by renewable energy. 

Compared to mobile devices, these servers have 

higher computing energy efficiency. The first layer 

resources consist of M MEC servers, whose 

computation capacities are Fk
max , where k = 1, 2,.. M. 

These MEC servers are equipped separately on M 

base stations (BSs) located along a road. The second 

layer of the resources is formed by a backup 
computing server, which shares the computing tasks 

with the MEC servers in the case when their 

computing resources are inadequate to meet the 

demands of smart devices. When MEC servers 

choose to offload their tasks to the backup server, 

they need to pay price y to the server for using its 

unified computing resource. The increasing demand 

for large transmission services over mobile cellular 

network poses challenges on network capacity and 

backhaul links. The emergence of mobile edge 

caching and delivery techniques square measure 

promising solutions to deal with those challenges [3]. 
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In ancient, centralized mobile specification, content 

requests of finish users square measure served by 
remote web content suppliers. Therein state of affairs, 

duplicate traffic has got to be transmitted through the 

entire mobile network, that results in network 

congestion and a waste of network resources. 

Caching in style contents at the network edge (e.g., 

gateways, base stations , and user devices) will avoid 

duplicate transmissions of the same content and 

improve users quality of experiences attributable to 

reduced latency. The conception of caching isn’t new 

in cellular networks. It has been employed in net 

caching and data centre networks. 

 
Fig. 1. Visualization of MEC Framework [4] 

 

A promising approach for resolving the above 

problems is to install computing infrastructures at the 

network edge. Particularly for real-time applications, 

service applications have to remain in relatively close 

proximity to their end users in order to ensure low 

latency and high bandwidth connectivity. This is 

captured by the newly emerged concept of mobile 

edge clouds (MECs).[4] MECs have typically placed 

only one or a few network hops away from the 

mobile user, thus the communication latency can be 
kept very low. The ingress traffic into the backhaul 

network can also be reduced because large amounts 

of data can be processed directly at the edge. 

1.4. Problem Statement 

Various problems associated with before introduction 

of the mobile edge computing server. 

 High number of computational tasks 

 Low-level processing units 

 Security and trustworthy of IoT devices 

 Battery power, memory 

Due to the limitation of the computation capacity of 
each MEC server, devices may need to compete for 

the task offloading target servers and for utilizing 

server resources, which makes a non-cooperative 

game an appropriate approach to model the server 

selection process. As the task offloading game 

between the devices is a concave multi-player game, 

a Nash equilibrium exists for the game [5]. Being 

offloading service providers, the MEC servers aim to 

maximize their utilities by accommodation 

computing resources to the devices. Since the traffic 

heavily affects the offloading decisions made by 
smart devices, switching servers are one of the 

incentive strategies of the MEC servers to attract 

more customers. Besides switching servers, a 
resource exhausted MEC server may buy 

supplementary computing capacity from the backup 

server to serve more tasks for a higher utility. 

Computer’s CPU typically has a much higher clock 

speed than the system bus used to connect it to RAM. 

As a result, the clock speed of the system bus limits 

the CPU’s ability to read data from RAM. In addition 

to the slow speed when reading data from RAM, the 

same data is often read multiple times when the CPU 

executes a program.[6] Caching in the mobile edge 

network has been proved beneficial. The future 

mobile networks will be heterogeneous due to the 
dense deployment of different types of base stations. 

Thus, the cache can be deployed at various places in 

mobile networks. In a legacy cellular system, the 

content requested by users has to be fetched from the 

Internet CDN node far away from the mobile 

networks. Then, caching content at the mobile core 

network is implemented. However, the backhaul links 

are still constrained. In addition, with the 

involvement of base station and low-cost storage unit, 

deploying cache at macro base stations and small 

base stations become feasible. 
Obviously, mobile networks face many security and 

privacy threats. Authentication, Trust, Rogue Node 

Detection, Privacy, Access Control, Intrusion 

Detection, Data Protection are several such 

challenges in the networking. Many devices don’t 

have enough memory an CPU power to execute the 

cryptographic operations required for an 

authentication protocol. Traditional PKI based 

authentication could solve the problem, it wouldn’t 

scale well for systems. There is no efficient 

mechanism that can measure when and how to trust 

devices. In the absence of a trusted measurement, 
users of services need to consider whether it’s 

profitable to abstain from using certain services. The 

exponential volume of data generated by is growing 

with the increasing number of devices. This data must 

be preserved not only at the communication level  but 

also at the processing level. Due to the resource 

limitations, it’s difficult to process the data on 

devices; hence, data usually is sent to the cloud for 

further processing and analyzing. At this point, data 

integrity should be preserved during and after the 

processing stage. The lack of capability of devices to 
encrypt or decrypt makes computing the authenticity 

and integrity of the data a critical challenge. The two 

predominant schemes for disseminating revocation 

information are certificate revocation list and Status 

Protocol. 

 

II. CASE STUDY: OFFLOADING, SECURITY 

AND PRIVACY, CACHING 

 

2.1. Offloading 

For each smart device [8], its task can be 

accomplished either remotely on a MEC server 
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through task offloading or locally on its own 

computing resources. Data offloading is the use of 
complementary network technologies for delivering 

data originally targeted for cellular networks. Mobile 

devices process number of tasks simultaneously, as 

result devices consume more power. To reduce 

expensive tasks are offloaded to MEC servers. 

Servers are equipped with higher processing unit and 

memory. The server can process such expensive tasks 

in low time period and serve to devices in less time. 

As results devices work with maximum efficiency 

and reduce energy consumption ratio. Offloading 

reduces the amount of data being carried on the 

cellular bands, freeing bandwidth for other users. It is 
also used in situations where local cell reception may 

be poor, allowing the user to connect via services 

with better connectivity. Rules triggering the 

offloading action can be set by either an end user 

(mobile subscriber) or an operator. The code 

operating on the rules resides in an end user device, 

in a server, or is divided between the two. End users 

do data offloading for data service cost control and 

the availability of higher bandwidth. 

 
Fig. 2. Computational offloading architecture [7] 

 

The Stackelberg equilibrium [9] is a solution of the 

optimal offloading problem, where the utility of the 

MEC servers is maximized while the task latency and 

energy consumption are also reduced. A heuristic 

iterative approach can be used to obtain this solution. 

In each iteration, the smart devices make the best 

response to the prices announced by the MEC 

servers, and the MEC servers draw their optimal 

strategies based on the known response of the 
devices. When no strategy updates change the utilities 

for both the sides, the iterative process stops. Thus, in 

the non-cooperative game between the MEC servers 

in the offloading process, the strategy set of server k 

can be given as (xk , fk , b). The utility optimization 

problem for MEC server k can be formulated as, 

 
 

Benefits of using MEC server for task offloading. 

 Capability to handle intensive network by 

mobile edge computing server 

 MEC reduces latency and energy costs 

 Edge servers are deployed in close proximity 

of mobile users, So Its requires less response 
time 

 Offloads computationally expensive tasks to 

the edge servers 

 

The Stackelberg equilibrium is a solution of the 

optimal offloading problem, where the utility of the 

MEC servers is maximized while the task latency and 

energy consumption are also reduced. A heuristic 

iterative approach can be used to obtain this solution. 

In each iteration, the smart devices make the best 

response to the prices announced by the MEC 

servers, and the MEC servers draw their optimal 
strategies based on the known response of the 

devices. When no strategy updates change the utilities 

for both the sides, the iterative process stops. 

 

2.2. Security and Privacy 

To begin, briefly summarize the most popular 

certificate revocation schemes and discuss their 

limitations. Finally, analyze the results of our scheme. 

Certificate Revocation Schemes The two 

predominant schemes for disseminating revocation 

information are certificate revocation list (CRL) and 
Online Certificate Status Protocol (OCSP). A CRL is 

a file that maintains all revoked certificate serial 

numbers that should no longer be trusted. To trust a 

certificate, a client must download the CRL file and 

check whether the intended certificate is listed. Each 

certificate authority (CA) issues a CRL file and signs 

it to ensure its integrity. The CRL file is released by 

CAs periodically. Some CAs issue a CRL with a long 

window between two consecutive releases such as a 

week or a month. This delay could lead to security 

incidents such as accepting a revoked certificate as a 
valid one. An earlier real-world CRL study indicated 

that about 30 percent of the issued certificates were 

revoked within the first two days of the certificates 

lifetime. 

 

2.2.1 Certificate Revocation Lists (CRL) 

CRL (Certificate Revocation) was first released to 

provide the CA with the ability to revoke 

Certificate[10]. However, due to limitations with this 

method, it was superseded by OCSP. CRL contains a 

list of Certificate serial numbers that have been 

revoked by the CA. The client then checks the serial 
number from the Certificate against the serial 

numbers within the list (sample shown below). 

 
The main disadvantages of CRL are: 

 

1) Can create a large amount of overhead, as 
the client has to search through the 
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revocation list. In some cases, this can be 

1000’s of lines long. 
2) CRLs are updated periodically every 5-14 

days. Potentially leaving the attack surface 

open until the next CRL update. 

3) The CRL have not checked for OV or DV 

based certificates. 

4) If the client is unable to download the CRL 

then by default the client will trust the 

certificate. 

 

2.2.2 Online Certificate status Protocol (OCSP) 

OCSP is an online protocol used to obtain digital 

certificate status. A client submits an OCSP request 
containing the certificates serial number that needs to 

be checked by the OCSP responder server. In return, 

the OCSP responder checks its up-to-date revocation 

list and provides the client with a signed response 

indicating whether the certificate status is good, 

revoked, or unknown. As we can conclude, OCSP 

overcomes many limitations in CRLs. First, it doesn’t 

require large storage at the client side because OCSP 

is an online protocol. Second, unlike the CRL, OCSP 

doesn’t incur expensive communication overhead, 

because OCSP message size is small compared with 
CRL file size. The OCSP process: 

 

1) The Client receives certificate 

2) The Client sends OCSP Request to a OCSP 

Responder (over HTTP)with the certificates 

serial number 

3) OCSP Responder replies with a certificate 

status of either Good, Revoked or Unknown 

 
The main advantage to OCSP is that because the 

client can query the status of a single certificate, 

rather than having to download and parse an entire 

list there is much less overhead on the client and 

network. 

 
Fig. 3. The Basic difference between OSCP and CRLs [12] 

2.3. Caching 

There are many places where caching units can be 
deployed in mobile networks. In the all IP based 

cellular networks, three main places that can deploy 

cache are the core network, the radio access network 

(RAN) and user devices. Currently, the widely 

deployed places of caching are the evolved packet 

core (EPC) [11]. By caching content at the mobile 

core network, the mobile traffic can be reduced by 

one to two thirds. Moreover, deploying caching at the 

EPC is technically easier than at the RAN. The 

caching places at the edge networks are discussed as 

follows. 

 
1) MBS Caching: In heterogeneous networks, 

MBSs have more coverage areas and can serve 

more users. Caching at MBS can obtain a 

better cache hit probability. The performance 

of reactive and proactive caching at MBS is 

studied. A video-aware backhaul and wireless 

channel scheduling technique are combining 

with edge caching. The results demonstrate 

that the video capacity can be significantly 

increased and the stalling probability of videos 

is reduced. Investigate the storage allocation 
problem in MBS caching. A heuristic method 

to solve the NP hard problem. 

2) SBS Caching: SBSs are densely deployed in 

next-generation heterogeneous networks. 

Therefore, caching at SBSs is another good 

choice since the SBSs are more close to the 

end users and usually provide a higher data 

rate. Many literatures have studied the 

performance of caching at SBSs. 

3) Device Caching: D2D communication is one 

of the key technologies in next-generation 5G 

networks. The storage resources in mobile 
devices can be exploited. The QoE of users can 

be greatly improved by caching contents in 

mobile devices if the caching strategy is 

carefully designed. A caching based D2D 

communication scheme is considering the 

social relations among users and their common 

interests. Opportunistic cooperative D2D 

transmission scheme exploiting caching 

capability at the devices. In this scheme, the 

D2D users are divided into clusters and 

different popular files are cached at the users 
within a cluster. Results show that the strategy 

can provide 5 to 6 times throughput gain over 

existing D2D caching scheme when the 

popularity distribution is skewed. 
 

 
Fig. 4. Illustration of the protocol for content access [13] 
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The combination of computing and caching resources 

with communication systems will change the design 
philosophy of communication networks to a large 

extent. Combining 5G with MEC would make certain 

inter and intradomain use cases feasible such as 

automotive services and e-Health services [14]. By 

coordinating the cloud-enabled small cells in a 

cluster, a distributed light data center can be created 

inside the communication networks [15]. 

 

III. OPEN CHALLENGES AND FUTURE 

DIRECTIONS 

 

The stringent requirements of the next generation 
mobile networks, such as ultra-high throughput, 

extremely low latency, and high energy efficiency, 

pose great challenges on current research of both the 

academia and industry. We summarize the key 

research issues related to mobile edge networks 

below: 

 In future networks, with the development of 

IoT and novel applications, the 

heterogeneity in networking, 

communication, and devices becomes a 

critical issue. This heterogeneity causes 
other related problems such as the 

asynchronism and non-orthogonality. The 

challenge of handling this heterogeneity 

under a unified network architecture needs 

to be fully investigated. 

 Scalability is an important feature that 

mobile edge networks provide compared to 

legacy systems. The increasing number of 

mobile devices such as IoT devices will 

require scalability of services by applying a 

load balancing mechanism. A cloud 
orchestrator which flexibly manage the edge 

node may provide network scalability. 

 Mobile edge networks are advantageous in 

exploiting context information[16]. The 

context provides information such as user 

location, other users in the vicinity, and 

resources in the environment. The real-time 

context-aware applications could be 

accomplished by collaborations among MEC 

platforms. Different levels of context 

information (application, network and 

device level) could be used to proactively 
allocate resources. 

 

IV. CONCLUSION 
 

This paper surveys and summarizes the research 

efforts made on the mobile edge network, which is a 

paradigm integrating computing task offloading, 

caching and communication resources security 

enhancement. Schemes of computation offloading are 

extensively surveyed and classified. The issues of co-

operation between the edge and the core as well as 

some existing edge computing platforms are 
presented. For edge caching, we make a detailed 

taxonomy on where, what and how to cache. Then the 

advances of communication techniques and the 

synergy with computing and caching are discussed. 

Various security enhancement by certificate 

revocation strategies and benefits of selecting OCSP 

over CRL.The novel applications and use cases are 

the driven force of the mobile edge network 

architecture. We summarize these applications and 

uses cases that mobile edge networks can fully 

enable. Recent trends facemany challenges and 

opportunities. 
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