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Abstract - Information systems development projects are notorious of their high rate of failure. This has been noted as early 
as 1970. Since then, risk management has been given more attention to study the phenomena of software projects failure. 
Different approaches and methods were developed in an attempt to decrease the rate of failure in information system 
development projects. This paper takes a journey in literature analyzing different journals in an attempt to collect different 
risk factors and affecting the success of software projects. Risk factors taxonomy were reviewed from different papers 
addressing the issues of risk factors in software development projects in the past decade. The paper then identified 57 risk 
factors from literature. The results of this paper are prospectively important to risk assessment and overall project success. 
The produced list could be use as a knowledge base for scholars and practitioners in the field of identifying risk in 

information systems development projects. 
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I. INTRODUCTION 

 

According to Standish Group 

(https://www.projectsmart.co.uk/white-papers/chaos-

report.pdf)the USA spends more than $250 billion 

each year on IT application development of 

approximately 175,000 projects with lots of 

opportunity that could exceed trillions of dollars. The 

success rate was only 16.2%, while the rest of project 

were cancelled (31.1%) or challenged projects 
(52.7%). Challenged projects are completed and 

operational but over-budget, over the time estimate, 

and offer fewer features and functions than originally 

specified. It is most likely that the development of 

many software development projects has high failure 

rates and encounters risks during their life cycle 

(Hijazi, Khdour&Alarabeyyat, 2012).  

This paper explores the literature focusing on 

collecting risk factors affecting the success of 

software development projects. While reviewing 

different risk factors discussed in software 

development literature, this paper has the following 
research questions: 

 What are the risk factors identified in literature 

 How can we produce a ranked list of risk factor 

 

Further, the paper then collects identified risk 

areas/categories according to literature definitions. 

A literature reviewwas carried out as an attempt to 

collect risk factors and risk areas. The review focused 

on a number of journals consistently ranked among IS 

research journals and were selected from the time 

period of 2000 until 2018. Certain key wordswere 
considered during the search for articles, such as risk, 

risk factors, critical success factors, and critical 

failure factors. The author assumes that more than 30 

research papers/articles could provide some 

representation of the literature. The selected papers 

used different research methods; some of the methods 

used were based on qualitative approaches while 

others used quantitative approaches. 

One purpose of this research is to collect available 

literature and make use of it facilitating risk analysis 

efforts by project team members at a preliminary 

stage of the project. 

 

II. RISK  

 
Many definition of risk exists, one definition of risk 

factor is explained asuncertain conditions and 

influences that will affect the cost, schedule duration 

and quality of the project negatively (Hijazi, 

Alqrainy, Muaidi&Khdour, 2014)It is argued that risk 

is fundamentally about uncertainty in work 

performance and the resulting outcomes (Aven, 

2016). Risks are those future uncertain events that 

could derail an IS project and keep it from a 

successful completion(Barros, 2004).Risk is a 

problem that has not yet happened, but could cause 

some loss or threaten the success of a project if it did 
happen (Rashidi&Hoodat, 2009).The definition of 

risk involves two distinct terms: uncertainty and loss 

(P. L. Bannerman, 2008).Risk is the possibility of 

suffering loss (B. W. Boehm, 1991).Risk is defined as 

a measure of the likelihood and severity of adverse 

effects (Haimes 2009). Risk factors are the uncertain 

conditions and influences that affect the cost, 

duration, and quality of the project negatively (S. J. 

Huang and W. M. Han, 2008).Risk factor is a source 

of project risk, which, in turn, can be either delay in 

time, loss in budget, poor quality (Hijazi, Alqrainy, 
Muaidi&Khdour, 2014). 

The Office of Government Commerce (OGC, 2006) 

has identified risks a) Business risk associated with a 

project unable to deliver its expected benefits, b) 

Project risk relates to risks that are threats to the 
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project‟s goals, c) Operational risk: these risks exists 

upon deployment of the project that relate to disaster 
recovery plans, security breaches or technical 

failure.Gupta(2008) divides risk into technical, 

environmental, managerial and organizational risk 

factors. 

According to Beynon-Davies (2002), project 

development could be affected by any one of the four 

dimensions a) technical dimension: factors relating to 

software and/or hardware complexity or novelty, b) 

project dimension: factors relating to management 

skills, c) organisational dimension: factors relating to 

organization culture and d) environmental dimension: 

factors relating to government regulations.Further, 
according toMursuet al (2003) software risk can be 

divided into outside risk and inside risk. Inside risk is 

that which project management can monitor and 

control. Outside risk is that over which project 

management has no control. Between inside and 

outside risk there is a middle ground over which the 

project manager has limited or shared control. 

 

III. RISK MANAGEMENT AND RISK 

IDENTIFICATION 

 
Risk management is defined as the identification, 

assessment and prioritization of risks monitored to 

minimize, monitor, and control the probability and/or 

impact of unfortunate events (Sehrawat&Munsi and 

Jain, 2014). It can be seen as a combination of a small 

number of steps in a form of cycle to be executed 

continuously or at the end of a major milestone in the 

project (Boehm, 1991).Boehm‟s framework is 

divided into two major phases, a) risk assessment: 

identification, analysis, and prioritization and b) risk 

control: management and planning, resolution, 

prioritization, and monitoring. 
The author argues that no matter the approaches or 

frameworkused to manage IS development project 

risk identification is usually performed in an early 

stage/phase. Perhaps one of the most important and 
essential step in risk management process is risk 

identification step (Wat et al, 2005, Alshehab et al, 

2009). 

 

Many researchers have become interested in 

identifying software project risk factors by producing 

a risk taxonomy as a checklist (Hijazi, Alqrainy, 

Muaidi&Khdour, 2014).Checklist is a comprehensive 

list of the risks that could occur in a project (Keil et 

al, 2006). The checklist includes generic risk items 

along with a brief description of each to make 

practitioners aware of how each risk item might apply 
to the undergoing project (Keil et al, 2006 and 

Rotchanakitumnuai, 2007). 

 

The research focuses on producing a risk taxonomy 

as it is the simplest and easiest method forthe 

practitioner to give attention at the commencement of 

executing software development project. This 

research identifies and describes risk factors 

according to literature. 

 

IV. LITERATURE REVIEW 

 

Researchers have been attracted to identify software 

development risk factors. This section reviews risk 

factors identified that were collected fromresearch 

articles/papers andwere derived from different 

Journals. A total of57risk factors were collected from 

previous studies and were ranked. The number of 

references per risk factor was accumulated according 

to number of reference appeared in the literature; the 

most frequent risk factors were ranked accordingly. 

Table1 presents risk factors collected from previous 

papers and shows the number of references for each 
risk factor. 

 

No of Risk factor Risk factor 

RF1 Miscommunication 

RF2 Poor understanding of user requirements 

RF3 Unrealistic schedules    

RF4 Complexity of a project     

RF5 Lack of top management commitment to project    

RF6 No planning or inadequate planning         

RF7 Inadequate project management    

RF8 Project manager may have no control      

RF9 Inadequate requirements          

RF10 Technological newness     

RF11 Lack of expertise           

RF12 Team related risk           

RF13 People and personality failures      

RF14 Conflicts of people                 

RF15 Ineffective communications with users      

RF16 Poor or nonexistent control       

RF17 Insufficient training    

RF18 User resistance to change      
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RF19 Organizational environment risk    

RF20 Lack of definition of roles and responsibilities in software projects    

RF21 Lack of knowledge      

RF22 Schedule pressure          

RF23 Lack of senior management commitment and technical leadership    

No of Risk factor Risk factor 

RF24 Lack of agreement on project goals      

RF25 Changing scope/objectives            

RF26 Inappropriate staffing      

RF27 Lack of adequate user involvement       

RF28 Lack of adequate technology infrastructure    

RF29 Resource insufficiency    

RF30 Application complexity 

RF31 Inadequate user participation                 

RF32 Team Turnover      

RF33 Choosing the wrong development strategy      

RF34 Unclear Description of the real environment     

RF35 Lack of strategy alignment           

RF36 Poor quality deliverables     

RF37 Ignoring the Non-functional requirements 

RF38 Lack of frozen requirements    

RF39 Technology shortfalls     

RF40 Failure of technology to meet specifications    

RF41 Task complexity      

RF42 
Inability to test in the 

operational environment 

RF43 Mismatch between company culture and required business process changes     

RF44 Data Loss      

RF45 Continually changing scope and system requirements    

RF46 Conflicting User Requirements    

RF47 Lack of data integration    

RF48 Budget not enough for maintenance activities 

RF49 Not thoroughly defining the scope of the new system        

RF50 Trying new development method/technology during important project    

RF51 Low quality of testing     

RF52 Scope Risk    

RF53 Failure to follow an enterprise-wide design that supports data integration    

RF54 Lack of architecture and quality software project      

RF55 Failure to get project plan approval from all parties      

RF56 Un acceptance of the Plan in time by client      

RF57 Lack of knowledge needed for component integration      
Table 1: List of risk factors 

 

V. DISCUSSION OF PRODUCED RISK FACTORS 

 

Table 1 lists risk factors according to most referenced in literature. Further, what is/are the driver/s of creating 
any of these risks, or is there a relation among risk factors addressed in Table 1. For example, RF5 “Lack of top 

management support” leads to lack of project control this leads to poor product outcome, this lead to project 

delay as seen in Fig1 and illustrated blow. 

 

lack of top 

manageme

nt support 

lack of 

project 

control

poor 

product 

outcome

project 

delay 

 
Fig 1 causal relation of risks 
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VI. LIMITATION 

 
Some limitationwas noted in this paper, thatis, the 

risk factors list (Table 1) addresses only the risk 

factors and does not address any relation to other risk 

or what is the cause of this risk. For example, “project 

delay” riskfactor could be an outcome of a previous 

risk in a causal chain through the project life cycle. 

That is,Lack of top management commitment to 

project could have occurred at an early stage in the 

project phases and could trigger other risk factors. 

Further, the understanding of the causality of 

different risk could reveal more knowledge about the 

behavior of risk during the execution of the project 
(AlShehab et al, 2009). 

Another limitation was noted from the meaning of 

some risk factors, for example, risk factor „lack of 

frozen requirement‟ and „continually changing 

requirements‟. This suggests that there is a need to 

address the exact meaning of each risk factor and 

could have an effect on what exactly each risk factor 

means. According to Antoniou and Harmelen (2004) 

ontology is identifying in general terms the kinds of 

things that do exist and how to describe them. 

 

VII. CONCLUSION AND FURTHER WORK 

 

This paper presented a review of articles/papers from 

different computer science journals in the last two 

decades. The paper classifies57risk factors according 

to most appeared in literature. The accumulated final 

list can be used as a taxonomy checklist for 

practitioners in the field of software development and 

could assists project managers and team members, in 

overcoming the risk factors mentioned above, 

resulting in the success of projects. The paper 

concludes that there are causality relationships 
between risk factors  in a causal relation of cause and 

effect. This could imply the need to validate all of the 

57 risk factors and map them in a causal map. 
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