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Abstract - We are undoubtedly living in the age where we are exposed to a remarkable array of visual imagery. Over the 
past few years, the field of digital forensics has emerged to help restore some trust to digital images. The major focus of a 
digital image forgery or manipulation is to contrive the illegitimate changes in and the major focus of a digital image forgery 
or manipulation is to contrive the illegitimate changes in an authentic image so that the image closely mimics the legitimacy 
of an authentic one. Thus, it becomes harder for the human visual system to differentiate between legitimate and 

forged/manipulated images. A mere detection of forgery is not the only objective here. Comprehensive ongoing research aims 
at delivering solutions to the problem of differentiating a forged image with that of an authentic image. This paper has 
presented the different types of digital image forgeries and hybrid detection techniques. 
 

 

I. INTRODUCTION 

Image forgeries started to occur a decade after the 

first image was created. The forgeries done in 1860s 

were analogue manipulations. Before digital scanners 

and cameras prevailed, traditional analogue image 

editing was implemented with the help of tools such as 

airbrushing to modifying photographs with any 

traditional art method. In traditional analogue image 

editing, the images were edited during the process of 
photographic printing [1]. With the advent of 

technology, digital images have become main stream 

and analogue image editing has become obsolete. 

In recent years digital images are in used in a wide 

range of applications and for multiple purposes. They 

also play an important role in the storage and transfer 

of visual information, especially the secret ones. With 

this widespread usage of digital images, in addition to 

the increasing number of tools and software of digital 

images editing, it has become easy to manipulate and 

change the actual information of the image. 
Therefore, it has become necessary to check the 

authenticity and the integrity of the image by using 

modern and digital techniques, which contribute to 

analysis and understanding of the images content, and 

then make sure of their integrity. The paper is 

organised as follows, section I explains the 

Taxonomy of various possible forgery attacks, 

section II refined classification of various hybrid 

image forgery detection methods and conclusion are  

drawn in final section. 

 

II. TAXONOMY OF DIGITAL IMAGE 

FORGERIES 

 

Digital image forgery detection plays an important role 

in image forensics to provide authenticity of the 

image. There are many detection approaches as shown 

in figure 1. 

Active Forgery 

In the case of active forgery, prior embedded 

information is used as a tell tale clue of authenticity 

which might have inserted in the image during the 

capturing of the image or at a later stage of the image 

acquisition. 

 

Passive Forgery 

In passive forgery there is no prior embedded 
information is used as a tell clue of authenticity. 

 

Passive Forgery 

In passive forgery there is no prior embedded 

information is used as a tell clue of authenticity. 

 

Copy-move forgery 

Copy-move forgery is one of the most commonly 

performed manipulations on digital images. In 

copy-move forgery, a region from the image is 

copied and pasted to another region in the same 
image. Copy-move forgery is performed in order to 

hide an existing object in the image shown in 

Figure 2, to create a duplicate of the object or to 

change the meaning of the image completely [2]. 

There are various ways in which copy-move forgery 

can be performed. Based upon them, it is 

categorized further into the following four types: 

(1) Plain copy-move: plain copy-move forgery refers 

to the process of copying a region of the image and 

pasting it onto another region in the same image 

without performing any manipulation on the copied 

region. 
(2) Multiple copy-move: in multiple copy-move, 

more than one region or object may be copied and 

pasted into different regions of the image. There can 

be cases when an object is copied from the image and 

pasted to two locations in the image. In another case, 
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different objects are copied and can be pasted into 

different locations in the same image. 
(3) Copy-move with reflection attacks: in this type 

of copy-move forgery, the duplicated region is 

obtained by altering the copied region with a rotation 

of 180° such that   it creates the same object but with 

a different orientation. In most of the cases, object 

created using reflection attack is pasted along with 
the copied region such that it matches the 

characteristics of the copied object and escapes the 

detection methods. 

 

 
Figure 1: Image Forgery Classification 

 

 
a) Original Image (b)Forged Image(Copy-Move) 

Figure 2: Copy –Move Forgery 

 

Now, the region to be copied can be anything, 

depending upon the image. If the image is of 
document type, then the manipulations can be such 

that the content of the document is changed by 

altering the text in the image. Such a kind of forgery 

is used to alter the documents such as certificates, 

testimonials, legal and confidential papers, etc. The 

region to be copied can be background area, objects 

or text. 

Image splicing 

Image splicing is the process of merging two or 

more images. Splicing is similar to copy- move 

forgery to some extent. In copy-move, the region 
copied is from the same image whereas the region 

to be pasted in the spliced image is taken from 

some other image Figure 3. Splicing is a major step 

in digital photomontage, which refers to the paste-up 

produced by combining images with the help of 

digital software tools such as Photoshop, GIMP, etc. 

Image splicing is also known as image compositing 

[3]. Various examples of image composites can be 

witnessed in numerous infamous news reportage 

cases involving the use of forged images. 

 

 
Figure 3: Image Splicing 
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Resampling and resizing 

Resampling is the process of transforming a sampled 
image to another coordinate system. It is the method 

of geometrically transforming the images by 

changing the number of pixels in an image [4]. Most 

people confuse image resizing and image 

resampling. Image resizing is simply changing the 

size of the images without changing the number of 

pixels shown in Figure 4. Changing the document 

size of the image is known as resizing and changing 

the number of pixels is known as resampling [5]. In 

image forgery, there may be cases when an object 

needs to be resized in order to match the relative 

object in the image while performing forgery. 
 

 
Figure 4: Resampling and resizing 

 

The process of resampling involves sampling of the 

original image on top of a different sampling mesh 

which introduces particular correlations between 

adjoining pixels. Resampling can be performed in 
the following different ways in order to achieve goals 

according the requirements: 

1. Up-sampling: when the number of pixels of 

the image is increased, it is called up-

sampling. 

2. Down-sampling: when the number of pixels 

of the image is decreased, it is called down-

sampling. 

3. Mirroring: in mirroring, the whole image is 

flipped horizontally or vertically. This type of 

forgery is difficult to detect as it does not 

change any intrinsic characteristics of the 
image. 

4. Skewing: skewing in digital images can be 

performed using software tools such as 

Photoshop, GIMP, etc., by dragging the 

corner points of an image. 

5. Seam Carving: Seam Carving uses an 

energy function defining the importance of 

pixels. A Seam connected path of low 

energy pixels crossing the image from top to 

bottom, or from left to right. These operators 

produce, in effect a content-aware resizing 
of image. 

Retouching 

Retouching refers to the process of removing image 

flaws, skin blemishes, scratches, etc. It is used to 

eradicate disturbing elements by improving the 

images according to the individual requirements [6]. 

Digital image processing offers several options for 

image retouching and is preferably suited for fashion 

photography as well as beauty and product images 

shown in Figure 5. Retouching can also be done in an 
illegitimate way in order to hide the traces of forgery 

operations already attempted on the image. 

 

 
(a)Original Image (b) Image Retouching 

Figure 5: Image Retouching 

 

Anti forensic forgeries 

Anti-forensic forgeries are those forgeries that are 

targeted at escaping the forgery detection methods. 

Those forgers, who have deep knowledge of digital 

image processing methods and forensic methods, are 

working towards finding ways to perform a forgery 

such that the detection methods become incapable of 

detecting them [7]. Anti forensic forgeries are mostly 

applied by forensic teams so that they can find 

loopholes in their detection methods and can develop 
counter anti forensic methods. But some farsighted 

forgers also take advantage of anti-forensics so that 

the forensic methods cannot detect the forgeries 

performed. Anti forensic forgeries have the capability 

to effectively eliminate imprints left by a particular 

image forgery [8]. But such operations leave different 

imprints of their own, which can be detected by using 

counter anti-forensics methods. 

Apart from the above-mentioned types of digital 

image forgeries, various other post processing 

operations can also be applied by the forger in 
smarter ways, such that it may not be noticed by 

human vision. Such post-processing operations can 

be applied in various combinations. A forger may 

attempt a forgery with a number of post-processing 

operations. Some commonly used post-processing 

methods are noise addition, compression, blurring, 

geometrical operations such as rotation, flipping, 

skewing, scaling, mirroring, etc., and quality 

improvement operations like change in brightness 

or contrast. 

(1).Retouching Anti forensic: This technique is 
used for commercial and aesthetic used. Retouching 

is done for enhancing feature of an image. This 

forgery technique can also be used for degrading 

feature of an image. 

(2).Contrast Enhancement Anti forensic: In this 

kind of image manipulation, several enhancement 

operations (Like color changes in image, blurring 

the background of image etc.) are performed over 

the image to make object more visible. 

(3).JPEG Anti forensic: This technique is used for 

removing from given image the footprints left by 

JPEG compression, in both the spatial domain and 
DCT domain. 
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(4).Median Filtering Anti forensic: Problem with 

average filter. Taking the median value instead of 
the average or weighted, average of pixel in the 

window. Sort all the pixels in an increasing order, 

take the middle one. The window shape does not 

need to be a square. 

 

Hybrid methods for Copy-move forgery detection 

The traditional key-point based methods are 

improved by employing some properties of block-

based methods. Hybrid methods are used to lower 

the running time of key-point based methods along 

with the accuracy of block-based methods. One such 

method is proposed[13] in which the key-points are 
extracted using the SIFT algorithm by first 

segmenting the test image into semantically 

independent patches using SLIC segmentation with 

no less than 100 patches so as to cover all the 

possible forged regions[9]. K-nearest neighbor is 

used for matching the patches. The EM-based 

algorithm is then used in order to refine the 

matching [10]. To overcome the drawbacks of block 

based methods, adaptive over-segmentation is used 

[14] to divide the image into blocks and extract key-

points from each block using SIFT features. 
Forgery region extraction method is used to detect the 

forged regions, which greatly reduces the chances of 

forgery being undetected and thus improves the 

recall. Key-points are extracted using three common 

detectors, namely, SIFT, SURF and Harris corner 
points. The triangulation is built onto the extracted 

key-points [15]. The image is divided into triangles, 

which include pixels with very similar features. In the 

regions where no key-points are extracted, uniformly 

arbitrary points are added onto the boundary of the 

image which helps in subdividing the parts of the 

image into triangles that have no key-points. 

The triangles are matched using two characteristics, 

the dominant and the angles and the areas in the 

triangle [11]. They are matched using a Mean Vertex 

Descriptor (MVD). The method is two orders of 

magnitude faster than block-based methods. In the 
case of complex scenes, the high number of triangles 

influences the matching process resulting in worse 

performance. To improve performance against 

various operations such as rotation, scaling, 

translation etc., the Radon odd radial harmonic 

Fourier moments method [6] is applied with a circle 

template to extract the geometric inherent features 

[12]. Radon transform is capable of detecting linear 

trends and capturing directional properties of these 

trends. The kernel representation is more complex in 

RORHFM, which leads to computational complexity 
because computational complexity and cost of the 

method is mainly dependent on kernel function. 

Shown in table 1. 

 

S.No Features  used Data set Performance Metric 

1. SIFT [13] 
CMFD, MICC- 

F600 

Precision =86 

Recall = 88, F-Score=87 

2. SIFT [14] 
image Manipulation Data-

set 
Precision =92.22 

Recall = 83.73, F-Score=89.97 

3. 
SIFT,SURF,Harris 

[15] 
own database, CMFD 

Precision =61.7 

Recall = 88, F-Score=87 

4. RORHFM [16] 100 images from internet TPR,FPR 

5. 
Hue moment, SIFT 

[17] 

MICCF220, 

MICCS2000 

Precision =97.68 

Recall = 90.04, F-Score=96.85 

Accuracy=92.48 

6. DSWT and MDS [18] 
Kodak truecolor dataset, 

COMOFOD 

Accuracy Rate=0.99 

False Positive Rate=0 

7. 
SIFT, Zernike 

moments [19] 
CMFD 

Precision =0.7759 

Recall = 0.9375, F-Score=0.8491 
Table 1. Hybrid methods for Copy-move forgery 

 

In another method, SIFT and Hue Moments 

Features are fused together to form a feature [17]. 

Hue moments are used to acquire the global features, 

invariant image features are extracted using 

magnitude coefficients of moments and a SIFT 

descriptor is used to extract distinct key-points 

which act as local features. Searching for its nearest 

neighbour is used as feature vector matching. 

Another non-intrusive image forgery detection 
method[18] exists in which DSWT is applied on a 

pre-processed image and then the LL sub-band is 

extracted. To decrease feature dimensions, multi-

dimensional scaling is performed. The method 

performs well for small forged regions but the 

performance degrades for low intensity level 

changes. 

Multiscale behavior knowledge space [19] can also 

be used to combine the two techniques, i.e. block 

based and key-point based. The output 

arrangements of different techniques are encoded as 

a priori probabilities in multiple scales of the 
training data. The method is slightly slower than 

other existing standalone methods. An effective 

fusion technique is applied to combine key-point 
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and block-based method. The method first 

adaptively divides the image into non-overlapped 
sections with the help of a simple linear iterative 

clustering (SLIC) algorithm [20]. Then, the SIFT 

key-point detector is implemented on the entire 

image. The ratio of the number of key-points 

extracted to the number of pixels is calculated, and if 

it is less than a threshold value, a region is 

categorized as a smooth region or a key-points 

region. After that, a key-points matching procedure 

is implemented in keypoints regions to check 

whether the candidate region is forged. Further, the 

RANSAC algorithm is used to clip outliers [21]. 

In case there are more than two smooth regions in the 
image, Zernike moments are used as block features to 

detect forgery in smooth regions. The detection speed 

is improved greatly as the block-based method is 

selectively applied to smooth regions only. It is 

observed from Table 1 that it obtained the highest F-

score of 96.85 by using Hue moments as block 

features and SIFT for key-point extraction. 

The drawback of combining block-based methods 

and key-point based methods is that if the first one is 

unsuccessful at identifying the forgery and the image 

is too smooth to have enough key-points, then the 
fusion approach cannot give accurate results. 

 

CONCLUSION 

 

While going through the various papers on digital 

image forgery, which describes method for detection 

of copy move image forgery in digital image, it has 

been seen that a lot of work has been completed for 

copy move forgery detection. Thus further research 

effort is still needed to develop an appropriate 

algorithm that can detect the copy move. From the 

literature survey, we observed that the big problem 
with the copy move forgery in digital image is the 

detection of duplicated region processed by some 

common post processing operations such as 

compression, noise addition, rotation, scaling, 

flipping etc. The other concern is the time complexity 

of detection technique of copy move forgery in digital 

image. Motive of this paper was to give a brief 

comprehensive review about various hybrid 

techniques for copy move forgery detection in digital 

images. This paper presented a study on various 

detection techniques which is based hybrid method. 
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