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Abstract—there is   an exhaustive engagement of packet classifiers in network applications devices such as firewalls and 
routers. There must be an understanding of the actual accomplishment of endorsed packet classifier. This is essential for 
algorithm designers and end users. The task is tedious as it requires the evaluation and initiation of each pioneering 
algorithm from different angles as per diverse theories. The comparison of different algorithms directly is fundamentally 
impossible without a common establishment the system facilitators are helped to smoothly select the appropriate algorithm 
for their actual applications. If a feeble algorithm is selected and applied it may entail major expenses as packet classifiers in 
network firewall have contemporary algorithms created on explicit heuristics and rule set features. The collective success of 
the network firewalls depends upon the paramount performance of the packet classification subsystem.   

To offer a comparative evaluation of a number of known classification algorithms that have been deliberated for both 
software and hardware applications, this study investigates the existing algorithms We have also explained our previously. 
The proposed DimCut packet classification algorithm, its association with the HiCuts, Hyper Cuts and Woo packet 
classification algorithms with the comparative evaluation analysis, has been explained after matching principles and design 
selections from diverse sources, the comparative implementation on applications are created. To obtain performance 
measurements the implemented classifiers with a large number of random Rules and Packets in an identical test case 
scenario are fed in. 
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I. INTRODUCTION 
 

The composition of Internet traffic requires an 
ordered sequence of packets with header and data. 
The large set of data is branched into packets at the 
source such that each packet contains a fraction of it 
that gets assembled as the original data on reaching 
the destination.  The firewall functions mainly to 
inspect and decide about the network traffic in 
accordance with the security policy system which 
clarifies the processing of the network traffic. 
Normally, the security policy and rules get a manual 
entry through a system administrator who specify the 
traffic flows, and define its processing and. 

On secure network systems, the intrusion detection 
system (IDS) and firewall are often installed to 
control or monitor network traffic and to secure a 
network. While analyzing network packets these 
systems often incur substantial delay which can be 
reduced with faster packet classification, which carry 
effective classification of network traffic, and 
consequent acceleration of the analysis of network 
packets.  Basically packet classification faces 
difficulty due to large number of rules (size of rule 
set), growing network traffic (traffic intensity) and 
large dimensionality of the packet attributes data base 
(large item sets). 

This paper proposes the modification of the 
existing packet classification system, based on 
heuristic method, to arrive at a faster packet  

 
classification system that could provide comparative 
evaluation. This would result in a logical benchmark 
that blends with an appropriate and reasonable 
performance.  

OpenMP (Open Multi-Processing) is well-thought-
out source for the execution of multithreading. The 
threads run parallel with the runtime environment, 
assigning threads to varied processors. The use of the 
OpenMP API commands and functions support C 
programing language which helps to implement the 
DimCut. 

 The paper is organized as follows:  
Section Two offers reviews to related works on the 

various algorithms studied to capture their advantages 
and disadvantages. Section Three delineates HiCuts, 
HyperCuts, Woo, DimCut algorithms. Section Four 
deals with the implementation objectives. Section 
Five tabulates and examines the results of the 
comparative assessment of our experiments and 
findings. Section Six is a summary of our 
contributions and conclusion. 
 
II. RELATED WORK 
 

For better speed and performance the 
multidimensional packet classification uses trade 
memory. An increase in the number of rules shows 
poor, either at search time or during memory usage. 
Researchers have sought solution for these problems 
in industrial and academic areas. Though, the 
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problem of packet classification still vitally 
challenges network processing. 

Baboescu, Singh, and Varghese are researchers 
who have proposed Extended Grid-of-Tries (EGT) 
with essential sustaining power for multiple fields. 
An important aspect noted is that the EGT alters the 
switch pointers to become jump pointers that 
maneuver the search to all feasible matching filters, 
rather than utilize those filters with the longest 
matching destination and source address prefixes. A 
geometrical view of Packet classification shows the 
construction of data structures and representation of 
rules. The preprocessing of rule sets strategizes the 
cutting, or projecting, of the multi-dimensional space. 
For quick identification of a reduced rule set that 
includes the matching rule, this rule set is partitioned 
and regrouped. The Woo’s modular packet 
classification, Multidimensional Cuttings 
(HyperCuts) and Hierarchical Intelligent Cuttings 
(HiCut), show utilization of this approach in 
algorithms. The reduction of the storage is the 
competence of recursive flow classification (RFC) 
algorithm. The observation   is that the reduction in 
storage happens while maintaining the high 
throughput even for larger filter sets. 

The tuplespace search technique for expression of 
a Tuple as a pair of prefix lengths, where one hash 
table stores the filters that belong to one and same 
tuple is also a packet classification algorithm. 
Significantly, there are different lookup 
implementations for tuple spacetechniques.A simple 
hash table conducts lookups ineach tuple. Baboescu 
and Varghese had proposed the Aggregated Bit-
Vector (ABV) algorithm to help in the improvement 
of the functional performance of the Parallel BV 
technique. 

Each technique comes with some shortcomings of 
extended positive and negative limitations. The 
algorithm has to be designed to combine all methods 
and utility features to achieve a decent performance, 
and also for proper use of the time-space tradeoff  

Though several researchers and papers have 
analyzed and explained the problems of packet 
classification, and though numerous solution 
algorithms have been proposed, yet it poses a 
problem. This is especially so for emerging services, 
where there is eventual increases in the number of 
classification rules, classification packets and 
bandwidth. 
 
III. HICUTS, HYPERCUTS, WOO, AND 

DIMCUT ALGORITHMS 
 

A. HiCuts 
Gupta and McKeown recommend the packet 

classification algorithm, &Hierarchical Intelligent 
Cuttings. The conception of “cutting” is derived from 
geometrical observation of the packet classification 
problem. HiCuts preprocesses the rule set for 
construction of a decision tree, whose leaves 

encompass a specific number of rules. The local 
cutting circumstances and a global configurable space 
measure factor, (spmf) determine the number of cuts. 
The largest possible number of cuts is chosen, as long 
as the following inequality is satisfied. 

spmf * number of rules at node r ≥ ∑ number of 
rules at each child  node r + number of cuts 

The threshold is the maximum number of rules 
allowable in a leaf node. A larger threshold can assist 
in decreasing the size and depth of the decision tree, 
but will take a longer linear search time. 

B. HyperCuts 
HyperCuts though a decision tree-based packet 

classification algorithm which is similar to HiCuts 
possesses minor differences. The algorithm makes 
recursive cuts of the space into smaller areas at each 
step on multiple dimensions.  Thus every smaller area 
will have fewer overlapped hyper cubes to enable a 
smaller linear search to find the best matched rule. 
HyperCuts allows cutting on multiple dimensions 
unlike the one dimensional cutting in HiCuts, and it 
presents also some additional optimization 
improvements such as: node merging, rule overlap, 
region compaction, pushing common rule subsets 
upwards. 

To decide about the number of cuts, assume each 
chosen dimension would receive nc(i) cuts, then the 
possible number of child nodes, NC, is Π nc(i). It 
chooses the largest possible NC that is bound by 
spfac*sqrt (N), where spfac is a configurable 
parameter, N is the number of rules of the specific 
node. The bucket size decides when it should 
terminate the decision tree construction. 

C. Woo 
With a more direct view over the rule set, the Woo 

packet classification algorithm is a decision tree-
based classification algorithm. It is a composed 
module of dual procedures: the first procedure 
decomposes large rule set into small rule buckets of a 
fixed maximum size and the second procedure 
processes rule buckets of limited size to find a match. 
The prime framework of three stages has an index 
jump table, search trees, and rule buckets. When 
every rule specifies those bits they are used for the 
jump table address selection. Should the rule contain 
“don’t cares” in jump table address bits; they need 
storage in all search trees associated with the 
addresses covered by the jump index. A search tree 
construction becomes essential for. for every entry in 
the index jump table that is addressed by at least one 
rule, on the assumption that each rule is a bit string 
and can be picked to split the rule set. When a 
particular bit position is chosen, all rules with this bit 
influence a value '1' go to a subset, all rules with this 
bit influence a value '0' go to the other subset, and all 
rules with this bit being "don't care" go to the both 
subsets. The decision tree construction algorithm 
allows recursive splitting of the rule set with a 
particular bit-chosen until all the leaf nodes contain 
less than predefined bucket size rule. In the search 
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algorithm based on the packet header, the algorithm 
follows those specific chosen bits to find the related 
leaf node and then search linearly for matched rules. 

The algorithm selects the preferences bits to set the 
bit string, by bit j definition as: 

Preference [ j ] = (D j – D min) / (D max – D min)  +  
(N*j - N*min) / (N*max  -  N*min) where, D j = | N0 j - 
N1 j | and  N0 j, N1 j and N*j are the number of 0, 1 
and *  at bit position j. 

To reduce memory usage at the expense of 
increased search time the rule bucket depth is used as 
an efficient tunable control. 

D. DimCut 
The DimCut algorithm is a modified and improved 

version of the HiCut algorithm. The DimCut is a 
Packet Classification Algorithm based on a decision 
tree, using Recursive Dimensional Cutting. The 
algorithm pre-processes the rule set implied to 
establish a decision tree, and it is well elucidated that 
the leaves contain a subset of rules with the number 
of rules bound by a predefined threshold.  Packet 
header fields look up for the proper leaf, and then 
linearly search for a matched rule belonging to that 
leaf.  

The DimCut uses a heuristic to pick an appropriate 
dimension to cut across and pick the appropriate 
number of partitions (cut) to be made, with the 
purpose of distributing the rules inside the partitions 
properly in a balanced manner, and with minimum 
possible rules repetition that would be found 
practically. The process of cutting is performed at 
each level, and recursively on the child nodes of that 
level, until the number of rules associated with each 
node fall below the threshold (maximum number of 
rules that can be at a leaf node). We have attempted 
to find heuristics and techniques that can modify the 
algorithm to reach a high performance with 
reasonable memory consumption. 

The DimCut algorithm certainly modifies and 
enhances the HiCut algorithm. In DimCut, the GL 
(H) is the geometric length associated with column H 
in the whole of the rule set. To choose the proper cut 
dimension, two fields Ha, Hb are selected which have 
the least GL ( ) values.  

Regression analysis as a statistical process 
estimates the relationships among variables.  For the 
number of cuts decision, regression analysis was 
conducted on 45 different number of rules (100-
100000) with 10 different number of cuts samples.  
The analysis and  several tests results became the 
base  reference for efficiency and performance ,  The 
best number of cuts were said to compute the 
formula, NC = 495.22 + (0.034* N) + (9 * 10-7 * N2) 
+ (6.23*10-12 *N3),  the Bucket size (The threshold) 
set as, B = 2 if N<=10000 and B=5 if 
10000<N<40000 and B= 8 if 40000<=N<=100000, 
Here, N = Total Number of rules. 

This algorithm uses the Array Pointer structure to 
work with a large amount of rules. All rules have 
been arranged in priority order, to accord with the 

network administrator policy. The decision tree 
extends across to search the buckets to cover the 
incoming packet that jumps to the first bucket in the 
regions of its origin. On the first match bucket 
becoming available, a packet will forward to all 
possible regions of the bucket and then all the header 
fields of the packet for comparison with all governing 
rules linearly. In this process, the most prioritized rule 
with perfect matches is selected. The use of the 
following method helps to arrive at the proper leaf 
(Bucket) for a possible jump to the proper node 
without traversing the tree, which is the main key for 
the high performance and efficiency of our algorithm. 

Bucket number = [(Packet (Cut Dimension) – 
Bucket (Cut Dimension).Low) / ((Bucket (Cut 
Dimension).High - Bucket (Cut Dimension).Low) / 
Number of Cuts)] +1 

The index table indexes a reference number to the 
proper bucket that covers the incoming packet after 
the optimization, such as eliminating the empty 
nodes, region compaction, node merging etc. 

The earnest efforts have been to research better 
methods that can calculate the number of cuts, select 
the cut dimension and set the proper threshold in 
addition to implement a suitable technique and data 
structure which can affect the algorithm performance. 
 
IV. EXPERIMENTAL METHODOLOGY 
 

A detailed and consistent evaluation of such 
selected algorithms has been the leitmotif of this 
contribution.  They have been implemented with 
common principles and evaluated on a common test 
bed. 

We have run the full test, provided the data 
analysis and drawn the suitable graphs. Search 
performance is evaluation is by running it through 
large number of packets and rules to arrive at the best 
evaluation; the worst case scenario is used for 
providing the same condition for all tests. 

The testing experiments have been conducted on 
standard PCs with 8 cores Intel Xeon 3.00 GHz, 
RAM 8.00 GB, using the Oracle VM Virtual Box to 
provide an isolated environment, using GCC 4.7.1 
compiler, with OpenMP enabled and disabled. 

With the packet size of 20 Byte and the rule size of 
52 Byte for these tests, the 1000… 100000, numbers 
of random rules and the 20000 numbers of random 
packets have been generated. Tests have been 
conducted multiple times and all tests ran on two 
execution models, Normal Run (Single Thread) and 
OpenMP (Multi Threads - Parallel). 

In the”Fig.1,” the plan of the simulated experiment 
is shown. 

 
Fig. 1. Simulated experimented methodology model setup. 
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The rule’s headers are Source IP (32 bit) and 
Destination IP (32 bit): (Exact/prefix), Source Port 
(16 bit) and Destination Port (16 bit): (Exact value, 
any, ranges), Protocol (8 bit): (TCP, UDP, ICMP, 
ANY, IGMP, GRE, IGP, EGP …) and the Actions (8 
bit): (Accept; Deny, Log, Forward, Nothing). 

The evaluation metrics and parameters constitute 
the Cut Dimension, Number of Cut, Bucket Size, 
Rule Classification Time (the amount of time needed 
to classify rules), Packet Classification Time (the 
amount of time needed to classify packets), PPS 
(Packet Processed per Second), Bandwidth (Mbps) = 
(PPS * 8 * (size of (Packet)) / (1024 * 1024)), RTSC 
(Read Time Stamp Counter or number of CPU clock 
cycles ticks from the machine bootstrap). 

The RDTSC ("read time stamp counter") 
instructions available on processors act as a tool for 
accurate timing. The comparison of the results of 
RDTSC before and after some action helps to arrive 
at the real run-time accurate timing information for 
the clock cycles. 

Our referenced implementations notably serve to 
only simulate and evaluate so that, the source code is 
not optimized as software. The selected 
configurations would lead to the best overall 
performance.  
 
V. EXPERIMENTAL RESULTS 
 

The following graphs Show the comparison 
between the HiCuts, HyperCuts, Woo, DimCut and 
DimCut running with six threads (T). The “Fig. 
2,”shows that, while the rules are increasing the 
Packet classification time also increases. The DimCut 
T acts better with respect to time consumption and it 
is faster than the others during the course of packet 
classification process.The “Fig. 3,”shows the 
comparison in case of the number of CPU time stamp 
per packet during classification process, which counts 
the number of cycles for each packet during the 
packet classification. Memory usage is far higher in 
case of the HiCut and Woo algorithm when compared 
to DimCut algorithms that their memory consumption 
grows linearly with the number of rules, as can be 
seen from “Fig. 4”. The “Fig. 5,”shows the rule 
memory access, where, as the rules number increases, 
the number of memory access bytes is increases. 
However, the DimCut T algorithm appears to be 
more competent than others. The “Fig. 6,”shows the 
comparison of the number of rule search during 
packet classification process. The number of rule 
search in DimCut T is the lowest, the HiCuts and 
DimCut are acting almost same and acceptable. 

The “Fig. 7,”shows the comparison in case of total 
number of search during packet classification 
process. In case of total number of searches the 
HiCuts is poor and the both DimCuts have lesser total 
number of searches, which explains DimCut. 

 
Fig. 2.A comparison between the HiCuts, HyperCuts, Woo, 

DimCut and DimCut T, to measure the packet classification 
time (milli second). 

 
Fig. 3.A comparison between the HiCuts, HyperCuts, Woo, 

DimCut and DimCut T, to measure the time stamp counter per 
packet. 

 
Fig. 4.A comparison between the HiCuts,HyperCuts, 

Woo,DimCut and DimCut T, to measure the maximum of 
memory usage (M). 

 
The number of cuts and the dimension selection to 

cut at each internal decision tree node are the critical 
sensitiveness for the algorithm performance. A larger 
bucket size or lesser number of cuts can help to 
reduce the size and depth of a decision tree, but it can 
induce a longer linear search time. Experimentally 
could determine the appropriate bucket size for the 
best trade off of storage and throughput. The 
performance studies show that DimCut can provide 
an improvement up to 98.7% in Rule Classification 
Time calculation rather than the HiCuts, 66.6% over 
the HyperCuts and 99.6% over the Woo, as can be 
seen from Table I. 

According to the data analysis and graphs, it is 
proved that the proposed algorithms based on 
decision tree, make packet classification faster, as 
compared to HiCuts, HyperCuts and Woo algorithms. 
A larger number of cuts at a node reduce the tree 
depth, but may increase rule replication and the 
number of branches, which may not achieve a good 
rule separation and also increase the memory usage. 
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Fig. 5.A comparison between the HiCuts,HyperCuts, Woo, 
DimCut and DimCut T, to measure to measure the rule 

memory access (Byte). 

 
Fig. 6.A comparison between the HiCuts,HyperCuts, Woo, 

DimCut and DimCut T, to measure the number of rule search. 
 

 
Fig. 7. A comparison between the HiCuts,HyperCuts, Woo, 

DimCut and DimCut T, to measure the total number of search. 
 

Table I. The percentage of improvement of DimCut in 
Rule Classification Time is shown rather than 

HiCuts,HyperCuts, Woo, for the given Rules in worst case 
scenario. 

Rule 
Counts HiCuts HyperCuts Woo 

1000 98.75 66.63 91.66 
5000 91.48 42.83 96.99 

10000 93.78 49.99 99.14 
50000 94.21 34.57 98.80 
100000 97.64 57.19 99.62 

 
CONCLUSION 
 

The focus of this paper was on the evaluation 
issues for high performance packet classification 
algorithms, that is an important factor in Firewalls, 
routers, network security and quality of service (QoS) 
assurance. 

The major contribution of our work lies in the 
detailed and consistent evaluation of HiCuts, 
HyperCuts, WOO and DimCut classification 
algorithms and their implementation with common 
principles and evaluation on a common test bed, 

where measurement of the Packet Classification 
Time, Number of Packet per Second Classification, 
Rule Memory access, Preprocessing Time/Tree 
Construction Time, Depth of the tree structure and 
Threshold are undertaken. 

We utilized multi-threading by using OpenMP to 
implement the DimCut and achieved better 
performance and results. 

The final results have been illustrated in graphics 
for better representation. We are of the view that 
DimCut can create a viable Packet Classification 
algorithm that gives a deterministic performance. In 
addition it will provide flexibility for system 
designers to tradeoff the components, and thus 
benefits the research and design community as a 
whole. 

Further studies for exploration of more systematic 
ways for perfecting the configured parameters and 
improving the adaptive decision-tree construction 
procedures are, therefore, an essential requirement 
too. 
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