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Abstract— Anomaly extraction is an important problem essential to several applications ranging from root cause analysis, to 
attack mitigation, and testing anomaly detectors. Anomaly extraction is preceded by an anomaly detection step, which detects 
anomalous events and may identify a large set of possible associated event flows. The goal of anomaly extraction is to find and 
summarize the set of flows that are effectively caused by the anomalous event. In this work, we use metadata provided by 
several histogram based detectors to identify suspicious flows and then apply association rule mining to find and summarize 
the event flows. Using rich traffic data from a backbone network, we show that we can reduce the classification cost, in terms 
of items (flows or rules) that need to be classified, by several orders of magnitude. Further, we show that our techniques 
effectively isolate event flows in all analyzed cases. 
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I. INTRODUCTION 
 
A. Anomaly Extraction 
Anomaly detection techniques are the last line of 
defense when other approaches fail to detect security 
threats or other problems. In this paper, we are 
observing the network traffic for time interval t and 
identifying the anomaly using histogram detector. 
Upon detection of anomaly, we build the clones of 
histogram detector and find suspicious flows that 
causes anomaly in the network. We then filter this 
data to eliminate large fraction of normal flows. A 
summary report of frequent itemsets in the set of 
suspicious flows is generated by applying association 
rule mining. 
 
B. Existing System 
Identifying network anomalies is critical for the timely 
mitigation of events, like attacks or failures that can 
affect the security and performance of network. 
Traditional approaches to anomaly detection use 
attack signatures built in an Intrusion Detection 
System (IDS) that can identify attacks with known 
patterns. Significant research efforts have focused on 
building IDS’s and, therefore, related production 
systems are presently employed in many networks. 
Although signature-based detection finds most known 
attacks, it fails to identify new attacks and other 
problems that have not appeared before and do not 
have known signatures.  
  
C. Proposed System 
Our system contains three different phases. One is 
histogram detector that will observe the network 
traffic and alert the system upon anomaly detection. 

Second phase consists of histogram cloning which 
assures the anomaly detection and finds the suspicious 
flows from network traffic. Finally third phase is to 
apply association rule mining algorithm i.e. Apriori to 
find the frequent item sets. 
 
II. METHODOLOGY 
 
In the following section we give an overview of our 
approach to anomaly extraction. Further we discuss 
the details of each functional block, namely histogram 
cloning and detection, meta-data generation, 
pre-filtering, and association rule mining. 
 
D. Overview 
An overview of our approach to the anomaly 
extraction problem is given in figure 1. The figure 
depicts the anomaly detection and meta-data 
generation steps. These steps are applied to each 
traffic feature. After that association rule mining is 
applied to suspicious flows.  
Our approach consists of four main functional blocks. 

 
Fig. 1 Block Diagram 

 
 Histogram Cloning: 
To obtain additional traffic views the distribution of a 
traffic feature is tracked by multiple histogram clones. 
Each clone randomizes the distribution using one of k 
independent hash functions. 
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 Voting: 
Meta-data is compiled is compiled from the individual 
feature value list vk by voting. Specifically, if a certain 
feature value is selected by at least l out of k clones, it 
is included in the final meta-data. We analyze the 
impact of different parameter settings for l and k on 
the accuracy of our approach. 
 Flow pre-filtering: 
We use the union set of meta-data provided by n 
different traffic features to pre-filter a set of suspicious 
flows. This pre-filtering is necessary since it typically 
eliminates a large part of normal flows. 
 Association rule mining: 
A summary report of the most frequent item-sets in the 
set of suspicious flows is generated by applying 
association rule mining algorithms. The basic 
assumption behind this approach is that the most 
frequent item-sets in the pre-filtered data are often 
related to anomalous event.  
 
E. Process Summary 
1] Form network between computers or laptops. 
2] Histogram detector will observe network for certain 
interval. 
3] On anomaly detection form clones of histogram and 
find suspicious flows in network. 
4] Apply Apriori algorithm to this suspicious flows. 
5] Find frequent item sets from the set of suspicious 
flows.  
 
F. Algorithms 
Apriori Algorithm: The standard algorithm for 
discovering frequent item-sets is the Apriori 
algorithm. Apriori computes in each round the 
support for all candidate -item-sets. At the end of each 
round, the item-sets with frequency above the 
minimum support parameter are selected. The 
frequent item-sets of round are used in the next round 
to construct candidate -item-sets. The algorithm stops 
when no -item-sets with frequency above the 
minimum support are found. 
 
Ck: Candidate item set of size k 
Lk : frequent item set of size k 
L1 = {frequent items}; 
For (k = 1; Lk !=Ø; k++)  
Do begin 
Ck+1 = candidates generated from Lk; 
For each transaction t in database do 
Increment the count of all candidates in Ck+1 that are 
contained in t 

 Lk+1 = candidates in Ck+1 with minimum support 
 End 
Return Uk Lk 
 
III. DESIGN AND IMPLEMENTATION 

CONSTRAINTS 
 
Here, we required to form a network between n 
number of computers or laptops. We will form 
network traffic for certain interval of time only. 
Security considerations, design conventions and 
programming standards have maintained.  
 
IV. ASSUMPTION AND DEPENDENCIES 
 
Our system will not work for single machine. Our 
system will depend on the multiple machines 
connected with each other in the network. We are 
assuming server as a router in our system which 
observes all the traffic in the network. 
 
CONCLUSION 
 
In this paper, we have studied the problem of anomaly 
extraction that is of uttermost importance to several 
applications such as root cause analysis and detection 
system testing. We have presented a histogram based 
detector that provides fine grained metadata for 
filtering suspect flows. Further, we have introduced a 
method for extracting anomalous flows that uses 
association rules to describe flows that have similar 
characteristics across several features. 
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