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Abstract- To obscure image-based secret information, we use technique called as Visual Cryptography. The idea is to divide 
the secret image into number of shares (n) for encryption. Simple visual cryptography is insecure as the decryption process 
done by human visual system. The secret image can be retrieved by anyone if the person gets at least k number of shares out of 
n. Watermarking is a technique used to put a digital signature of the owner within the creation of media file. 
In this proposed system, using invisible digital watermarking, we embed each share of the secret image into sophisticated 
image and then transmitted to the receiver. This process is known as enveloping. The shares are generated using random 
number generator. 
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I. INTRODUCTION 
 
Any Visual Information that has to be transmitted is 
vulnerable to potential privacy-based attacks. 
Typically, these privacy-based attacks are forms of 
man-in-the middle attacks wherein the attacker or a 
hacker can steal confidential visual information over 
the network. In current efforts to prevent such leakage 
of information, many network based security 
mechanisms have been implemented. At the very same 
time, the sophistication of network attacks has also 
scaled up, rendering traditional network security 
mechanisms nearly useless. Hence, to preserve 
privacy and sustain confidentiality we propose new 
cryptographic technique called as k-n sharing visual 
cryptography which is implemented at the application 
layer. Thus, the dependence on network to provide 
necessary security measures is considerably reduced. 
        
II. VISUAL CRYPTOGRAPHY 
 
Visual cryptography is a cryptographic process where 
visual information gets encrypted in such a way that 
the decryption can be performed by the human visual 
system without aid of computers. 
 
 Pixel is the smallest unit of a digital image. Each pixel 
of a 32 bit digital color image are divided into four 
parts, namely Alpha, Red, Green and Blue; each with 8 
bits. Alpha bits represent the level of transparency. 
 
Human visual system can act as an OR function for 
decryption process such that two transparent objects 
when stacked together, produces transparent object. 
But making any of them to non-transparent, the 
produced object will be non-transparent. In k-n secret 
sharing visual cryptography scheme, an image is 
divided into n number of shares such that at least k 
number of shares are required to reconstruct the 

original image. The division is done by Random 
Number generator. 
 
This kind of visual cryptography technique is highly 
insecure as the decryption can be easily done by using 
simple OR function. 
 
III. ENCRYPTION PROCEESS 
 
 A technique called as digital enveloping is used to add 
more security to this scheme. This process is nothing 
but an extended version of invisible digital 
watermarking technique. 
 
The randomly divided shares produced by k-n secret 
sharing visual cryptography are embedded into the 
envelope images by LSB replacement using this 
technique. Fig.1 illustrates the overall encryption 
process. This technique is known as invisible digital 
watermarking as the change in the envelope image are 
not identified by the human eye after the shares are 
enveloped (Produced after LSB replacement). 
 
In LSB replacement technique, all the k shares of 
original image are embedded into the different 
sophisticated looking enveloping images. Least 
Significant Bit (LSB) replacement digital 
watermarking is used for this enveloping process. As 
we know 32 bit digital image pixel is divided into four 
parts alpha, red, green and blue, each having 8 bits. 
Experiment shows that if the last two bits of each of 
these parts are changed; the changed color effect is not 
sensed by human eye. This process is known as 
invisible digital watermarking. For embedding 32 bits 
of a pixel of a divided share, 4 pixels of the envelope 
image is necessary. It means to envelope a share with 
resolution img_w X img_h; we need an envelope 
image with img_w X img_h X 4 pixels. Fig.2 
describes the LSB replacement process.  
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Fig.1 ENCRYPTION PROCESS 

 
 

Fig.2 ENVELOPING PROCESS 

 
 

Fig.3 DECRYPTION PROCESS 
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For replacing 8 bit alpha part, a pixel of the envelope is 
needed. In the same way red, green and blue part are 
enveloped in three other pixels of the envelope image. 
 
IV. DECRYPTION PROCESS 
 
In decryption process, at least k number of enveloped 
images is taken as input. For each pixel of each of 
these images, the last two bits i.e. alpha, red, green and 
blue are retrieved and is followed by OR operation to 
generate the original image as human visual system 
acts same as OR function. 
 
Fig.3 illustrates the working of decryption process. 
 
CONCLUSION 
 
Since decryption can be easily done by using simple 
OR operation, if a person gets sufficient k number of 
shares, the original secret image can be reconstructed. 
In our proposed system, an enveloping technique is 
used along with well known k-n secret sharing visual 
cryptography scheme proposed where the secret 
shares are enveloped within apparently innocent 
looking images using LSB replacement technique.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This adds security to visual cryptography technique 
from illicit attack as it befools the hackers’ eye. 
Random number of shares can be generated using 
random number generator. This technique needs very 
less mathematical calculations. 
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