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Abstract - Cyber-physical systems are becoming more complex and heterogeneous in the frame of Internet of Cyber-

Physical Things and Industry environments. Behaviour of such systems is difficult to analyse and control due to the system 
scale and emergency aspects. Multi-agent paradigm is a suitable formalism for modelling these kinds of systems and 
simulation modelling is important for getting an insight into the system, for synthesising its control, and for analysing 
performance and efficiency of systems under various circumstances. Cyber-Physical Systems are an integration of 
monitoring, communication, and computation operations; they capture physical data using embedded systems and sensor 
networks, and respond to the environment using actuators and software components. 
Embedded systems form the basis of all devices that are currently growing. With increasingly sophisticated technology 
advancements the dimensions of the devices are getting smaller, and the computing capabilities are now almost on par with 

the PC in the past two to three years. Based on those abilities the device can be paired with other components such as 
wireless communication technology, sensors and other supporting components to determine the state of the environment, or 
actuators as well to give response.  A system that combines the capabilities of computing, communications and data storage, 
in order to monitor or control the entities that exist in the physical are world called Cyber Physical Systems. 
 

 

I. INTRODUCTION 

 

The digital world has become part of the daily human 

life, one of the indications is the use of a calculator. 

The more sophisticated technology is the internet. By 

using these technologies, today’s exchange of 

information through the digital world becomes easier, 

thereby eliminating the restrictions on time and place 

to exchange information. 

Since the 1940’s, the IT industries have gone through 
many changes in terms of computing and 

communications technologies and the control 

platforms and infrastructures that support them—

from mainframe computers to PCs, from LANs to the 

Internet and the shift toward the cloud computing era 

that exists today.1
 
This evolution, along with across 

the board increases in computing power, has paved 

the way for the development of state of the art 

intelligent and autonomous systems, called cyber -

physical systems (CPSs), that utilise cyber and 

physical components. 

With increasingly smaller computing devices it is 
increasingly possible for these devices to be mounted 

on something, such as a jacket equipped with 

temperature information. If the device is equipped 

with a wireless component, it is possible that the 

device is connected to the Internet, thus enabling the 

occurrence of information exchange process in which 

the device is attached. A system that combines the 

capabilities of computing, communications and data 

storage, in order to monitor or control the entities that 

exist in the physical world is called Cyber Physical 

System (CPS) . If the internet is changing how 
humans communicate, how and where to access 

information and make the process of buying and 

selling, then so does the CPS will change the way 

humans interact with and control the physical world 

around them. 

CPSs are an integration of monitoring, communica-

tion, and computation operations; they capture 

physical data using embedded systems and sensor 

networks, and respond to the environment using 

actuators and soft ware components. Such systems 

generate and consume huge amounts of data. Thus, 

their complexity poses a significant challenge, as 

architectures must support integrating various 
heterogeneous components, over seeing distributed 

computations and network control, and efficiently 

managing large data collections. Other CPS aspects 

require further research as well, such as the 

development of dependability and verification/ 

validation mechanisms to guarantee the quality of 

service (QoS) of both software and hardware 

components. 

Cloud computing, defined by NIST as ―a model for 

enabling convenient, on demand network access to a 

shared pool of configurable computing resources that 

can be rapidly provisioned and released with minimal 
management effort or service provider interaction,can 

help address some of the problems posed by CPSs. 

Most importantly, because it offers almost infinite 

resources, the cloud computing infrastructure can 

support the acquisition, storage, and processing of 

huge amounts of heterogeneous data in real time as 

well as virtualised resources and backup protection. 

 

Thus, synergy between CPSs and cloud computing, 

which we call cloud-integrated CPSs, provides 

several key benefits, 

 Modular composition. Service- based CPS 

components enable a flexible, modular, and 

scalable system. 
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 Efficient resource utilisation.CPS resources 

(data and events acquired from sensors and 
actuators) can be shared among a large pool of 

users and can be accessed from anywhere 

securely. 

 Smart adaptation to the environment. CPS 

services support context awareness and can 

therefore process and analyse huge amounts of 

data depending on the recognised context and 

scale. 

 Reliability and resilience. The efficient use of 

CPS resources can help prevent failures and aid 

recovery if they occur. 
 

Taking into account the benefits of combining the 

two paradigms, as well as other gains offered by 

cloud computing (such as energy savings, and lower 

system development and maintenance costs), we 

propose a cloud-integrated CPS architecture that 

consists of three layers: sensing and actuating, 

networking, and processing and application. This last 

layer incorporates intelligent agents, which can 

further enhance CPS performance. 

To provide a framework for our proposal, we explore 

recent cloud-integrated CPS research efforts in 
several application domains, highlighting the major 

results to date as well as their drawbacks and 

limitations. Then, we outline our proposed multilayer 

cloud-integrated architecture for large-scale CPSs, 

which addresses some of the drawbacks identified in 

current cloud-integrated CPS design architectures. 

Lastly, we demonstrate the use of the proposed 

architecture and evaluate its performance using an 

environmental monitoring system case study. 

 

II. CPS RESEARCH DEVELOPMENT 

 

This section will discuss CPS research progress based 

on what has been done by the CPS research group led 

by Edward A. Lee 
1

. Previously, he once wrote a 

paper which contains the basic factors that become 

the challenges in designing the CPS 
2

. 

In the paper there are two characters from the system 

that continues to be emphasised, which is the system 
is predictable and reliable. These two factors are 

based on the physical world that cannot be guessed. 

While the cyber (computation) world must be reliable 

so that it can operate in any environment. To achieve 

these two factors then there are some requirements 

that must exist in the CPS design process. These 

requirements include the materials used, the process 

of computation, and programming languages used. 

From the point of view of the materials used, in terms 

of durability of the device, the material used to make 

the components must pass the test 100%. Similar to 
the materials used to make electronic circuits. 

Although the components and digital circuits can be 

made of good material, but in practice, these devices 

will be activated continuously, so it is not impossible 

an error will occur. 
From the point of view of computational processes, 

CPS should be predictable. The meaning is, CPS 

should have clear computational time. At the 

hardware abstraction level, it is generally recognised 

that this level has a high predictability factor. This 

issue arises when the processor architecture is 

abstracted with the instruction set architecture (ISA). 

This abstraction hides an important aspect required in 

embedded systems which is timing. 

To keep the designed computation to have a high 

predictability factor, then the software designers use 

low-level languages, such as assembly or C. In fact, 
for a simple program, the used programming 

language already has a high predictability factor. 

However, these factors will continue to decline as the 

complexity of computing processes performed in the 

system increases. 

The existing embedded system design process 

abstraction are already good, but when applied to the 

design of the CPS all of them become incompatible, 

because the abstraction does not yet accommodate the 

requirements of the CPS. Therefore, Edward Lee 

proposes to design CPS systems using Model- based 
methods. This method implements the Top-Down 

design solutions by considering the button-up design 

solution 
3 

. Based on some of the papers published by 

the group, his research interests direction can be seen. 

The following will discuss the research interest 

directions of this group. 

 

III. RELATED WORKS IN CLOUD-

INTEGRATED CPS’S 

 
The cloud-integrated CPS is not a new concept. 

These kinds of systems exist in many domains on a 

large scale, including transportation, healthcare, 

environmental monitoring, critical infrastructure 

support (such as smart grids and water management 

systems), manufacturing, and public services. 

Jiafu Wan and his colleagues developed a cloud-

based multilayered architecture for context-aware 

vehicular CPSs (VCPSs) that consists of three layers: 

vehicle, location, and cloud.
4 

This division is based 
on the hierarchical spatial regions encountered in this 

class of systems. The layers provide context-aware 

services for mobile vehicles, drivers, passengers, and 

relevant traffic authorities. Two major components of 

VCPSs are vehicular social networks and context-

aware vehicular security. The proposed context-aware 

approach allows the system to dynamically adapt to a 

driver’s situation based on specific circumstances. 

The authors demonstrate its use with a parking 

system case study, in which the goal is to reduce 

parking difficulties and improve QoS. The most 
significant drawback of this and all VCPSs is that 

they require the establishment of a supporting 

vehicular infrastructure as well as changes to related 
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legislation. The scarcity of resources on mobile 

platforms is also a limiting factor. 
In the healthcare domain, Yin Zhang and his 

colleagues proposed a CPS for patient-centric 

applications and services built upon cloud computing 

and big data technologies.
5 

This system has a three-

layer architecture that includes a unified data-

collection layer for integrating medical data, a cloud-

enabled and data-driven plat- form for storing and 

analysing (in real time and offline) data from 

heterogeneous healthcare sources, and a unified API 

for developers and users. The authors briefly 
demonstrate their approach on a robotic testbed and 

address some of the challenges, such as centralised 

resources, information islands, and the passive 

participation of patients arising from traditional 

healthcare systems. CPSs for medical applications 

must cope with the large amounts of data that must be 

stored and processed. This data is generated at a fast 

rate, is heterogeneous, requires complex data mining 

algorithms for extracting the relevant information, 

and is highly sensitive in terms of security. Therefore, 

developing unified standards and regulations for 
healthcare systems is of great importance for 

overcoming the major challenges in this domain—

namely, the heterogeneity of data and actors involved 

that cause interoperability problems. The great 

variety of non- standardised medical data formats 

provided by different hierarchical or geographical 

areas medical systems hinders the development of 

large-scale medical CPSs. 

The Array of Things (AoT; array ofthings.github.io) 

is an urban CPS that collects real-time environmental 

data (such as climate, air quality, and noise) for 

citizens, public authorities, and research purposes. 
Implemented in Chicago, the AoT provides real-time 

environmental data to anticipate and proactively 

address potential related problems (such as heat 

waves, heavy vehicle traffic, and flooding). The 

environmental data is transferred to the cloud using 

Wi-Fi and cell phone connections and is stored on a 

central server where it can be accessed from web 

portals. To ensure the system does not infringe on 

citizens privacy and security, an external committee 

supervises the operation of Chicago’s environmental 

monitoring system. Redundancy is an issue for this 
system, however, because it stores all the data at a 

single location, introducing a single point of failure 

that does not satisfy high-resilience requirements. 

Many previous research efforts have argued that 

cloud computing will play an important role in the 

design of future smart grids. Cloud technologies can 

provide a common platform that can support smart-

grid requirements, including energy management, 

multi-device integration, information management, 

layered architecture, and security. Based on the 

cloud-of-clouds paradigm, the Trustworthy Clouds 

(TClouds) project aims to build a prototype infra- 
structure that allows virtualised computing, network, 

and storage resources over the Internet to pro- vide 

scalability and cost-efficiency.
6 

The proposed CPS 
infrastructure is to be implemented on a smart 

lighting-control system to demonstrate its security 

and resilience. However, the system’s costs are high, 

and some implementations require a mediator 

module, which could become a system vulnerability. 

Zhaohui Wang and her colleagues have studied the 

implementation of a CPS for water sustainability 

management.
7 

The main components of such a 
system include sensing and instrumentation, wireless 

communications and networking, computing 

technologies (modelling and data- driven decision 

making), and control technologies (adaptive and 

predictive hierarchical hybrid control). Water CPSs 

require the efficient management of vast amounts of 

heterogeneous data from different observation 

systems. The supervisory control and data acquisition 

(SCADA) Federation, Collaborative Instrument for 

Water Management—Somes River Pilot Application 

(F2S) project
8 

was designed to address the challenges 
present in the management of a river basin’s water 

reserves by proposing a federated architecture for 

autonomous water-management SCADA systems, 

which is considered to be a CPS. (Here, a federated 

approach refers to the connection of geographically 

distributed datacenter into a common resource pool to 

deliver cloud services.
9

) The SCADA-based 

federated solution provides collaborative mechanisms 
to enable distributed control optimisation, increased 

functionality, scalability, and accuracy for real- time 

monitoring of water levels, water quality, and 

hydropower production. Cloud computing is used for 

federated data storage. The main drawback of this 

approach is that it can only be applied to open 

architecture–based systems, and the SCADA systems 

owners are reluctant to transmit the data to the cloud 

because of confidentiality, security, and privacy 

reasons. 

Xuejun Yue and her colleagues proposed the 
integration of cloud technologies with CPSs to 

improve manufacturing chain and business 

services.
10 

The authors developed a service-oriented 

architecture (SOA) model based on three levels— 

infrastructure, network, and cloud— for industrial 

CPSs to promote manufacturing efficiency, increase 

product quality, and enable more environmentally 

friendly businesses. The main challenges addressed in 

the article include the integration of heterogeneous 

data, real-time data processing, and information 
security and privacy. The industrial field also requires 

the real-time information processing for timely 

control and high levels of reliability. 

A dual-platform CPS architecture for e-government 

in Spain is described in the work of Jesús Cano and 

his col- leagues.
11 

A citizen platform collects and 

processes information obtained through data mining 
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techniques and adds a contextual dimension for 

individual citizens opinions; it also supports process 
management, storage, and location modules. A 

government platform supports modules carrying out 

interoperability, validation, verification, and decision 

making and provides participation process control 

and an e-government backend. The entire e-

participation process is managed by the storage 

module, which uses the cloud to host data. The 

system represents the first step towards achieving 

smart city governance, with the main challenge being 

system interoperability. 

Cloud computing is a key component of smart-city 

technologies, and it is extensively deployed in the 
architectures proposed by China’s smart digital 

cities.
12 

These smart cities follow a multilayered 

design architecture, where the processing and 

transmission layers are separated to enable resource 

sharing and reuse. The grid- based platform of the 

Haidian District in Beijing represents a service- 

oriented government, which is able to handle several 

administrative cases in the areas of landscaping, 

public security, and the environment. The platform’s 
primary challenges are tied to the smart city’s 

limitations, such as incomplete or not-yet-developed 

legislation and standards, interoperability, and data 

privacy and security. 

 

IV. ADDRESSING CHALLENGES WITH 

INTELLIGENT AGENTS  

 

Although the application domains are diverse, many 

of the recently proposed cloud-integrated CPS design 

architectures covered here face common challenges, 

including interoperability among heterogeneous 
subsystems; component reliability and resilience 

(dependability); information availability; the security 

and privacy of the data generated and transmitted 

between CPS components; high implementation 

costs; and legal, regulatory, and standardisation 

issues. Our analysis of previous literature reveals that 

multilayered architectures that separate sensing, 

transmission, and data-processing components are the 

favoured approach. Thus, we propose a decentralised 

architecture that also adopts a three-layer approach 

and addresses some of the challenges identified in our 
review of related work. Specifically, we focus on 

dependability, interoperability, and scalability 

challenges by integrating intelligent agents and 

semantic ontologies to enable the development of 

large-scale CPSs. These intelligent agents have a 

certain degree of autonomy and can cooperate and 

communicate with one another, exchange information 

with human users and other computing entities, 

achieve their own goals, and react to external events 

by adapting their behaviours and making informed 

decisions to fulfil their tasks. 

Our agent-based approach does not include a 
centralised control, making it suitable for CPS 

implementations. In addition, cloud computing 

provides a powerful, reliable, and scalable computing 
infrastructure for the implementation and execution 

of intelligent agents, which in turn support system 

adaptability and edibility, ensure the autonomy of 

resource management, and provide intelligent 

services for large-scale applications.
13 

 

V. MULTILAYER ARCHITECTURE 

 

Our decentralised architecture for a large-scale CPS 

is characterised by cooperating components that carry 

out sensing and actuating, networking, and processing 

and application capabilities. 

The sensing and actuating layer is the link to the 

physical space: it handles data acquisition in the CPS 

environment through sensors and achieves the 
implementation of requested actions through 

actuators as they are received from intelligent 

computing components. Therefore, this layer consists 

of a large number of embedded systems equipped 

with a range of sensors and actuators. The main 

characteristic of this CPS component is its ability to 

handle a high degree of data heterogeneity, a property 

that directly impacts the subsystems energy 

efficiency, data movement, and communication. 

The networking layer is responsible for the 

information exchange between the CPS components 

using different communication protocols and 
standards, such as ZigBee, Wi-Fi, Ethernet, Modbus, 

and different communication media (wired, wireless, 

and so on). This layer represents the communication 

infrastructure that includes network equipment such 

as routers, base stations, and gateways that 

encapsulate and route data for its transmission over 

the Internet, which is the dominant WAN in such 

systems. The Internet extends the sensing and 

actuating layer’s coverage, thereby supporting the 

deployment of large-scale CPSs. 

Residing in the cloud, the processing and application 
layer contains intelligent agents that act as 

collaborative entities. It also includes distributed 

databases that store the data generated by the physical 

layer (sensing and actuating) and a knowledge base 

that can be structured in the form of an ontology. The 

agents form a system by cooperating with each other 

to collect and interpret data and events. This system 

extracts useful information from large amounts of 

data and generates commands for the sensing and 

actuating layer. 

In our proposed architecture, the processing and 
application layer includes the following agents 

 A collector agent (CA) that interprets the 

data and events received from sensors and 

stores them into a database; 

 A manager agent (MA) that establishes 

cooperation rules, enables communication 

between different multi-agent structures, and 
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provides time synchronisation between 

them; 

 An ontology agent (OA) that ensures the 

interoperability between the CPS’s hetero-

geneous components, based on their 

descriptions, specified through the ontology; 

 A processing data agent (PDA) that 

processes the data and events received from 

sensors, sends commands to actuators based 

on the context, and performs complex 

analysis for end users using web services; 

 A negotiation agent (NeA) that provides 

access to the CPS resources based on 
negotiation protocols; 

 And a diagnostic agent (DA) that ensures the 

CPS’s dependability, provides decision 

support in case of system failures, and takes 

corrective actions. 

 

VI. PERFORMANCE EVALUATION 
 

We evaluated the cloud-based CPS’s performance for 

environmental monitoring by taking into account two 

characteristics: reliability and scalability. Reliability, 

as a component of dependability, is the probability 
that the system will perform satisfactorily from the 

start time to time t, assuming that the operation starts 

successfully. Scalability is a system’s ability to 

continue its operation at the same level of 

performance even when it (or its context) scales up or 

the volume of data generated increases to meet user 

requirements. 

 

VII. RESEARCH OPPORTUNITIES 

 

Currently research opportunities in CPS fields are 
still very wide open, because this is a relatively new 

research topic. CPS is a system that is 

multidimensional, both the application domain and 

the design domain. Application domain is where the 

system is implemented, while design domain is more 

to the abstraction level system development process. 

In addition to a clear design contract caused by the 

system complexity, challenges are also present in the 

process of the device development. The existence of a 

design flow framework as a CPS device development 

reference is highly needed. Challenges are also 

present in ways of mathematical equation 

implementations. Complex equations must be 
handled without burdening the system, because it is 

highly related to the CPS device response to 

environmental changes. 

Research in the CPS field is still growing, some 

general requirements of this system is predictable and 

reliable. The vision of the CPS is a system that can be 

interconnected to form a large-scale system 
14 

. CPS 

research trend in the future is in the energy, 

transportation and robotics fields. Not to close the 

possibilities the health or care field will be a trend 
once more, this is due to more and more people 

researching in this field, for example wearable 

electronic devices or sensor. 
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