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Abstract - The Internet of Things (IoT) is a popular field that integrates physical world with internet for increasing the 
efficiency of data usage by the owners. The physical devices connected through IoT are embedding with software, 
electronics, sensors and actuators to cloud. There are several protocols available to provide device communication with 
reduced bandwidth and delay requirements. Such communication between IoT devices should be protected using security 
mechanisms that should ensure secured key distribution across the network. In this paper, we propose a collaborative key 
management system with a novel framework that ensures better selection of optimal proxies and that ensures secured 
cryptographic actions until the completion of encryption action. The framework consists of automated key establishment 
using bat algorithm and fuzzy neural network, where former optimally selects the proxies using cryptographic actions and 
latter generates automated key by considering computational burden and memory requirement as its concern. The results 
shows that the proposed collaborative lightweight scheme obtains improved efficiency than other systems. 
 
Keywords - Optimal Proxy Selection, Key Establishment, Computational Overhead, Fuzzy Neural Network, IoT, Bat 
Algorithm. 

 
I. INTRODUCTION 
 
The IoT is a collection of various physical devices 
interconnected with each other to exchange data over 
the internet. The physical devices in IoT has locatable 
Internet Protocol address, which is used for 
processing and communication capabilities that are 
resource constrained in nature. The network 
infrastructure is used for accessing and controlling 
the devices remotely through uninterrupted 
connections with the computing systems. This 
reduces the involvement of humans with improved 
efficiency and accuracy. In various scenarios, the 
devices connected through gateway node to internet 
is accessed by several users with authorized access 
[1]. 
The main challenge in IoT is the integration of 
physical devices that leads to reduced end-to-end 
security between the remote entities. The devices 
allows to reveal its surrounding state and can 
communicate with other entities. Hence, this 
necessities the connection of sensors with other 
entities through a common gateway to internet. The 
main issue surrounding the information security is not 
trivial, since the sensors have constrained power and 
resource limitations [1]. Further, other challenges 
related to security includes the communication 
nature, resource limitation, density of network, poor 
infrastructure, network topology and physical attacks 
on unattended sensor nodes. Moreover, the sensor 
nodes are deployed in order to operate on adversarial 
situations [2].  
The solutions for security in IoT application depends 
strongly on effective key distribution management 

system. This is considered infeasible in uncontrolled 
environments, where millions of sensors tends to 
change its device configuration. The usage of single 
key distribution in IoT application is not advisable, 
since it can be easily obtained by the intruder. Hence, 
it is very necessary for the sensor nodes in IoT to 
adapt with its environment and it should provide 
establishment of secure network using pre-distributed 
keys, exchange of information with immediate 
neighboring nodes and with robust nodes. There are 
several works that customizes elliptical or public key 
cryptography for such low power wireless sensor 
nodes and such approach is considered costly due to 
its high computational or processing requirements. 
Hence, the key distribution and management is 
considered as a difficult task in IoT and it requires the 
use of new approaches [2]. 
 
It is very necessary to use a lightweight key 
management system to reduce the computational 
burden in IoT networks. In this paper, we propose a 
collaborative lightweight key management 
framework to reduce the computational burden in IoT 
networks. This framework essentially selects optimal 
proxies using Bat algorithm with secured 
cryptographic actions until the encryption operation 
ends. After the selection of proxy servers, Fuzzy 
Neural Network generates automated key in order to 
reduce the computational burden and memory 
requirement.  
The outline of paper is as follows: Section 2 provides 
various methods used by researchers for solving the 
problem associated with key management. Section 3 
provides the proposed design using novel framework. 
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Section 4 evaluates the given work and section 5 
concludes the paper with future work. 
 
II. RELATED WORKS 
 
There are few key management systems in IoT 
application, which are intended to increase the 
security in IoT applications. Roman et al. [1] 
proposed a key management principle to negotiate the 
link layer keys between the sensor nodes in IoT 
application. This paper analyses the creation of 
secured channel between any two remote entities 
using pre-shared key, public key cryptography and 
link-layer oriented key management systems. Here, 
public key cryptography is used in server nodes and 
in client nodes. The pre-shared keys are used for 
server nodes in real-world application and key 
management system [3] can provide better solution 
for client nodes [1].  
In distributed IoT applications, lightweight 
authentication and keying scheme is used to establish 
secure link between end-users and peer-to-peer sensor 
nodes. This authentication scheme uses implicit 
certificates to provide end-to-end security at 
application level [4]. 
 
In hierarchical IoT applications, a lightweight three-
factor remote user authentication scheme key 
management protocol is proposed. The security is 
analyzed in a random model that applies password, 
smart card and biometrics as an authentication key. It 
uses cryptographic hash function along with the 
symmetric encryption/decryption to make the system 
efficient. The formal security is proved using ROR 
model against various possible attacks [2]  
In IoT wearable devices, end-to-end authenticated 
key exchange agreement is proposed to improve the 
key exchange agreement with wearable devices or 
smart cards. This method provides dynamic 
authentication to reduce the possibility of tracking 
and extraction of personal data. The computational 
cost of authentication is reduced using elliptic curve 
cryptography [6]. 
 
In IoT cloud application, a security model is proposed 
with reduced encryption or decryption cost. Then an 
access control model is used to reduce the cost of key 
management for owners. Finally, a password 
authorization update mechanism is used to reduce the 
cost in dynamic way [7]. 
In machine-to-machine technology, IoT is 
implemented with increased security and privacy 
concerns with password authorization scheme. The 
mutual authentication method is improved with 
Elliptic Curve Cryptography based Self-Certified Key 
Management that relies on self-certified public key 
management. The less constrained system generates 
more resource constrained nodes in IoT system and 
its privacy is generated by the sensor nodes [8]. 
 

III. SECURED AND AUTOMATED KEY 
ESTABLISHMENT MANAGEMENT 
 
The architecture of automated key establishment 
management is shown in Figure 1. The overall 
processing flow includes secured transmission of 
packets using efficient key establishment 
management. The secured key transmission is 
optimized through the selection of optimal proxy 
servers.  

 
Figure -1. Overall processing flow of the proposed research 

method 
 
3.1 PROXY SERVER SELECTION USING 
BAT ALGORITHM 
The proxy server needs to be optimally selected in 
order to fulfill the requirements of data transmission. 
The use of cryptographic functions with optimal 
proxy selection can be done without any failure or 
interruptions. The main constraints associated with it 
is the optimal consumption of energy and bandwidth. 
The algorithm for the selection of proxy server 
selection is given in algorithm 1. 
 
ALGORITHM: Modified Bat Algorithm 
Step 1.  Initialize bat population xi and velocity vi 
Step 2.  Define frequency fi 
Step 3.  Initialize pulse emission rate r and loudness A 
Step 4.  repeat 
Step 5.  Generate new solutions by adjusting 

frequency and updating velocity and location 
Step 6.  if rand>ri then 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-7, Issue-2, Feb.-2019, http://iraj.in 

A  Collaborative Lightweight Scheme for Secured Key Establishment using Heuristic Algorithm for Internet of Things 
 

17 

Step 7.  Select a solution among best solutions 
Step 8.  Generate new local solution around selected  
best solution 
Step 9.  end 
Step 10.  Generate new solution by flying randomly 
Step 11.  if rand<Ai and f (xi)<f (x*) then 
Step 12.  Accept the new solution 
Step 13.  Decrease Ai, increase ri, by Equations 6 and 7 
Step 14.  end 
Step 15.  Rank the bats and find the current best x* 
Step 16.  until termination criteria is met; 
Step 17.  Post process results and visualization 
3.2 COLLOBORATIVE KEY HANDLING 
MANAGEMENT 
The enhanced distributed approach we propose is 
based on the use of a (k, n) threshold scheme, 
wherein the n proxies obtain a polynomial share 
instead of a partition element, k polynomial shares 
being enough to reconstruct the source’s DH public 
key through the technique of Lagrange polynomial 
interpolation. In cryptography, Lagrange polynomials 
were initially used in Shamir’s secret sharing 
schemes. The proposed threshold scheme satisfies the 
two properties that the integer partition solution fails 
to provide: 
Given a polynomial function f of degree k - 1 
expressed as: f(x) = q0 + q1x + …. + qk-1x

k-1 with q1, 
q2, . . .,qk-1 being random, uniform and independent 
coefficients and q0 = a. Applying the Lagrange 
formula, the polynomial f can be retrieved as follows: 

f x  f i
x j
i j

,  

 
(9) 

From (9), the secret exponent a can be computed 
given any subset of k values of f(x): 

a = f 0  ∑ f i ∏ ,   (10) 

In the threshold distributed approach, the distributed 
shares ai of the private exponent a are obtained as ai = 
f(i). So, in order to bootstrap the threshold distributed 
key agreement, the source calculates n values f(1), . . 
., f(n) of the polynomial f, with n > k, and sends each 
f(i) to the correspondent proxy Pi. Each proxy 
computes then it’s part of the source’s DH public key 
gai mod p = gf(i) mod p and sends it to the server. 
Upon the reception of a subset P of k values 
transmitted by the proxies, the server starts by 
computing the ci coefficients as follows: 

C
j

i j
∈ ,

 
(11) 

Then, B computes the source’s DH public key DHI 
based on the Lagrange formula: 

g mod p  g∑ ∈ mod p 
∈

  g mod p  
 g  mod p 

(12) 

In order to prepare the computation of the DH session 
key at the source side, B starts calculating for each 
proxy Pi (i ϵ P) the value Bi = gb.ci mod p (ci being the 

ith coefficient calculated in the previous phase). Pi is 
unable to compute the coefficient ci since it has no 
knowledge about the subset P of concrete 
participating proxies. Having received this value, 
each proxy Pi uses its share f(i) of the source’s private 

exponent to compute Ki = B  = g . . . Each proxy 
delivers then this computed value to the source A. 
Upon reception of these k values, the source 
computes the DH session key KDH as follows: 

K g mod p 
∈

g ∑ ∈ mod p 
g mod p 

(13) 

By applying the threshold technique to improve the 
effectiveness of the distributed approach, the source 
is led to perform more computational operations in 
the initial phase, in order to calculate the n values of 
the polynomial that it sends to the n proxies. The cost 
of the computation can be better estimated if one 
considers another way of writing f(x), as: 

f x … . . q x q . x q x
⋯ . x q  

(14) 

According to this expression, A performs for each 
computation of f(i): (k - 1) multiplications between a 
scalar and a large number and (k - 1) summations of 
two large numbers. It is worth noting that k and n are 
small numbers, smaller than the number of secure 
relationships that the source is able to maintain. On 
the other hand, the polynomial coefficients are as 
large as the DH private key of the source. 

 
IV. EXPERIMENTAL RESULTS 
 
This section discusses the performance of proposed 
system with existing methods. The performance of 
proposed method is tested in terms of end to end 
delay, packet delivery ratio, and network lifetime and 
network throughput against existing system. The 
results are tested with 1000 sensor nodes in an area of 
1000*1000m2. The initial energy of sensor node is set 
as 0.5J and the location of base station is at the center 
of the network. The energy of each sensor node is 
50nJ/bit with transmission packet size of 4000bits 
transmitted between the devices.  
4.1 END TO END DELAY 
The End-to-end delay is defined as total time taken 
for packet transmission between source and 
destination IoT nodes due to retransmission and 
queuing.   

 
Figure -2. End to End delay comparison 
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It is seen from Figure 2, the proposed system obtains 
reduced end to end delay than existing methods like 
Sciancalepore et al. [3], Mamun et al. [4], Wazid et 
al. [5]. This shows the efficient transmission of 
packets without any retransmission or queuing in 
proposed method than other methods. 
 
4.2 NETWORK LIFETIME 
The network lifetime is defined as the total lifetime of 
all sensor nodes in the network or the time before the 
network running out of energy or it can be defined as 
remaining energy of sensor network.  

 
Figure -3. Network Lifetime comparison 

It is seen from Figure 3, the proposed system obtains 
increased network lifetime than existing methods like 
Sciancalepore et al. [3], Mamun et al. [4], Wazid et 
al. [5]. This shows the improved transmission of 
packets for longer time than existing methods. 

 
4.3 THROUGHPUT 
Network throughput is defined as the ratio of packet 
delivery in a communication channel. The throughput 
is measured as bits per second.  

 
Figure -4. Throughput comparison 

 
It is seen from Figure 4, the proposed system obtains 
increased network throughput than existing methods 
like Sciancalepore et al. [3], Mamun et al. [4], Wazid 
et al. [5]. This shows that transmission of bitrate is 
increased in proposed system than existing methods. 
 
4.4 PACKET DELIVERY RATIO 
The Packet Delivery Ratio is defined as the total 
number of packets received successfully by the 
destination node. 

 
Figure -5. Packet delivery ratio comparison 

 
It is seen from Figure 5, the proposed system obtains 
increased packet delivery ratio than existing methods 
like Sciancalepore et al. [3], Mamun et al. [4], Wazid 
et al. [5]. This shows that packet transmission is 
improved for longer lifetime in proposed system than 
existing methods. 

 
4.5 PACKET LOSS RATIO 
Packet loss ratio is defined as the percentage of total 
packets lost during the packet transmission. 
 

 
Figure.6. Packet loss ratio comparison 

 
It is seen from Figure 6, the proposed system obtains 
reduced packet loss ratio than existing methods like 
Sciancalepore et al. [3], Mamun et al. [4], Wazid et 
al. [5]. This shows that packet transmission is 
improved with reduced packet loss for longer lifetime 
in proposed system than existing methods. 
 
CONCLUSION 
 
In this paper, we propose an automated secure key 
establishment framework with Bat algorithm and 
Fuzzy Neural Network for establishing secured key 
handling by the better selection of optimal proxy 
servers with secured data transmission. The selection 
of optimal proxy servers is carried out by considering 
bandwidth and energy parameters that are reliable 
and offers continuous data delivery. The better data 
delivery and secured key generation is ensured by 
using Bat algorithm and Fuzzy Neural Network, 
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where the prediction of key is considered difficult. 
The results of proposed method with other 
conventional methods show that our proposed method 
obtains improved security and better delivery of data.  
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