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Abstract - Cloud computing is a rapid technology which increases day by day to store, share and process personal and 
public data. In this connection, users can access the data through the internet which are processed through the cloud servers. 
When outsourcing user's data among servers using network usually attacks from the different security issues, where security 
plays a significant role, therefore security and privacy are the major challenging issue due to extensive consent all over the 
globe, new risks and vulnerabilities have appeared too. In this paper, we recommended a framework that fragments the data 
concerning the security constraints. When we compare the performance of existing technologies is drastically improved by 
adding it with a machine learning technique. Where the basic algorithms of machine learning technique i.e. base and Meta 
level techniques are reformed, this will improve the prediction and classification accuracy among existing methods. 
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I. INTRODUCTION 
 
Machine learning can support in business and other 
data storage levels to identify the threats and respond. 
In this connection for data classification in cloud 
level we used to implement machine learning 
technology; here data classification is a process of 
typical category for primary data classification 
supporting with build classifier. A training set of 
familiar datasets makes the classifier. To construct a 
suitable classifier, a massive volume of trained data 
sets is required. This expansion negotiations new 
models where servers present data classification in a 
cloud to its various clients/users. Explicitly, when the 
server processes the data automatically on remote 
servers. However untrusted third party-servers can 
access the private data. 
 
Furthermore, every vigorous detail or training dataset 
specifications may not be revealed by the servers 
even if it delivers the classification services to its 
customer. Thus, a scheme that ensures the privacy of 
the server’s training set and client dataset is required. 
Hence, a re-encryption framework is essential 
prerequisite to forestall the revoked user from 
accessing the encrypted information as well as to 
generate reliable keys for valid users. Therefore, in 
this paper a hybrid re-encryption model based on 
index classification which wills categories the data 
from sensitivity. 
 
II. RELATED WORK 
 
Cloud users have significant advantages over the 
internet to make use the data storage, availability, and 
privacy. Besides, the data is stored on different 
servers so that the user can access or make an 
application the information anywhere and anytime. 
Customers have access to public information that 

increases their collaboration. Access to the cloud 
archive will be cheaper as there is no need to accept 
expensive hardware. Also, the cloud backup, 
arguments and files can be quickly restored. Despite 
these cloud-based benefits, there are considerable 
limitations. Outside the open cloud, there is 
information on external servers and cannot be 
managed by legal users. Data available to 
unauthorized customers globally and the cloud 
computing model is not safe. 
 
Problems of cloud computing have been discussed 
from the customer's perspective [3]. Main security 
issues to address Information security and privacy. 
Many methods, such as Aravat, have been proposed 
to protect data. The technique used is not practical 
and is based on different methods of modelling. 
To provide information system in the cloud, AES 
method [4] was used to store user data on cloud 
servers. 
 
Details, Privacy Information and Cloud Quantization 
Issue, Discussed [5]. This document uses several 
methods such as KP-ABE, reception methods (proxy 
and laziness). Cryptography and steganography 
techniques were used to preserve the author's data 
and information [6]. This model is a three-stage data 
protection module designed to protect user data. 
Dimensions: The use of cryogenic algorithms for 
RSA, data masking with concise technique and 
finally the encryption of data access using the RSA 
algorithm. 
 
The sample [7] analyzed a data classification model 
that allows for overhead and minimum processing 
time. In this article, another security mechanism is 
analyzed with a different key length, which 
guarantees data privacy. Various encryption 
algorithms analyzed this model for better results 
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regarding reliability and efficiency. The lack of 
documentation explained that the automatic 
classification of the data is required. Besides, more 
secure encryption algorithms like RSA require 
cryptography of an elliptical curve. 
 
[2] The Privacy-based Data Classification Model for 
Cloud Computing has been proposed. In this work, 
the K-NN method (near neighboring K) is used to 
classify data. Determines what information should be 
disclosed to what data is saved. K-NN data is used for 
classification. The data is classified as sensitive and 
sensitive. Secret data is protected using the RSA 
algorithm and master data collected on cloud servers. 
Lack of documentation The RSA algorithm is only 
used for confidential data. In addition, the automatic 
classification of the K-NN model (basic, confidential, 
most confidential) was not implemented. 
 
Previously used techniques were used to encrypt 
information without regard to their sensitivity level. 
Encryption of all data to customers is very expensive 
to reduce costs. Start by dividing the various 
categories (most confidential, confidential, or 
standard) data, and then apply coding procedures to 
sensitive data. It will help save encryption/decryption 
time, but it will also be economical for consumers. 
 
III. PROPOSED WORK 
 
Data classification will determine the data sets 
according to their value. These values depend on 
limits on user data and access control methods [8]. 
The study will look for different algorithms to 
classify learning data, such as KNN, Nave Bayes and 
modified algorithms of Naïve Bayes, and analyze 
their performance. 
 
3.1 Cloud simulation environment: 
The cloudsim shown in Figure 1 is used for the 
proposed model, which addresses the issue of privacy 
and data classification. We first emulate and then we 
create data centers. VMM (Virtual Machine 
Manager) is used to organize virtual machines and 
allocate virtual machines to cloud-based blacks or 
cloudlets. Only authentic users can perform an 
authentication process to access data. 
 
3.2 Data Classification: 
Apply the improved Naïve Bayes algorithm for 
classification. 
 
Classification procedure stepwise 
 
Step1- Joining Decision table with Naïve Bayes to 
deploy Meta classifier as the decision tree 
Step-2 Here predictions of the base learners are given 
as input to the meta-learner. Where meta-learner is a 
scheme that merges the out of the base Lerner 
models. i.e. Level-0 and Level-1. 

 
 

Figure 1: Proposed Model 
 
Here classification KNN is union with updated 
learning techniques. Finally this leads the 
predications abilities and correctness of present KNN. 

 

 
 

Figure 2. Level-1 Classifier using Base and Meta layers 
 
 As per shown figure 2. By applying several 
learning algorithms we can generate Base classifiers 
i.e Nearest Neighbor, Naive Bayes, Decision Trees to 
the similar data. 
 

 
 

Figure 3. Learning Meta-Classifier 
 
Base classifiers Predictions in the additional 
certification set with correct class decisions → with a 
meta-level learning set. The other learning algorithm 
is used to build meta-classifier. Meta-classification 
seeks to learn the relationship between the predict and 
the final decision; 
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Where: 
 
o.ds: Original dataset DS: Dataset 
Int: Integer 
AoC: Array of the classifier 
Lr: Layer 
Ts: a Training set 
In: Instances 
Scr: Successor 

 
3.3 Data Encryption Architecture 
Basic: Every uploaded data must be encrypted for the 
sake of security using AES algorithm 
Confidential: for security reason, every uploaded 
data will be encrypted using RSA algorithm 
Highly confidential: for high-end sensitive data, to 
provide the security we use the hybrid model which 
consist of elgammal and hashing algorithm. 
The significant objective of the proposed algorithm is 
to get useful results than the presented algorithm like 
KNN it depends on fundamental parameters like 
classification time, security at cloud integrity and data 
integrity level. 
 
The valuation constraints taken into account for the 
assessment of the effectiveness of the proposed 
system are: (a) the time available for the 
classification of the data; (b) the accuracy of the 
classified data; (c) true positive rate; (d) the 
encryption time; (e) decryption time 
Features and description of a cloud service model. 
Before starting the simulation, SaaS (software as a 
service), PaaS (platform-to-service) and IaaS 
(infrastructure-to-service) features have to be 
considered. Fixed. The features are as follows: Table 
1: SaaS model features are implemented with virtual 
machines in a simulation environment. ID = non-
specific cloud-based identification. Length = Cloudlet 
size. I/O file size is measured bytes. 
Estimated parameters considering the performance of 
the proposed system performance: 

A) Classification data takes time. B) The accuracy of 
classified data. 
 

Table 1: SaaS model attributes 

 
 

Table 2: The properties of VM in PaaS Model 
MIPS: machine instruction per second, BW: bandwidth, Pr. 

Number: processor numbers used in VM. 

 
 

Table 3: Shows the properties of the IaaS model. Here data 
centres' are assigned to VM. 

 
 
RESULTS AND DISCUSSIONS 
 
The proposed method is implemented using Cloudsim 
and Net Beans IDE 8.0. Cloudsim is a cloud 
computing simulation environment that provides 
basic classes that explain the library and virtual 
machines, data centers, users and applications. The 
results of classification and encryption are illustrated 
in the following figures of Figure 2, Figure 3, Figure 
4, Figure 5 and Figure 6. Comparison between KNN 
and Bayes Naive These cryptographic methods occur 
on these statistics. 
 

 
Fig.4.Performance analysis by classification time 

 

 
Fig.5.Performance analysis by the accuracy 
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Fig.6.Performance analysis by TP Rate 

 

 
Fig.7.Performance analysis from Encryption Time 

 
From the above results, it concludes that the proposed 
methodology is better rather than the existing method. 
Here we are projecting the performance difference 
among KNN and Improved naïve Bayes algorithm. 
As per shown in figure 4 it expects the Performance 
analysis by classification time, similarly figure 5 
shows Performance analysis from accuracy, 
comparison of data classification algorithms KNN 
and Improved Naïve Bayes Algorithm. KNN 
algorithm is having accuracy 40.299% and improved 
naïve Bayes is having 72.418 %, i.e. the proposed 
algorithm has classified data more correctly similarly  
Fig.6.Performance analysis from TP Rate, 
Fig.7.Performance analysis from Encryption Time 
and Fig 8. Performance Analysis of Decryption time. 
Consequently, reducing the encryption time in the 
cloud, using data machine learning algorithms to 
replace your security needs. The previous analysis 
provided excellent results for the proposed method of 

accuracy, data classification time, actual positive 
speed, coding time and decoding time. 
 
CONCLUSIONS 
 
In this paper, we have proposed a system with data 
related to security settings. The introduction of 
existing technologies is greatly enhanced by adding it 
to a machine learning method. The proposed system 
simulates the cloud computing environment created 
using the cloud simulator. The results show that the 
proposed method is more significant than storing data 
without specifying data security requirements. 
Besides, the results suggest that the technique 
improved naive Bayes works better than the K-NN 
classification method for accuracy, time classification 
and TP rate and time coding and decoding. The 
proposed work has improved security. In the future, 
the number of safety requirements will be taken into 
account, taking into account the decision on 
classification using the machine learning algorithm. 
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