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Abstract - The current 7.3 billion world population is estimated to increase to over 9.7 billion in 2050 according to the a 
new study by UN DESA report [1]. The existing modern farming science and technology will not be able to help produce 
adequate food for the future population unless ground breaking innovations occur stealthily over time. Some new 
innovations will bring changes in incremental manner to escalate the farm production in order to feed large masses. 
Fortunately, internet of nano things (IONT) is one facet of many efforts needed is beginning to open-up its domain in the 
field of agriculture with greater confidence.  This paper presents some of the results obtained during the application of 
nanomaterials for antimicrobial, anti-oxidation and use of high enthalpy steam treatment on soils for improvement of the 
farm yield. In addition the paper presents some of the recent innovations in nanomaterials leading to internet of Nano Things 
(IONT) towards smart agriculture. The likely challenges and solutions to overcome them are also briefly presented. 
 
Key words - Internet of nano things, smart agriculture, nanoparticles, soil. 

 
I. INTRODUCTION 
 
Nanoscience is the study of phenomena and 
manipulation of materials at atomic, molecular and 
micromolecular scale, where properties differ 
significantly from those of bulk materials. The 
principles of classical physics are no longer capable 
of describing their behavior. However, quantum 
mechanics principles apply. For instance gold 
nanoparticles have optical, electrical and mechanical 
properties different from bulk gold material. 
Nanotechnology involves the design, 
characterization, production and application of 
structures, devices, and systems by controlling 
primarily the size and shape at nanoscale. 
 
The concept was conceived by Ian F. Akyildiz and 
JosepMiguel Jornet from Georgia Institute of 
Technology anddefined IONT[2] as:The 
Interconnection of nanoscale devices with 
existingcommunication networks and ultimately the 
Internet, definesa new networking paradigm called 
“Internet ofNano-Things”.Active players in the U.S. 
research, development and marketing of IONT are 
IntelCorporation, Qualcomm Inc., Juniper Networks, 
Cisco Systems Inc., and IBM Corporation.  
 
The Internet of Things, (IOT), refers to billions of 
physical devices around the world that are now 
connected to the internet, collecting and sharing data. 
Essentially these are comprised of processors and 
wireless networks, as a result it's possible to turn 
anything on the network from anywhere on the 
planet[3,4]. This feature has added digital intelligence 
to devices that would be otherwise devoid of 
connectivity, enabling them to communicate without 
a human being involved, and thus merged the digital 
and physical worlds with constant interaction.The 

Internet of NanoThings (IONT) is essentially the 
interconnection of nano devices with existing 
networks. Hence,ithas created a state of the art 
revolution in electromagnetic communication areas 
among nano scale devices.A nano machine is 
integrated with nano components to perform several 
tasks. It performs the way we connect devices in case 
of Internet of Things but the major difference is it can 
connect the nano components which is not possible 
with Internet of Things. 
 
II. IONT IN SMART AGRICULTURE 
 
A number of projects around the world are exploring 
the use of nanoparticles on the agricultural farm for 
purpose other than pesticides, e.g., from enhanced 
photosynthesis to better germination and soil 
management. Researchers at Kyoto University, Japan 
have discovered a method of producing ammonia 
using bucky balls.  
Ammonia is a key component of fertilizer, but it is 
not clear if the resulting product for use in the fields 
would contain bucky balls. Scientists at the 
University of Korea have synthesized a solution that 
after it dissolves in ground water becomes 
indistinguishable form of naturally occurring iron [5]. 
The Russian academy of sciences reports that they 
have been able to improve the germination of tomato 
seeds by spraying a solution of iron nanoparticles on 
to fields. 
 
In 2003, ETC Group reported on a nanotech-based 
soil binder called ‘Soilset’ developed by Sequoia 
Pacific Research of Utah (USA). Soilset is a quick-
setting mulch which relies on chemical reactions on 
the nanoscale to bind the soil together. It was sprayed 
over 1,400 acres of Encebadomountain in New 
Mexico to prevent erosion following forest fires, as 
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well as on smaller areas of forest burns in Mendecino 
County, California [6]. 
Smart Agriculture is expected to control and monitor 
temperature, wind velocity, humidity, soil nutrition, 
light for photosynthesis, minimization or elimination 
of insects and weeds. Plant specific environmental 
control to improve the green housing experience by 
automatic adjustment of various parameters to 
maximize the production with optimal use of 
resources. Precise application of manure, feeding of 
water will improve the quality and yield of the 
harvest with minimal intervention of human beings. 
Accurate watering and fertilization will help 
improving maximizing the growth of the plants thus 
saving from the excess use of water and fertilizers. 
Such smart farming can also be operated remotely.  
Research is focused on understanding the role of 
nanoparticles in soil’s water retention thus IONT is 
helping conservation of water in agriculture. Iron 
nanoparticles are acting as binders in soil that 
enhances the addition of the soils together as a result 
preventing erosion. Nanoparticles contained water 
cleans the soil as they pass through it thus making the 
ground water free from contamination. 
Nanostructured catalysts will increase the efficiency 
of pesticides and herbicides thus allowing lower 
doses to be used. Materials engineering uses 
nanoscience to enhance photosynthesis which 
improves germination. Researchers are experimenting 
with new pathogen-disabling nanoparticles to keep 
chickens healthy. Nano particles are added to feed 
and mimic cell surfaces inside the chicken.The tiny 
pathogens get confused and bind to the particles 
instead of real cells, then ―flush -out as they go 
through the digestive system—keeping chickens safer 
and healthier for human consumption. 
A nanostructured coating when applied on metal or 
alloy surface has resulted in modification of the 
structure and properties resulting in elimination of 
biofilm and exhibited antimicrobial characteristics 
[7]. Extension of this result and connectivity with 
IONT is expected to improve theplants in healthy 
  

 
Figure 1. New Innovations in Internet of Nano Things for 

Smart Agriculture 
 

condition without the intervention of 
humanbeings.Nanostructured coating on metal and 

alloy surfaces has improved the oxidation resistance 
of the material by two folds[8]. This result will have a 
greater impact on increasing the resistance to 
corrosion on the agricultural equipment thus lower 
maintains cost.  
A recent study has revealed that high enthalpy steam 
when used in sterilizers has resulted in elimination of 
microbes of one order of magnitude higher than in 
those sterilizers operated with conventional steam[9]. 
This result will increase the efficiency of cleaning the 
contaminated seeds thus saving the expensive seeds 
for farming. 
Modification of surfaces of metals and ceramics 
using nanomaterials is resulting in hydrophobic or 
hydrophilic as the process designed leading to 
increase of resistance to corrosion, oxidation and 
improving the efficacy against the unwanted 
microbes [10]. 
Nanomaterials possess high surface area to volume 
ratio as a result they are very active and react readily 
with environment.  
However, the new trend is to produce 
nanoporousmaterials which have 1.4 times higher 
surface area than the nanomaateirals of the equivalent 
size[11]. More the porosity in nanoparticle, more will 
be the surface area. Thus nanoporous materials are 
now finding their applications for catalysis and 
cleaning of the vehicle exhaust gases. 
‘The Yuma county farm bureau’, Arizona has 
employed global positioning system (GPS) for a 
handful of different operations from cultivating to 
planting. By using GPS on the tractors, the entire 
process from leveling the field to planting the seed to 
irrigating the crop have been much more efficient 
than in the past. GPS is used in a lot of applications 
throughout most aspects of agriculture’ [12].GPS 
allows farmers to work during low visibility field 
conditions such as rain. In addition to the current 
civilian service provided by GPS, the United States is 
committed to implementing a second and a third civil 
[12]. 
Increase the quality and quantity of agricultural 
production is using sensing technology to 
make farms more "intelligent" and more connected 
thorough the so-called "precision agriculture" also 
known as 'smart farming'.Data farming is the process 
of using designed computational experiments to 
“grow”data, which can then be analyzed using 
statistical and visualization techniques to obtain 
insight into complex systems[12]. 
GPS-based applications in precision farming are 
being used for farm planning, field mapping, soil 
sampling, tractor guidance, crop scouting, variable 
rate applications, and yield mapping. GPS allows 
farmers to work during low visibility field conditions 
such as rain, dust, fog, and darkness. 
 
Seeds modified at atomic scale 
ETC group reported a finding of the nanotechology 
research initiative where in nitrogen atom is made to 
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combine with the core rice cell as a result the color of 
the seeds is expected to change to green. This method 
is considered to be not harmful unlike the genetically 
modified seeds [13].Germination of tomato seeds are 
reportedly improved by spraying a solution of iron 
nanopacticles on to the fields. 
At the moment, the IONT relies on two broad areas 
of communication: (a) Electromagnetic Nano-
Communication [14, 15]: which is regarded as 
transmission and receiving ofelectromagnetic (EM) 
radiation from devices based on nanomaterials, (b) 
Molecular Communication [16, 17]is based on 
transmission and receiving of information encoded 
inmolecules.Significant progress is made in some 
elements of network architecture of nano things (i) 
nano-nodes, nano-routers and (iii) gate ways. (i) 
Nano-nodes: Biological sensors attached to human 
body represent as nano-nodes which perform 
computation and and transmission of the data to short 
distances. (ii) Nano-routers: The information coming 
from nano-nodes is aggregated with large 
computational capability.(iii) Gateway: Sensor 
network with either human body or plant stems or 
leaves with the use of Gate way all sensor data can be 
accessed anywhere via internet by farmers or doctors. 
 
III. QUANTUM DOTS IN AGRICULTURE 
 
A crystalline semiconductor nanoparticle of the size 1 
to 10 nm, small enough to show quantum mechanical 
properties. The excited electrons and electron holes of 
a quantum dot are confined in all three spatial 
dimensions. The electronic properties are 
intermediary of bulk semiconductor and discrete 
molecules.They are closely related to their shape and 
size; the size and band gap being inversely 
proportional.They are made from a range of 
materials, e.g., (i) Zinc sulphide,(ii) Lead sulphide, 
(iii) Cadmumselenide, and (iv) Indium phosphide; 
e.t.c., Light is absorbed by an electron, it goes to a 
higher excited state. When it comes to its stable state, 
it emits the additional energy in form of light 
corresponding to a particular frequency. 
Incase of quantum dots, ultraviolet light is used to 
stimulate the electron from its ground state in the 
crystal. 
The frequency or color of light here is dependent on 
size rather than material used for making quantum 
dot.  
Quantum dots have unique optical properties of: (i) 
broad excitation,(ii) narrow size tunable emission 
spectra, (iii) high photochemical stability, and 
(iv)negligible photo-bleaching. 
Quantum dots that emit visible wavelengths of light 
are in the 2 to 10nanometer range. Larger quantum 
dots, up to 100nm, are typically referred to as 
nanocrystals. 
After the US, the second largest exporter of food by 
dollar value. The Netherlands. One of the smallest 
countries in the world has become one of the biggest 

exporters of food. Dutch farmers have become 
masters of indoor farming, as National Geographic 
reports. With advanced greenhouses using LED 
lights, hydroponics and more, they're able to grow 
more food, faster and in a smaller space. It's a 
growing trend (pun intended).Lighting is one of the 
biggest costs of indoor farming, but some 
wavelengths (colors) of visible light are more useful 
than others. Magenta, for example, is a favorite of 
green plants. Quantum dots can be tuned to produce 
magenta light efficiently. By using wavelengths the 
plants want most, less overall light and power needs 
to be used. No power is wasted creating green 
wavelengths that a specific plant species doesn't need, 
for example.  
Lights augmented by quantum dots can promote 
faster growth, not just on a per-plant basis, but even 
depending on where that plant is in its growing cycle. 
Certain wavelengths can be used for a young plant, 
and slightly different wavelengths for a more mature 
plant.  
Researchers have also been able to grow plants 
faster. Nanoco, makers of the lights you see in the 
image at the right and above, claim that in some cases 
plants can grow twice as fast as with standard LED 
lights [18]. 
Quantum dots could be the key to indoor farms 
producing significantly more food, or small farms 
being able to produce vastly more food. Indoor farms 
can also exist in places not typically conducive to 
farming, such as the cities where most of the world 
now lives. It is a good opportunity  
forthe World to grow a lot of food quickly in space, 
on the Moon or Mars, and beyond. 
 
IV. CHALLENGES IN IONT 
 
Information from many of the functions of any 
operations is wired to the internet thus IOT causes 
every thing and associated persons locatable and 
addressable thus making lives of everybody much 
easier than before. However without a lack of 
confidence about the security and privacy of the 
user’s data, it’s more unlikely to be adopted by many 
[3]. So for its universal adoption, IOT must have a 
robust security infrastructure. Some of the possible 
IOT related challenges are addressed as 
follows.Radio frequency identification (RFID) is an 
unauthorized access to tags that contains the 
identification data is a major issue of IoT which can 
leak any kind of confidential information about the 
user so it needs to be addressed. Not just the tag can 
be read by a criminal reader but it can even be 
modified or possibly be damaged [3].Involvement of 
Governmental agency is very crucial in fixing the 
problem. 

 
V. SENSOR-NODES SECURITY BREACH 
Wireless sensor networks are vulnerable to several 
types of attacks because sensor nodes are the part of a 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-6, Issue-11, Nov.-2018, http://iraj.in 

New Innovations in Internet of Nano Things for Smart Agriculture 
 

34 

bi-directional sensor network which means other than 
the transmission of data, acquisition of data is also 
possible. Y. Wang, et.al.,[19] described some of the 
possible attacks that includes Jamming, tampering, 
Sybil, Flooding and some other kinds of attacks, 
which are summarized as follows: 
 
(i)  Jamming obstructs the entire network by 
interfering with the frequencies of sensor nodes. 
(ii)   Tampering is the form of attack in which the 
node data can be extracted or altered by the attacker 
to make a controllable node. 
(iii)  Sybil attack claims multiple pseudonymous 
identities for a node which gives it a big influence. 
(iv) Flooding is a kind of a denial-of-service attack 
(DOS)caused by a large amount of traffic that results 
in memory exhaustion. 
It is very important that these issues are fixed as the 
IONT gets matured. However, educating the 
professionals in this field and inculcating the ethics 
and morals would help solve the problems. 
 
VI. ABUSE OF CLOUD COMPUTING 
 
Cloud Computing is a big network of converged 
servers which allow sharing of resources between 
each other. These shared resources can face a lot of 
security threats like Man-in-the-middle attack 
(MITM), Phishing etc. Steps must be taken to ensure 
the complete security of the clouding platform [20]. 
Cloud Security Alliance (CSA) proposed some 
possible threats among which few are Malicious 
Insider, Data Loss, Accounts Hijacking and 
Monstrous use of Shared Computers etc[21] which 
are summarized asfollows: 
(i) Malicious Insider is a threat that someone from 
the inside who have an access to the user’s data could 
be involved in data manipulating. 
(ii) Data Loss is a threat in which any miscreant user 
who has an unauthorized access to the network can 
modify or delete the existing data. 
(iii) Man-in-the-middle (MITM) is a kind of account 
hijacking threat in which the attacker can alter or 
intercept messages in the communication between 
two parties. 
(iv) Cloud computing could be used in a monstrous 
ways because if the attacker gets to upload any 
malicious software in the server e.g. using a zombie-
army (botnet), it could get the attacker a control of 
many other connected devices. 

 
CONCLUSION 
 
The development of nano-machines with 
communication capabilities and their 
interconnectivity with nano and macro-devices will 
enable the Internet of Nano-Things. This new 
networking example will have a great impact in 
almost every field of our society, ranging from 
agriculture, health- care, homeland security, military 

and environmental protection. In this article, we have 
introduced the reference architecture for this new 
paradigm and discussed IONT focus on agriculture. 
Many researchers are currently engaged in 
developing the hardware underlying future nano-
machines. The unique properties of the nanoscale and 
the nature of nano-networks require new solutions for 
communications that should be provided by the 
information and communication society. Amongst 
others, the challenges faced by the IONT are 
presented. 
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