
International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-6, Issue-11, Nov.-2018, http://iraj.in 

Biometric Signature Authentication Scheme with RNN (BIOSIG_RNN) for Health Cloud Management System Security 
 

1 

BIOMETRIC SIGNATURE AUTHENTICATION SCHEME WITH RNN 
(BIOSIG_RNN) FOR HEALTH CLOUD MANAGEMENT SYSTEM 

SECURITY 
 

1R.SENTHURVELAN, 2N.V.KOUSIK 

 

1Network Security Consultant, Skillteq, Nacharam, Hyderabad, Andhra Pradesh, India – 500076. 
2Director/Editor, R&D, Innovative Science and Technology Publications, Chennai, Tamilnadu, India – 600088 

E-mail: 1senthurvelan.radhakrishnan@skillteq.com, 2nvkousik@gmail.com, or editor@istpublications.com 
 

 
Abstract - In this paper, we propose a biometric authentication framework using RNN for secured data access and retrieval. 
The proposed framework obtains biometric and processes it with quality check in order to provide effective authentication of 
users in cloud. The proposed framework uses Hadoop MapReduce to train the samples to increase the authentication through 
signature samples and statistical learning in Hadoop MapReduce framework is supported through Recurrent Neural Network 
(RNN). Further, the proposed framework is tested with other sample datasets through various experiments. The result shows 
that proposed method obtains improved accuracy, sensitivity and specificity than other methods. 
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I. INTRODUCTION 
 
The recent innovations in technology leads to the 
growth of cloud computing infrastructure. The 
emergence of cloud computing services in medical 
and healthcare data is growing in recent past [1]. 
Generally, Personal Health Record (PHR) is used as a 
management solution to provide positive correlation 
between healthcare providers and patients through 
medical history of patients. The quality of PHR is 
improved using Electronic health record (EHR) that 
helps in creation, retrieval and cloud server 
management [2]. The EHR improves the treatment 
quality with reduced cost of delivery. EHR provides 
the present and future details of patient, which helps 
in processing of data and providing strong 
recommendation between patients and clinicians with 
high quality [3], integrity [4] and improved accuracy 
[5].It is very essential to secure the data stored in 
cloud computing [6]. The confidentiality is ensured 
by providing strong restriction to access the EHR and 
by preventing unauthorized access. There are serious 
challenges associated with traditional data security 
methods in EHR systems.Hence, confidentiality of 
data and data access poses serious challenges in EHR 
systems [7].Hence, security [5] is considered as a 
major focus in cloud based healthcare system. The 
other challenges are due to lack of knowledge that 
leads to data theft, improper diagnosis and 
information manipulation. To resolve such issues, we 
require a modern framework with improved data 
security integrated architecture to increase the 
security of EHR. Hence, in this paper, we propose a 
biometric authentication framework using RNN for 
secured data access and retrieval. The proposed 
framework obtains biometric and processes it with 
quality check in order to provide effective 
authentication of users in cloud. The framework uses 
Hadoop MapReduce to process the signature to 

evaluate its quality. Here, we use to phases for 
biometric signatureprocessing that includes enrolment 
and authentication phase. The Hadoop MapReduce is 
used to process the biometric signature and stores the 
signature in parallel. The output from MapReduce 
framework is process by recurrent neural network for 
training and testing purpose. 
 
II. HADOOP MAPREDUCE FOR 
HEALTHCARE DATA 
 
In this research work, we propose a MapReduce 
signature verification technique to process Recurrent 
Neural Networks. Essentially, information in RNN 
for authenticating the signature is performed. RNN 
information is prepared in view of measure of 
information put away in Hadoop with signature 
template and where the template provides future 
predication.  The prediction of signature for a 
template is very essential for analyzing the data for 
authentication purpose. The recorded biometric 
pattern is then processed using Hadoop Mapreduce 
with individual pattern. The signature pattern 
extracted from the data is used to authenticate the 
user in cloud. In the present work, we used past 
biometric samples ‘n’ using MapReduce framework. 
The signature samples is finally predicted using the 
following linear mathematical model: 

1 1 1 2 2 ....t n ny a x a x a x       
 

where,  
i - signature load  
xi- actual biometric signature,  
ai- predicting the signature of yt+1. 
 
III. CLOUD FOR HEALTHCARE DATA

  
The survives in healthcare using cloud computing 
enables the client to model the data significantly with 
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scalability and sharing for analysis without 
investment in cloud. The EMR application with cloud 
computing is internally hosted for multi-users inside 
the application of single database. 

 
Figure 1: Medical Data Processing Flow 

 
The Figure 1 shows the data processing of healthcare 
cloud platform. The resource manager is used to 
perform the data pre-processing maintenance of 
workload and model prediction using VMs.  
 
3.1. E-Medical Cloud Data Processing  
The processing of EMR requires the interoperability 
[8] processing and integration operation [9]. The 
EMR web services for processing the data uses HL7 
messaging standard. 
 

 
Figure 3: Flow of EMR data in Cloud 

 
In an organization direct web service type have 
inbuilt medical record which are integrated with 
cloud based EMR data which are not replaced as 
shown in fig 3. Web application accesses in 
organization have medical records. EMR data can be 
accessed through mobile applications from anytime 
and anywhere this factor requires effective security 
scheme. 
 
The input file format is in the form of a biometric 
signature, which has to be processed. The split phase 
is used to split the input data in the form of blocks. 
The record reader is used to read the signature and it 
converts the values and given as an input to mapper. 
The mapper is used to convert the input to 
intermediate records. The shuffle phase is used to 
shuffle and sort the collected signatures from the 
mappers. Finally, it is sent to the reducer and it uses 
logic for aggregating the signature data and sends it 
to the output class. The output text input pair files are 

formed by MapReduce framework that writes the 
data to HDFS. 

 
Figure 2: Generic Flow of MapReduce  

 

 
Figure 3: Proposed Authentication Scheme – A flowchart 

 
3.2. Biometric Signature Authentication 
The biometric signature authentication system has 
two phases: enrolment and verification phase [10]. 
The former one acts an interface between reader and 
signature data. The features are extracted and then it 
is processed using latter phase. The flow diagram of 
proposed model is given in Figure 3. Further, the 
accuracy is improved using verification module and 
the user claim to improve the uniqueness of signature 
data. The flow diagram of RNN for accuracy 
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improvisation with improved computation and 
convergence rate is shown in figure 4.   

 
Figure 4: RNN Biometric signature Flow 

 
IV. SIGNATURE AUTHENTICATION 
 
The authorized subset for biometric signature is 
constructed using the following: each group member 
generates the private key using finger vein feature 
and then each subset is authorized as a whole with 
own private and public key. Then existing method is 
used to construct the subset using signature scheme. 
Further, a secure broadcast channel is assumed 
between its signing subset members and entire 
members, who can share discrete logarithmic 
systems. 
 
V. PERFORMANCE EVALUATION 
 
The data is collected from the 100 individuals, which 
involves fingerprint images (Fingerprint Live Scan), 
biometric signature (text input pair format). This 
input data or the file format is processed in parallel 
using Hadoop MapReduce framework and sent as 
input to RNN. The input to RNN is sent in the form 
of tiny dataset and it is further used for testing and 
training. The experiment is carried out with 
Hadoop2.x and the proposed system uses replication 
factor of three to ensure that the system is robust 
against node failures.  

 
The proposed method is evaluated with other existing 
methods like Bayesian, Support Vector Machine-
fuzzy, Support Vector Machine-Genetic Algorithm 
andLogistic Regression in terms of quantities like 
accuracy, F-measure, precision and sensitivity. The 
results of such quantities are given in Table 2. The 
result shows that proposed method obtains improve 
accuracy, precision, F-measure and sensitivity. The 
result of proposed method with existing method show 
that proposed method has higher accuracy, higher 
precision, higher F-measure and higher sensitivity. 
The reason behind such improvement is the use of 
RNN algorithm, which is used to optimize the rule of 
unstructured datasets. The proposed method operates 
well over incomplete dataset and provides better 
training and testing. The pre-processing operation 
effectively handles the missed data and these results 
in better classification using decision trees that makes 
better classification decision. The entire decision is 
made security with better prediction of instances 
using the proposed method. 
 

Table 2: Performance Analysis 

 
 
CONCLUSION 
 
This paper presents biometric signature 
authentication for data security in healthcare using 
modified Hadoop MapReduce framework. This 
framework creates a signature template and the 
proposed research is tested with 100 biometric 
signature templates. The quality of template is 
checked and processed with the help of RNN, which 
improves the performance of proposed framework. 
By repeating the experiments, we found that proposed 
HealthCloud management framework obtains higher 
sensitivity and specificity rate than other conventional 
methods.  
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