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Abstract - Security at physical layer in Wireless Sensor Networks (WSNs), where each node has single antenna. To form a 
architecture of MIMO communication system, the sensor node support at each cluster of the network. Here we propose Co-
operative Beam forming & Jamming (CBJ) approach to enhance the security of WSNs. In network some part of sensor nodes 
at transmitter (Alice) side are used to transmit beam forming signal to receiver (Bob). In same network, some of sensor 
nodes at bob side are used to create artificial noise (AN) to jam the Eavesdropper (Eve). 
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I. INTRODUCTION 
 
WSNs gives the information possession and also in 
monitoring the environment, industry automation and 
in military for battlefield verification etc, for all these 
various application the WSN gives the solution to 
process it. Usually these sensor networks are mostly 
used to improve reliability, throughput of the system 
equipped with only one antenna in the cooperative 
communication and the source node maybe the out of 
coverage from the destination. These sensor networks 
are vulnerable to wireless channel for the broadcasted 
signal in the wireless medium. So for this we used the 
some of the techniques called Cryptography, 
Steganography for the purpose of leakage of 
confidential information in the modern 
communication system. Although still we have the 
leakage of information problem. Hence it is necessary 
to provide the security in all the layer to kept the 
information or data confidentially in the overall 
system. Specially we have to provide the more 
security scheme at first layer i.e. at physical layer 
then no need to give security at other layer of course 
if you want more security we suppose to give security 
at each layer. 
 
In WSNs for effective communication and in order to 
enhance the received Signal to Noise Ratio (SNR) at 
the receiver side we use a technique called 
beamforming. This technique is widely used in 
modern communication. This technique is adopted in 
the smart antennas the required one being switched 
according to the direction required and also it helps to 
adjust the transmitted power and signal phase in this 
traditional system using the intermediate relay nodes 
which is used in the network. Constructively, at the 
destination side we have to combine the signal which 
we have sent in the communication system. This new 
beamforming technique need the information about 
the channel for security concern in these relay system 
of destination as well as eavesdropper. The work as 
mentioned above for Physical Layer Security (PLS) 
purposes we entered in beamforming  

 
area along with their schemes Amplify-and-
Forward(AF), Decode-and-Forward (DF) and also 
cooperative Jamming (CJ) where adopted the 
available all relays, either to resending the signal or to 
transmit the artificial noise to confuse the 
eavesdropper. We have two channels one is 
main/legitimate channel between the relay node and 
destination node, other one is the wiretap channel 
between the intermediate relay node and the 
eavesdropper. One thing we must have the perfect 
information about the channel. Furthermore some 
strategies we have to made for selecting the best relay 
nodes such that they can increase the secrecy capacity 
or outage likelihood for minimal secrecy. Depending 
on number of these best selection relay nodes or 
multiple antennas we can improve the security of the 
system at the same time selection of these many 
number of relays or multiple Antennas we have to 
think about the transmit power, consumption of area 
network architecture depending upon our 
requirement, so there is always maintaining the trade 
off. 
 
In wireless networks for multiuser it will be over all 
review of physical layer security. The physical layer 
security is essential for the purpose of sending and 
receiving of confidential messages in presence of 
unauthorized eavesdroppers in a wireless medium, 
without depending on wireless security. This can be 
done by in a tow ways: developing secret keys over 
public channel in wireless communication medium or 
by designing transmit coding strategies without secret 
keys. Security can be given from point to point 
channel to multiple antenna system, evolution of 
secure transmission through multi-user broadcast, 
relay networks and multiple access. For the physical 
security some of the protocols are established in [1]. 
Whenever there are multiple antennas at source side 
and a single intended receiver i.e. MISO with a 
eavesdropper, the Gaussian wiretap channel model 
capacity can be analysed. The corresponding channel 
matrices are known to all the terminals and they are 
fixed one. By diagonalizing the channel matrix 
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through the generalized singular value decomposition 
simultaneously then maximum secrecy capacity can 
be attained at high SNR. This secrecy capacity can be 
expressed in the form of generalized singular values. 
It is demonstrated that the transmission methodology 
that transmission takes place along the predefined 
receiver through a masked multiple input multiple 
output (MIMO) system [2]. 
 
Data is transmitted between to multi antennas  nodes, 
in case that is intercepted by an undetected 
eavesdropper then the artificial interference help us to 
reducing the likelihood. To broadcast the piece of 
information signal the transmitter have certain Signal 
to Interference plus Noise Ratio (SINR)  portion of 
power to transmit at the desired receiver, and in order 
to mask the information signal from the eavesdropper 
we use the artificial nice got from the remainder of 
the same power. When the information of the signal 
reaches the desired receiver, it is designed in such 
that the interference is to be orthogonal to the 
transmitter signal. At lastly in this paper we can study 
results for the desired receiver relative to the SINR 
[3].  AF, DF and CJ  in order to give the security at 
physical layer to prevent eavesdropper without upper 
layer data encryption. They are typically convenient 
only when transmitters-receiver channel is better than 
the transmitter-eavesdropper channel. The 
intermediate nodes as co-operated to improve the 
overall performance and to prevent this challenge in 
the secured wireless communications. These co-
operative relays sending a re-encoded noise free 
message signal for DF, for AF these relays will 
receive a noisy source signal and jamming signal for 
CJ. To achieve maximum secrecy rate by computing 
relay weights, power allocation to transmit the signal 
then for this transmitted power. or on other hand for 
secrecy rate they have minimizes the transmit power. 
[5]. For improving the secrecy rate other different 
schemes are zero forcing/maximal ratio combining 
(ZF/MRC), maximal ratio transmission/MRC 
(MRT/MRC), ZF/selection combining (ZF/SC), 
MRT/SC. Based on these scheme they gave new 
closed-form approximations likelihood function to 
secrecy rate. To get the exact closed-form for security 
likelihood function  another scheme called CJ/ZF [6]. 
Security at physical layer in cooperative wireless 
networks where alice sends the secret information to 
the bob with the assistance of cooperative node 
(Charlie) within the sight of an Eve. Between the 
source and destination the main role of cooperative 
transmission is to search a secured communication 
and same time they have assured the Quality of 
Service (QOS) parameters at the receiver from 
cooperative nodes. With some restriction in order to 
maximize the secrecy rate, they provide the 
transmission design also with QOS and security 
taking into the consideration. The author proposed a 
scheme called CJ in the place of previously proposed 
scheme as cooperative transmission based on some 

transmission strategy, this scheme is different from 
the conventional cooperative security used in fixed 
transmission scheme. They proved with the numerical 
results that the dynamic transmission is more feasible, 
flexible and also adaptable in all environment 
condition [7].  
 
II. PROPOSED SYSTEM: 
 
In this paper we considered some of the cluster and 
each cluster have the alice & bob and also each node 
in each cluster have equipped with single antenna to 
form a communication architecture in the MIMO 
system for the purpose of physical layer security in 
these cooperative WSNs while in some other cluster 
eavesdropper behaves as a normal sensor node. The 
alice have the information about the main/legitimate 
channel and the wiretap channel. The AN is in a 
broad band width below that we have our confidential 
information. So our scheme CBJ will allows the 
sensor to transmit its data signal in the legitimate 
direction so that the eavesdropper experiences 
destructive interference in receiving the sensor’s 
signal. To avoid the effect of this AN on our signal 
we suppose to use the AF and DF.  
 
Module1: Network Deployment 
First define the network configuration parameters i.e. 
specify the  number of  nodes, initial energy, MAC, 
propagation, receiver power, sleep power, 
transmission power, channel type, propagation or two 
ray ground i.e. radio-propagation model, network 
interface (Phy/Wireless Phy), MAC type 
(Mac/802.11), interface queue type(CMUPriQueue), 
link layer (LL) type,   antenna model (Antenna /Omni 
Antenna), maxpacket, inumber of mobile nodes, X 
axis distance, Y axis distance initial  energy. Then 
deploy all the nodes into the network with some 
moving velocity. 
The LL, MAC layer along with that ARP (Address 
Resolution Protocol) network interface and Priority 
Queue interface which is there in mobile node of 
Network Stack. These all network components are 
connected to the channel and pipelined together in 
OTcl. 
-In network simulator we have to create and specify 
the node parameters by using this reference variable. 
-We have to creating, specify the type of topology 
and give the X and Y values 
-Using the network parameter value we have to 
configure the node. 
-Like this we supposed to create the all nodes and 
assign the position of X and Y values and also specify 
the network parameter values. 
-Add the traffic as CBR (constant bit rate) from 
source to destination by giving the package size, 
packet interval. 
Data link layer: This data link which is in mobile 
node is to resolving the all IP conversion to the MAC 
address which is connected by ARP model. Usually 
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the packets which are in the channel i.e. outgoing 
packets are handed by the name called routing agent 
in the LL. Then it is hands down to the queue 
interface. The LL have incoming packets which 
hands up from MAC layer. 
ARP: The main role of ARP is that it receives the 
some queries from LL. The ARP writes the MAC 
address into that header packet if ARP knows the 
MAC address for the destination. Instead of this, it 
will temporally caches the packet after broadcasting 
the ARP query. Each single packet have the buffer for 
each MAC address of unknown destination. Suppose, 
if additional packet sent to the ARP for the same 
destination then earlier packets i.e. buffered packet 
has to be dropped. When next hop has known the 151 
MAC address of the packet, then these packets has 
inserted into the queue interface. 
 
Interface Queue: the function of this Priority Queue 
interface is that based on the priority it will gives the 
queue to the packets of routing protocols and these 
are inserting in the head of the queue. And it will 
remove some packets which have the specific 
destination address. So it is play the in filtering role 
for all the packets in the network. 
MAC Layer: implementation of MAC layer 802.11 
used by ns2 and also some other 802.11 
implementation distribution coordination function are 
also available. 
Network Interface: For accessing the channel the 
network interface works as the hardware interface in 
the network layer which used by mobile node. This 
interface shared media in wireless channel, it receives 
packets which is transmitted by some other node. 
This interface will imprints with meta-data which is 
related to transmitted power, wavelength etc. for each 
translated packets. In  packet header the meta-data is 
to find the minimum power to be received by 
receiving node at the receiver network interface by 
propagation model. 
 
Module 2: Node Discovery Phase 
 After creating the nodes we have to assign the 

position of the known as X-value,  Y-value and the 
distance as h-value from the set destination. 

 By using configuration of network parameter we 
have to configure all the nodes in the network with 
specified values. 

 First we have discovered a neighbour nodes which 
are at a distance less than 300 and compute the 
distance between the 2 nodes. 

 After finding the neighbour nodes, we have to send 
the beacon to the neighbours which are at a 
distance less than 150. 

 We need to mention the parameters like starting 
node, end node and also the start time, stop time. 

 Once beacon packets sending and receiving 
between the source and its neighbour node then fix 
the CBR. 

 After performing all these steps then source declare 
their neighbour nodes. Till this step all nodes are in 
idle state. After completing this, then nodes are 
said to be in active state. 

 
Module 3: Routing Phase 
Through the neighbour discovery the source and the 
destination nodes are found. Also the neighbours for 
each source node are determined. 
Routing phase will extract the information based on 
the node discovery phase and forms the routing table 
for further process. 
The routing table contains the source, destination 
and distance information. 
Route Request 
In the routing phase first the route request is sent 
from the source to find the shortest path to the 
destination to all the neighbours discovered in 
neighbour discovery phase. 
Very first arrange all the neighbours of each source 
node in the ascending order with respect to the 
distance between the source and neighbours 
Then check the chain format i.e., if the neighbour of 
this new source node is previously the neighbour of 
previous source then sending route request packet for 
this neighbour is eliminated. But if there is a new 
neighbour that has not received the route request then 
only the route request is sent. 
Attach the CBR traffic to send the Route request 
packet. 
 
Route Reply 
Find all the node distances from each of the source 
node and find the node which is at a higher distance 
from the source and the lower distance from the 
destination. 
By calculating these values the destination sends the 
Route Reply packet to the nodes in the path to the 
source. 
Based on the route reply to the source one thick 
routing path is found. 
 
Module 4: Identify The Attacks 
The attacks are identified by the network and it is 
eliminated using dynamic path identifiers. 
 
Module 5: Choose Alternative Path 
Based on the attacker nodes or malicious nodes here 
each and every node will be identified by the 
dynamic path identifiers and eliminates these paths 
and nodes and finds the alternative path for secure 
data transmission 
 
Module 6: Performance Analysis 
In this mathematical operations are performed based 
on the above all the operations then results will be 
stored into the x-graphs. 
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III. RESULTS AND ANALYSIS 
 
Packet Delivery Ratio (PDR): It is gradually 
increases with respect to number of packets sent, at 
particular point the ratio of received packets from 
destination to the sent packets from source become 
constant and  it continues  constantly throughout the 
simulation time. 
Throughput: Number of packets received in a 
milliseconds, here there are more number of packets 
are received in our simulation time. 
Packet Loss: we can see that total number of packets 
sent and the total number of packets received are 
same then the difference is zero so, we can say that it 
is efficient. Hence there is no loss of packet so it is 
secured from eavesdropper. 
Energy Retention: We can notice that the energy is 
not falling down immediately, when we compare 
without using our scheme. At every success rate our 
scheme will stay some amount of time. Without 
beamforming, only sending data when and where it is 
needed will have significantly impact on energy 
consumption. 

 

 

 

 
With CBJ 
Without CBJ 
 
CONCLUSION 
 
In this paper we proposed a cooperative beamforming 
to legitimate the transmission of main channel and for 
jamming we have used AN for disturbing the two or 
more eavesdroppers in the network. And MIMO 
intern will helps to improve overall performance 
efficiency at physical layer. We have achieved more 
efficient QOS parameters and also security concerned 
with our CBJ approach. 
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