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Abstract-  
Smart cities offer various kinds of cyber parks.   
Information and communication technologies (ICT) are believed to make the e-economy, e-government, e-medicine, e-
learning, and e-society of a city more efficient and effective. The major goal is to encourage people to better use the outdoor 
environment in safety. Advanced ICT aims to promote the movement of people from virtual life to real life in society. In 
other words, information communication technologies and tools aim to free humans the prison called virtual life and its 
predominantly sedentary behaviors. ICT can be used to incentivize people to use public open spaces and to spend more time 
outdoors.  This paper introduces ICT tools that are used in public places to promote human safety.  Smart cameras have been 
installed in many places. However, their application to smart cities and natural settings is more recent and limited. ICT tools 
are implemented in smart cities to prevent crime and to increase the safety of outdoor activities. Security services include 
users’ position determination and signal tracking with the support of smart digital, mobile phones, the GPS/ GNSS, QR code, 
web services, and Wi-fi.  User location can be determined by these services. When users request information about a place 
from the location- based server, the server needs to know the location of the user, and hence location information is normally 
requested. Furthermore, biometric of all types are considered an enhancement of visual surveillance. Biometric are already 
being used for identification and verification including fingerprint, face iris, speech, eye, and DNA analysis.  
 
Index Terms—ICT, privacy, information security 
 
I. INTRODUCTION  

 
The penetration of information and communication 
technologies (ICT) into these “traditional” public 
spaces is giving birth to a new type of public space in 
smart cities. ICT has had an impact on the evolution 
of modern cities, changing the traditional urban 
planning model.  The Information and 
communication technologies (ICT), also known as 
the Internet of Objects, refer to the networked 
interconnection of everyday objects. Today, the 
Internet of Things has become a leading path to the 
smart world of ubiquitous computing and networking. 
The ICT is believed to make the e-economy, e-
government, e-medicine, e-learning, and e-society of 
a city more efficient and effective. The major goal is 
to encourage people to better use the outdoor 
environment in safety. Advanced ICT aims to 
promote the movement of people from virtual life to 
real life in society. In other words, information 
communication technologies and tools aim to free 
humans the prison called virtual life and its 
predominantly sedentary behaviors. ICT can be used 
to incentivize people to use public open spaces and to 
spend more time outdoors. However, in order to 
attract people, public open spaces have to be 
attractive, easily accessible and inclusive. ICT can be 
used to manage the street traffic in cities in 
conjunction with events offered in a particular place 
at a particular time for different user groups, namely, 
the elderly, children and young people.   
This paper is focused on improvement of the human 
safety in smart cities by introducing an encryption  

 
scheme. Encryption, a method that protects the 
communications protocol from cyber attacker, uses 
an algorithm and key to transform data at the source 
safety.  In the secret-key encryption, the sender of the 
message uses an algorithm and a key to encrypt the 
message, and the receiver of the message uses the 
same key to decrypt the message. The receiver and 
the sender of the message must both agree on the key 
without any third party knowing, a method called key 
management.  In former encryption schemes, the 
algorithm and the key were transmitted along with the 
data at the same time; such schemes were extremely 
unsecure.  In today’s encryption schemes, all 
communications involve the public keys. The public 
keys for the two parties are published, but the private 
keys are kept secret. To keep privacy, the biometric 
data in encryption mechanism are included. The rest 
of the paper is organized as follows: Section 2 
presents the communication strategies in autonomous 
vehicle networks, section 3 describes the safety in 
smart cities, section 4 and section 5 show the 
implementation of the secured communication and 
conclude the paper. 
 
II. AV COMMUNICATION SYSTEMS 
 
An Autonomous vehicle will play an important role 
in smart cities.  The autonomous vehicle relies on 
various communication types to manage the traffic in 
urban roads. In autonomous vehicles networks 
various types of communication are used that enable 
the vehicle to communication to other vehicle (V2V), 
V2I, V2X [3][14].  We add new communication type 
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V2IoT that used to communicate with internet of 
things devices (V2IoT) over 5G mobile.  For an 
efficient communication, the delay should keep 
minimal and less than the threshold. An increasing of 
delay may effect the performance metrics of 
positioning terminal that are characterized by 
availability, accuracy, and integrity. Based on cyber 
attack behavioral analysis, some cyber attackers 
increased the delay in order to interrupt the 
communication between autonomous vehicles.   

 
Fig. 1: Enc./Dec. strategy 

 
III. SAFETY IN SMART CITIES 
 
People use public spaces that are inviting, attractive, 
accessible, and above all safe. Crime in public places 
reflects a societal problem. It is a very complex issue 
with several aspects, and it cannot be eliminated by 
urban planning alone. Mostly, crimes consist of 
assaults, and threats and offenses against personal 
property. Various ICT tools and other techniques may 
help to create a safer smart cities. The use of ICT 
tools in public place is not new[17]. Smart cameras 
have been installed in many places. However, their 
application to smart cities and natural settings is more 
recent and limited. ICT tools are implemented in 
smart cities to prevent crime and to increase the 
safety of outdoor activities. Security services include 
position determination and signal tracking with the 
support of Smart Digital, mobile phones, the GPS/ 
GNSS, QR code, web services, and wi-fi [5][10].  
User location can be determined by these services 
[6][15]. When a user requests information about a 
place from the location- based server, the server 
needs to know the location of the user, and hence 
location information is normally requested. 
Furthermore biometrics of all types are considered an 
enhancement of visual surveillance. Biometric are 
already being used for identification and verification 
including fingerprint, face iris, speech, eye, and DNA 
analysis. To improve smart city safety, a smart cities 
agent has been introduced into the wireless video 
surveillance system, and a smart cities agent based, 
multi-node, collaborative, wireless video monitoring 
scheme is proposed. The smart cities agent is 

designed for target tracking. It can move among 
network nodes a designated path or on an 
independently selected path based on network 
conditions and cumulated information. The target will 
pass through multiple monitoring regions of nodes. 
Although aimed at the same target, each device 
obtains different target moving information, e.g., the 
target trajectory [7].  Different smart cities agent 
created for each target is used to achieve continuous 
tracking. While the target switches between different 
monitoring regions, the smart cities agent moves 
between different nodes, records target motion 
information, and accordingly achieve the goal of 
multi-node collaborative tracking. Videos, sensors 
and cellular networks are not sufficient for collecting 
data because of their limited coverage and expensive 
costs for installation and maintenance. To overcome 
the limitations of the tools mentioned above, we 
introduce the GNSS [1][4]. The application of GNSS 
to travel time has proven to be accurate. GNSS data 
will be managed to determine a smart cities agent to 
increase the safety of smart cities visitors indoor and 
to reduce traffic congestions outdoor. GNSS products 
provide worldwide and real-time services using 
precise timing information, and positioning 
technologies [2][8][12].  
 
A. Privacy in ICT Technology 

Information about users that is collected and stored 
should be kept secure. The IoT should be used to 
secure information and user communication. There 
are various algorithms for protecting information 
from cyber attack [13]. In general, cyber attacks are 
actions that attempt to bypass the security 
mechanisms of computer systems. Cyber attack 
detection has been defined as “the problem of 
identifying individuals who are using a computer 
system without authorization and those who have 
legitimate access to the system but are abusing their 
privileges[16]. We add to this definition the 
identification of attempts to use a computer system 
without authorization or to abuse existing privileges 
[9]. The main scientific challenge is developing a 
multi-agent that detects and tracks suspected cyber 
attackers [11] [13]. We believe that “cyber security” 
should be considered a top priority issue in this time, 
because digital technology increases the incidence of 
criminal and terrorist acts. Moreover, we note that the 
Israeli society suffers from frequent cyber attacks. 
Since the inception of the internet society, human life 
has become divided between the real and the virtual 
worlds. Large numbers of people spend their lives in 
the virtual world. Also many people have misused 
internet society.  Criminal and cyber attacks are 
increasing exponentially. To save the innocent people 
life, we suggest setting ethical rules for the virtual 
world based on those of the real world. Furthermore, 
new security measures are required to protect privacy 
in the virtual world. Cyber attacks attempt to bypass 
the security mechanisms of computer systems. 
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According to Jerry Durlak [18], privacy is a human 
value consisting of four elements he calls rights. We 
put these rights into two categories.  the right to be 
alone without disturbances, the right to have no 
public personal identity, the right not to be monitored, 
the right to control one’s personal information 
including the methods of dissemination of that 
information.   
 
B. Information security 

In general, security can be considered a means to 
prevent unauthorized access. Information security 
includes the integrity, confidentiality, Privacy, and 
availability, authentication, and   authorization of 
information at the servers, including information in 
files and databases and in transition between servers, 
and between clients and servers. The security of 
information can be ensured in a number of ways. The 
most common are cryptography for information 
transmission and authentication. Cryptography, the 
science of writing and reading coded messages, forms 
the basis for all secure transmission. This is done 
through three functions: symmetric and asymmetric 
encryption, and hash functions[. 
 
IV. IMPLEMENTATION 
 
Modern ICT tools can attract people to public places 
seven days a week, with some time variations in time.  
When using public open spaces, people take into 
account weather, abnormal conditions and time 
variations.  In this paper, we introduce an application 
for interactive digital mapping based on the GNSS.  
To use ICT tools in the smart cities, the user should 
log on the system as illustrated in Figure 2. The 
system is protected by password authentication 
system. In data communication, authentication is also 
used to ensure the digital message recipient of the 
identity of the sender and the integrity of the 
message. The authentication mechanism is based on 
cryptography use either secret-key or public-key 
schemes and are mostly done on digital signatures 
based biometric data. 
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Fig. 2. Secured logon 

 
The message exchange between smart city users is 
secured with protocol supported with biometrics data 
as illustrates Figure 3.   

 

 
Fig. 3. Secured message exchange 

 
A. Interactive Digital Map 

An interactive digital map can be installed in the 
smart city stations, or it can be displayed on a touch 
screen for people who do not carry mobile devices, or 
for people who have difficulty using modern ICT 
devices, such as older people. Users select a starting 
point and a destination for the trip and the smart city 
agent calculates the longitude and the altitude of the 
path as illustrates Table 1.  Users have to fill in some 
information in order to use ICT tools. Hence, users 
start the trip by selecting a desired path, and the 
system delineates the path, and tracks users as 
illustrates Figure 4.  The tracking process can 
accomplished via various ICT tools. In this 
application, GNSS has been used to draw the trip path 
as illustrated in Figure 5a-b  
 

Table. 1. Location of nodes 
Positioning Longitude Latitude Velocity 

[km/h] 
A 32.875902 35.187868 35. 53 

B 32.876271 35.191891 45. 53 

C 32.876866 35.197041 40. 37  

D 32.874280 35.197020 40. 41 

E 32.869117 35.200281 31. 42 

F 32.879540 35.203779 39.00 

G 32.869838 35.207169 Dest. 

 jamalPic tBlack.jpg

 
Fig. 4. Positioning tracking 
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Fig. 5a. Interactive digital map 

 

        
Fig. 5b. Interactive digital map 

 
CONCLUSION 
 
Several ICT tools are mentioned in this paper. 
However, we are interested in primarily in developing 
a new scheme for securing the privacy of users. Most 
cyber attack detection schemes are fixed and use 
traditional authenticity strategies with session key 
agreement. However, the traditional cyber attack 
detection schemes do not satisfy the new security 
requirements.  Traditional cyber attack detection 
involving cyber defenses has limitations.  The main 
limitation of misuse detection- based IDSs is that they 
can accurately detect only known attacks; they are 
unable to detect previously unseen attacks or novel 
attacks.  Moreover, predefined attack specifications 
have to be provided to the IDS for misuse detection, 
which requires human security experts to manually 
analyze attack related data and formulate attack 
specifications.  Attack specifications can be generated 
automatically by applying various automated 
techniques. In future work we will consider a novel 
smart cities detection scheme that is based on a 
cognitive security system. This system acts 
autonomously, analyzing user behaviors, managing 
vertical handoff to track suspected cyber attacks, 
moving over networks, considering anomaly 
detection, and handling cyber attacks in real-time.   

REFERENCES 
 

[1] D. Bernstein and A. Kornhauser. „An Introduction to Map 
Matching for Personal   

a. Navigation Assistants”, Technical report, New  Jersey TIDE 
Center. 1996. 

[2] S. Bhuvana and B.L. Jiang, “Location Based Mobile Apps 
Development on Android Platform”, IEEE 9th Conference 
on Industrial Electronics and Applications (ICIEA), 2014. 
pp. 2148-2153. 

[3] I. Jawhar, N. Mohamed, and H. Usmani. “An Overview of 
Inter-Vehicular Communication Systems, Protocols and 
Middleware”. Journal of Networks 8.12 (Dec. 2013), pp. 
2749–2761. 

[4] C. Fernandez-Prades,  L. Presti  and E. Falletti. “Satellite 
Radio localization From GPS to GNSS and Beyond: Novel 
Technologies and Applications for Civil Mass Market”,  
Proceedings of the IEEE, 99 (11), 2011. pp.1882–1904. 

[5] J.S. Greenfeld. “Matching GPS Observations to Locations 
on a Digital Map”, Proceedings of the 81st Annual Meeting 
of the Transportation Research Board. 2002. 

[6] T. Hachiya and M.  Bandai. “SmartLocService: Place 
Identification Method Using Space Dependent Information 
for Indoor Location-Based Services”, 28th International 
Conference on Advanced Information Networking and 
Applications Workshops, 2014. pp.578-581. 

[7] J. Raiyn. Detection of Objects in Motion- a Survey of Video 
Surveillance, Advances in Internet of Things, 3, 2013. 
pp.73-78. 

[8] P. Huang and Y. Pi. “An improved location service scheme 
in urban environments with the combination of GPS and 
mobile stations”, Wireless Communications and Mobile 
Computing, 14, 2014. pp. 1287–1301. 

[9] K.P. Karthikeyan and A. Indra. “Intrusion Detection Tools 
and Techniques “– a Survey, International Journal of 
Computer Theory and Engineering, vol.2, no.6, December, 
2010. pp. 1793-8201. 

[10] RB. Langley. ”GPS, the Ionosphere, and the Solar 
Maximum”. In: GPS world. 
url:http://gauss.gge.unb.ca/gpsworld/gpsworld. july00.pdf 
(cit. on p. 19). 2000. 

[11] K. Maskat, M. Afizi, M.A.Khairuddin, and M.R.M. Isa. 
“Mobile Agents in Intrusion Detection System: Review and 
Analysis”, Modern Applied Science Vol. 5, No. 6; 
December. 2011.  pp. 218-231. 

[12] E. Mok and G. Retscher. “Location determination using 
WiFi fingerprinting versus WiFi trilateration”. Journal of 
Location Based Services 1. 2007. pp. 145–59. 

[13] J. Raiyn. “A survey of Cyber Attack Detection Strategies”, 
International Journal of Security and its Application, vol.8, 
no.1, 2014. pp.247-256. 

[14] L. Li, D. Wen, and D. Yao, “A Survey of Traffic Control 
With Vehicle Communications”, IEEE Transactions on 
Intelligent Transportation Systems, Vol. 15, No. 1, 2014. 
pp. 425-432 

[15] D.S. Patil,  A.B. Gavali  and S.B. Gavali. “Review on 
Indexing Methods in Location  Based Services”, IEEE 
International Advance Computing Conference (IACC), 
2014. pp. 930-936. 

[16] J. Raiyn. “Information Security and Safety in Cyber Parks”, 
Global Journal of Advanced Engineering Technology and 
Science, 2, 8, 2015. pp.33-38. 

[17] B. Sekar and J.B. Liu. “Location Based Mobile Apps 
Development on Android Platform”, IEEE 9th Conference 
on Industrial Electronics and Applications (ICIEA). 2014. 
pp. 2148-2153. 

[18] L. Smit, A. Stander and J. Ophoff. “An Analysis of Base 
Station Location Accuracy within Mobile-Cellular 
Networks”, International Journal of Cyber-Security and 
Digital Forensics (IJCSDF) 1(4), 2012. pp. 272-279. 

 
 

 


