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Abstract- cloud computing is a wonderful solution for an enterprises or a single user who want a commercial consumption 
of computer resources. In this paper, we have proposed a strategy to encrypt and decrypt the data during transmission 
between cloud computing server (CCS) and cloud computing client (CCC). In our framework we encrypt the data using 
symmetric Blowfish algorithm and encrypt its secret key using asymmetric RSA algorithm. For ensuring the message 
authentication and integrity we applied HMAC function on the cipher text which been produced by Blowfish algorithm to be 
attached at the end of message. 
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I. INTRODUCTION 
 
In order to attract the users to use cloud computing 
technology, the cloud client and cloud server has to 
ensure the security of data during transmission and 
storage [1][2]. To prevent the leakage, alteration and 
theft of data, the cloud client has to adopt a strong 
encryption of data before sending to cloud, also the 
cloud server has to apply a strong encryption 
techniques on the data at storage [3]. Moreover, when 
the cloud client retrieve his data from the cloud 
server, the cloud server has to apply a strong 
encryption technique on data to be sent safely. There 
are two types of encryption which are symmetric and 
asymmetric encryption [4][5][8]. Blowfish, DES, 
AES and 3DES are examples of symmetric 
encryption, whereas RSA and Diffie-Hellman are 
examples of asymmetric encryption. The RSA 
algorithm does not need to transfer the decryption key 
through the channel and the security management of 
secret key will be very easy[7]. In addition to that, in 
symmetric Blowfish algorithm the linear 
cryptanalytic attacks do not exist and there are no 
algebraic weaknesses to be found. Additionally, 
Blowfish algorithm has faster speed for the process of 
encryption/decryption [8]. To use the best advantages 
of Blowfish and RSA, a hybrid technology of a 
combination of Blowfish with RSA is introduced in 
this work. The idea is to encrypt the data which will 
be sent to cloud or user by Blowfish algorithm and 
then to encrypt the secret key by RSA algorithm and 
then to use HMAC to sign the data [9][10]. 
 
II. SYMMETRIC BLOWFISH ALGORITHM 
 
The Blowfish has been designed by Bruce Schneier in 
1993 [11][12]. It is the algorithm of symmetric key 
encryption, which means that it uses the same secret 
key for the process of encryption and decryption. 
Blowfish block length is 64 bits. The data which are 
not equal to multiple of eight bytes must be padded 
[13][14][15]. It can use a varied length of keys, which 

can range from 32 to 448 bits (128 bits is the default). 
18 sub-keys will be issued from a single primary key. 
It needs total 521 repetitions to produce the total 
number of required sub keys. The number of rounds 
is 16 which is Feistel cipher and uses a large key 
which is dependent on S-boxes. In construction it 
appears CAST-128, which often uses a fixed number 
of S-boxes [11][12][16].  
BLOWFISH performs better than 3DES, DES and 
AES in terms of processing time and throughput 
[15][17]. The different length of key permits a 
tradeoff between security and speed. For the time 
being, the blowfish security is unchallenged [15][18].  
 
Blowfish have designed to face the following 
criteria of design [13][14][15][18]: 

1. Fast. Since it encrypts the data by using 
microprocessors of 32-bit through 26 clock 
cycles for each byte 

2. Compact. Algorithm of Blowfish can operate 
in memory which is less than 5K. 

3. Simple. Algorithm of Blowfish uses only the 
simple operations such as: XORs, addition and 
table lookups on 32-bit operands. The design 
of Blowfish is easy to analyze.  

4. Variably Secure. The key length of Blowfish is 
inconstant and the maximum size is 448 bits. 
Blowfish is better for the applications in which 
the key is not going to change often, such as 
automatic file encryptor or communications 
link.  

5. The key is tough to be broken and the size of 
the key is larger. 

6. For all the uses the Blowfish would be 
available as free, license-free and unpatented.  

 
The following steps describe the encryption 
process of blowfish algorithm [15]: 
Let X is 64 bits which going to be input data 
X is must divide into two parts which are equal A and 
B 
For i= 0 to 15 
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A= A ⊕Pi 
B = f (A) ⊕B 
Swap both A and B 
Swap A and B (undo the last swap) 
⊕B with P18 to produce A 
⊕B with P17 to produce B 
Combine both (A, B) 
 

 
Figure 1: The Blowfish Algorithm 

 
III. ASYMMETRIC RSA ALGORITHM 
 
It is asymmetric encryption and decryption, invented 
in 1978 by (Rivest, Shamir and Adleman) which it 
use two different key (public, private). The key which 
will use to encrypt the data can be known toanyone in 
network, but the key which use to decrypt the data 
must be known by the receiver of same data only 
[19][20][21]. The algorithm of RSA is involves three 
major steps [20][22]:  
 

a. Key Generation  
RSA require two keys which are private and public 
key. The public key must be known to anyone in the 
network to be used for encrypting data. The data 
which got encrypted by the public key can only got 
decrypted by private key. The keys of RSA are 
created using the following steps [23][20]: 
 

1. Select randomly p and q.  in which p, q both 
are prime  

2. Calculate the value of n,  n=p*q, which will be 
used as modulus for private keys and public 
keys. 

3. Calculate the value of φ(n), φ(n)=(p-1)(q-1), 
where φ is the function of Euler's totient 

4. Select integer e which is exponent for the 
public key gcd(φ(n),e)=1; e must be larger than 
1 and less than φ(n). 

5. Calculate d where d * e = 1 mod Ø, If d value 
is greater than the value of Ø then d have be 
lower than Ø so d= d mod Ø. If the value of d 

is negative then in that case d have to be 
positive and that means d= (d+ Ø). 

6. KU is a Public Key , where KU={e, n} 
7. KR is a private key, where KR={d, n} 

 
b. Encryption  

Receiver have to transmits its public key (n, e) 
through the channel to the sender and keep its private 
key as a secret. Sender then wants to send the 
message P to receiver. P will turn into integer m as a 
first step by sender, P1 must be equal or larger than 0 
and less than n by using a padding scheme. The 
sender will calculates the cipher text as following: 
[23][20]. 

CP = Pe mod n 
Where, P is plaintext and CP is the cipher text, P<n.  
 

c. Decryption 
Receiver can recover the original message P from the 
cipher text CP by using its own private key exponent 
d, as following [23][20][24]: 

P = (CP)d mod n 
 
IV. HYBRID (BLOWFISH+RSA) TO SECURE 
DATA DURING TRANSMISSION 
 
In this framework the combination of symmetric 
Blowfish and Asymmetric RSA algorithms designed 
to safeguard the data during transmission between 
cloud client and server. The whole process of 
encryption and decryption has been deeply explained 
in next sections.   
 

a. The Process of Encryption 
The whole process of encryption in hybrid 

encryption has been showing in figure 2 below. The 
followings are shown the details of encryption 
process:  

 
1. A secret key for Blowfish algorithm (Blow-K) 

have to be chose, which is 256 bits.   
2. Encrypt the Plaintext (PL) to produce cipher text 

(CPL) using Blowfish with the help of (Blow-K)  
CPL = Enc-Blowfish(Blow-K,PL). 

3. Encrypt the (Blow-K) using RSA algorithm with 
the help of RSA public key (RSA-Pub-Cloud) 
which being send by cloud.  

C-Blow-K = Enc RSA-Pub-Cloud (Blow-K) 
4. Input the cipher text to HMAC function which 

will produce 512 bits of message digest. 
M= HMACBlow-K(CPL) 

       SHA-2 algorithm is used to be embedded with 
Message Authentication Code.  
5. CPL and C-Blow-K, M have to transfer through 

the network channel.  
 
The process of hybrid encryption in new approach 
will be explained in figure 2 below: 
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Figure 2: The Encryption Process of Hybrid Encryption 

 
b. The Process of Decryption 

The whole process of decryption in hybrid 
encryption has been showing in figure 3 below. The 
followings are shown the details of decryption 
process:  

1. The encrypted key of blowfish (C-Blow-K)  
must be decrypted using RSA algorithm 
with the help of private key RSA-Pri-Cloud.  

Blow-K = Dec RSA-Pri-Cloud (C-Blow-K) 
2. CPL has to be input to HMAC to produce 

M1, if M1=M then the message is 
authenticated, otherwise it will be discard 
and send request message to sender to 
resend the message.  

M1 = HMACBlow-K (CPL) 
3. If the value of M1 is equal to receive M, 

then go to step number 4. Otherwise the 
cloud must send message to sender to inform 
him to resend the message again.  

4. Original message can be obtained by 
applying Blowfish algorithm with its 
decrypted secret key (Blow-K) on cipher 
text (CPL).  

PL =Dec-Blowfish (Blow-K,CPL) 
Figure 3 below will explain the process of decryption 
in hybrid model: 

 
Figure 3: The Decryption Process of Hybrid Encryption 

V. PERFORMANCE EVALUATION 
 
MATLAB 7 used to hybrid (Blowfish+RSA) model. 
Windows server 2008 have been hired from Google 
Cloud holding 16 GB of RAM, 8 CPU cores, 640 GB 
as a hard disk. On the other side, dell laptop having 
Windows7 as operating system with 64-bit, Core i3 
2nd Gen, CPU is 2.1 GHz, 500 GB hard disk, 4 GB 
RAM considered as client. Furthermore, web services 
is configured on the server to interact with the client, 
and both encryption/decryption files are converted 
from .m to .exe format to be deployed on both. 
Thereafter, configure both server and client to 
exchange encrypted data and do decryption through 
web services to send the output report to cloud client 
including encryption/decryption time and memory 
usage. Finally, made a REST API call from cloud 
client. In the experiments, different size of text files is 
evaluated ranging from 100 KB to 51200 KB. The 
following shows the evaluation factors and their 
values:  
 

a. Encryption and Decryption Time 
Consumption 

The different size of text files has been evaluated to 
point out how much time the hybrid framework will 
consume for the encryption and decryption processes 
in CCC and CCS. Table 1, figure 4, 5 and 6 are 
explain the TCE, TCD, ET, DT, EADR AND DADR 
in both sides.  
 

TABLE 1: TCE, TCD, ET, DT, EADR AND DADR IN CCC 
AND CCS 
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Figure 4: TCE and TCD in CCC 

 

 
Figure 5: TCE and TCD in CCS 

 
In addition, the ET and DT in CCC and CCS has been 
calculated in KB/ms, the following formula is used 
for throughput [19][20][22]: 

Throughput =  
∑ Zi in KB
∑ Ti in ms 

 
Where, Zi is the size of file, Ti is the time 
consumption for encryption or decryption, n is the 
number of file to be encrypted or decrypted.  

Moreover, the EADR and DADR in (KB/ms) has 
been measured based on the following formula 
[19][20][22] [25]: 

Average Date Rate =
1
Nf

Mi
TIMi 

 
Where, Nm refers to the number of messages or files 
which considered to do evaluation action for 
encryption or decrypt process, Mi refers to the size of 
file or message in (KB), TIMi refers to the time 

consumption which needs for the process of 
encryption or decryption process in millisecond.  
 

 
Figure 6: ET, DT, EADR and DADR in CCC and CCS 

 
b. Encryption and Decryption  Memory 

Utilization 
It is very essential to calculate the memory usage 
which means that the consumed amount of memory 
during the process of encryption and decryption. 
Table 2 and figure 7 below are giving the details 
about MUE and MUD in the framework for CCC and 
CCS based on many different files size.  

 
TABLE 2: MUE AND MUD FOR CCC AND CCS 

 
 

 
Figure 7: MUE and MUD in CCC and CCS 
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CONCLUSION 
 
In this paper, we have proposed a new approach of 
hybrid encryption and decryption technique based on 
Blowfish algorithm with 256 bits key size to encrypt 
the plaintext, and RSA algorithm to encrypt the secret 
key of Blowfish to ensure that the secret key has been 
transferred safely. Moreover, we have used HMAC to 
produce a value to be attached at the end of cipher 
text to check theauthentication and integrity of 
message.  We have used a different data size between 
(100KB to 50MB) to evaluate the hybrid encryption, 
the results is explained the consumption time, 
throughput, average data rate and memory usage for 
the processes of encryption and decryption.  We 
could easily observe that the time required for 
encryption and decryption process is pretty faster 
than the other hybrid encryption techniquesand the 
memory usage is less, so that will result to increase 
the throughput. 
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