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Abstract - Being computers and laptops used world-wide. A security perimeter is always a certain necessity. A firewall is 
thus based on many devices in order to keep them secured. Provided the firewalls are set of rules one can also change them 

to their own wish. 
 

 

I. INTRODUCTION 

 

1.1 Abstract 

Being computers and laptops used world-wide. A 

security perimeter is always a certain necessity. A 

firewall is thus based on many devices to keep them 

secured. Provided the firewalls are set of rules one 

can also change them to their own wish. 

 

1.2 Background 

Currently every system is possessed of firewall. It 
provides system with basic security. In any 

corporation if there is no such security measure then 

the data theft can be a certain possibility. However, 

firewalls at current level are not able to detect any 

files by direct interaction and are just few set of rules. 

 

II. HISTORY 
 

When a system is built up a basic firewall system is 

setup on it. However, one can easily alter the rules in 

the firewall. On any patch provided the company the 
OS is made of the firewall settings can be altered. For 

managing the firewall only with administrator rights 

it is possible. 

 

III. PERIMETERS USED 

 

3.1 Firewall 

A basic security perimeter which is just made of 

certain rules. These rules can only be altered by 

admin rights. Firewall are not made to withstand 

against data-driven attack. Firewall is not secured for 

any type of internal attack. 

3.2 DMZ (De-Militarized Zone) 

DMZ is an extra pair of security other than the 

firewall. It is also similar to the firewall (i.e. By 

setting up the rules). However, there is many possible 

rules which can be set up in DMZ and not in firewall. 

DMZ can also be monitored using another system or 

device than having to be established on every system. 

 

3.3 Port Forwarding 

Ports are the sockets for passing the internet over 

distances. They have no physical form but are virtual 
and monitored by the port authenticated organization. 

3.4 Document Filtering 

Documents are read for the pattern set up. If any 

words or such patterns are detected that document is 

taken into action. The action must be defined else 

nothing will occur. 

 

3.5 VPN (Virtual Private Network) 

VPN is made up for escaping any type of network. 

VPN usually makes up forwarding our request 

through different port and give us additional rights 

not available on our current service. 

 

3.6 User Authentication 

To secure up the systems one can incur a password or 

security check which must be completed by the 

certain person or group of persons who can go 

through security check. Using this technique, one can 

block any illegal entry to another user into  

 

IV. PROPOSED ARCHITECTURE 

 

4.1 Explanation on the model 

 RADIUS is used to observe any activity on 

the area it is applied. 

 

 
Figure 1 

 

 Extension Filter helps in filtering necessary 

extensions. 

 DMZ is used for blocking any activities or 

restricting control. 

 Authentication handler is basically a login 

authenticator. 
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 Packet transit is used to observe any packet 

transfer in the network. 
 

CONCLUSION 
 

The resultant firewall and DMZ established for 

corporate or home networks will secure from any data 

theft by some insider attacks or network 

manipulation. The attacks done by inside attackers 

will be reduced since the level of authentication will 

be increased at different levels. The checks will also 
make sure that there are no as such external entry into 

the control of the zone of exercise of DMZ. 
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