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Abstract - Internet of Things (IoT), a term which fascinates every technical person today, is a coined term, not a new 
technology but a novel idea to bring the existing technologies into a collaborated unison. It’s an idea currently into execution 
and implementation stage. The only factor that is being worked on is the way to provide freedom of connecting diverse 
heterogeneous devices, working on different communication protocols, technologies, data formats and yet achieve 
abstraction of such complexities so that user experience is smooth and easy. For this purpose, researchers are working on 
building a middleware which will act as an intelligent intermediary between IoT devices and applications. In this paper, the 
aim is to review the previous work done in the field of IoT middleware, identifying the key functional mandates and non-
functional yet necessary requirements for a near perfect IoT middleware, critically reviewing the work done so far with 
respect to such requirements and then subsequently proposing our model for a middleware, which can be considered as a 
standard for future IoT middleware. 
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I. INTRODUCTION 
 
Internet of Things (IoT), is a topic being discussed by 
almost everyone around us, technical people are 
discussing about its implementation, its hurdles, its 
achievements while the non-technical people are 
talking about the wonders it’s promising to bring at 
their disposal. 
Internet of Things, which mostly all of us, especially 
with non-computing domain of interest, take this term 
as a new kind of technology which is aiming towards 
bringing many of the sci-fi fictions into a reality. 
However, it should be cleared to everyone that 
Internet of Things is a coined term, coined to make 
use of existing technologies in such a way that we 
proceed towards an era of more advancements 
bringing smartness into every aspect of our lives. 
Internet of Things, have been defined by many 
researchers in their own ways. However, there is no 
definition which is accepted as standard universally. 
One of the main reasons for having no such standard 
definition is that there is no particular universal body 
to standardize Internet of Things related technologies, 
infrastructure, and etc. like International 
Telecommunication Unit (ITU). 
In the most basic sense, Internet of Things means 
connecting all the real world objects to the internet, 
for connecting and exchanging information among 
each other so as to leverage the human efforts and 
provide them a new and wonderful user experience. 
Technically, Internet of Things (IoT) can be defined 
as a network of things (any physical/virtual object, 
device of information) with unique addresses and 
which have technologies sufficient to sense the 
environment around, gather the useful data, and 
communicate such useful data to the other devices, or 
service providing applications so as to provide 

appropriate service not all the time but right service at 
right time and at right location. 
IoT is no longer just a concept. Connected devices, 
sensors and machines are rapidly becoming an 
integral part of our daily lives. Everyday more and 
more sensors are connecting machines and people in 
a creative new ways and it is projected that by the 
year 2029, 25% of the entire digital universe will 
belong to the IoT. The IoT will enable us to create 
new data driven services including cloud data 
processing, predictive analytics and context aware 
applications. Also, in a report by International Data 
Corporation, the predication has been made that the 
number of things to be connected in IoT will be 212 
billion till the end of 2020, which means 212 billion 
things would be constantly generating data about the 
surrounding real world environment. [1][2] 
 

 
Figure 1:  Internet of Things (IoT): From connections to 

benefits 
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II. GENERAL ISSUES IN AN IoT ECOSYSTEM 
 
Considering the background of various IoT 
applications and the characteristics of IoT and its 
infrastructure, it can easily be seen that the IoT field 
in expanding its horizon. However with such an 
expansion, there arise several issues and problems. 
Some of these problems are application/domain 
specific and some are general issues. This chapter 
provides a list of issues that are too generic to be 
encountered in almost all the IoT applications. These 
are: 
1. Heterogeneity in terms of device types, 
communication protocols supported by various 
devices, data formats and types i.e. data syntax and 
data semantics, network architectures, etc. 
2. Unique addressing as the number of devices to be 
involved gets increasing day by day and as the 
horizon of application widens, their unique 
addressing and maintenance becomes a concern. 
3. Scalability as the purpose of IoT is to bring entire 
world together in synch with the digital world, thus 
managing the ever increasing connections of the 
devices becomes a concern. 
4. Intelligence, as in filtering the useful and apt data 
out of the raw data, context framing, efficient data 
communication so as to optimize server processing 
and avoiding network congestion, optimizing data 
sensing as to when to sense and when to not, 
responding to different situations in different 
scenarios intelligently and that too in real time. 
5. Efficient energy utilization, as IoT devices are 
supposed to run for longer period without human 
attention, energy utilization is an important concern. 
6. Connectivity, which is pivotal for IoT 
infrastructure, is supposed to be efficient, as to 
connect easily to the appropriate devices, managing 
the different data rates across different devices and 
networks, to manage the device detection and 
presence so as to avoid signaling devices that are no 
longer functional or are not present, for efficient 
bandwidth consumption. 
7. Security, being so much intricately infused into 
almost all the devices around us, an IoT network is 
vulnerable to cyber-attacks, it is an important concern 
that the data to be floated in the IoT infrastructure be 
received and processed by only that which is 
authorized and authenticated to be. 
 
III. IoT MIDDLEWARE & ITS TYPES 
 
With such issues to be solved, here comes the role of 
a middleware that would attempt to solve all these 
issues and other application specific issues, so as to 
fulfill the requirements of an IoT based environment 
and contribute to the IoT vision as a whole. In a most 
comprehensive way, an IoT middleware can be 
defined as a layer of software which is present 
between the IoT devices’ operating system, network 
software and application services that serves as a 

common platform for all the diverse components of 
IoT, making effective and intelligent communication 
between these heterogeneous components possible 
and hence brings IoT to reality[3-4]. 
Middleware provides abstractions and services that 
facilitate the design, development and integration of 
distributed applications in heterogeneous networking 
environments. With the recent advancements several 
middleware types have emerged and each of them 
tries to contribute to the IoT vision. Most of such 
middleware can be classified into following 
categories: 
 
1. Transactions based middleware: 
It is based upon electronic transactions in a 
distributed infrastructure i.e. between the components 
residing on different servers. This category of 
middleware is almost 3 decades old. The main 
purpose that these were built was to support 
distributed and synchronous transaction operations. It 
coordinates request transactions between clients and 
servers. It deals with ACID, two-phase commit and 
location transparency. Certain examples of products 
employing such architecture are CICS (IBM), Tuxedo 
(Unix-based) and Encina (HP) [5-6]. 
 
2. Procedures based middleware: 
This category of middleware is based on Remote 
Procedure Calls (RPCs). Here an application can call 
functions from the applications which are running on 
other remote machines. It employs the concept of 
marshalling i.e. the procedure parameters are 
converted into a message string by the client 
application, which sends it to the server, where it’s 
processed and converted back to the parameters to 
send back to the client application, which is awaiting 
the response. Certain examples of this type are 
Tuxedo (BEA), CICS (IBM), and Open Networking 
System (Sun) [7-8]. 
 
3. Objects oriented middleware (OOM): 
This category of middleware is an improved version 
of procedure based middleware with synchronous 
communication across objects that are distributed. 
The idea here is to make use of object-oriented 
principles in the distributed systems. Every object 
based middleware uses an Interface Definition 
Language (IDL), so as to support the concept of 
object types as parameters, failure handling and 
inheritance. Examples include Common Object 
Request Broker Architecture (CORBA) from Object 
Management Group (OMG), Java Remote Method 
Invocation (RMI) and Microsoft Distributed 
Component Object Model (DCOM) [9-10]. 
 
4. Message oriented middleware (MOM): 
The focus here is on the information (referred to as 
messages) which is communicated across the 
distributed components. It follows the publish-
subscribe (pub-sub) model and takes care of both 
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synchronous and asynchronous communication by 
processing information adopting two methods: 
message passing and message queuing. The queues 
are kept in persistent storage which supports reliable 
delivery service. Examples include IBM MQSeries, 
Java Message Service (JMS). [10] 
 
5. Service based middleware (SOM): 
These employ Service-Oriented Architecture (SOA) 
and the diverse things of IoT (IoT devices) are 
referred to as services. A service is a well-defined 
function that doesn’t depend on the state of other 
services. It adopts the architecture having three 
layers: IoT Devices layer, Service Server layer and 
Applications layer, as proposed by a European Union 
Project named OpenIoT, in an attempt to standardize 
the IoT middleware. Examples include Hydra 
(LinkSmart), SenseWrap, MUSIC, TinySOA. [11-12] 
 
6. Cloud based middleware: 
It is a hub of pre-built integration services to be 
consumed by application developers. It provides 
developers with a single cloud messaging interface 
for consuming a wide variety of integration services 
in a secure and reliable manner instead of needing to 
learn the specifics of each API. Here the transactions 
are kept intact so as to cope with the situations of 
connectivity breakdown. Examples include Software 
as a Service (SaaS), Platform as a Service (PaaS) and 
Infrastructure as a Service (IaaS). [13-14] 
 
7. Actor based middleware: 
This category deals with those middleware that 
characterize open, plug ‘n’ play IoT architecture. The 
actors can be referred to be as autonomous 
concurrently computing agents that communicate 
asynchronously. Actors are persistent, encapsulate 
internal state and are asynchronous. Actors can create 
other actors, make local decisions, and perform 
arbitrary, side-effecting action. Here the 
communication adopts “best-effort delivery” or “at-
most-once delivery. Examples include TerraSwam, 
ActorNet, and CSSWare. [15] 
 
8. Event based middleware: 
It’s based on a software architecture pattern 
promoting the production, detection, consumption of 
and reaction to events. Here all the members (devices, 
application, and services) interact according to 
events. An event can be defined as a significant 
change in state. An event based middleware typically 
consists of event emitters, event consumers and event 
channels. Examples include EMMA, GREEN, 
TinyDDS, etc.[16-17] 
 
9. Virtual Machines based middleware: 
Here the key feature is that the infrastructure is 
virtualized so that programming can be supported 
with a safe environment for execution. The Virtual 
Machines (VM) are present in all the nodes and are 

thus distributed throughout the network. Here the user 
applications are fragmented into smaller modules and 
are sent across the virtual machines throughout the 
network. With this approach, the middleware 
provides high-level programming abstraction and 
adaptivity, the features necessary for diversely 
heterogeneous IoT networks. Examples include 
MagnetOS, Squawk, Melete, Sensorware, etc. [18] 
 
10. Agent based middleware: 
In this category, the end user applications are 
segmented into various modules or programs so that 
injection and distribution throughout the network can 
be done with the help of mobile agents. A mobile 
agent is a composition of computer software and data 
which is able to migrate move from one device to 
another autonomously and continue its execution on 
the destination device. The agent based middleware 
are the advancement of conventional server-client 
communication model and thus in this approach, the 
entire network is partitioned into various clusters in 
order to implement server-client architecture and thus 
it supports decentralized task-allocation and 
distributed data processing. Examples include 
ActorNet, Agilla, Impala and Ubiware. [19-20] 
 
11. Tuple-space based middleware: 
In this approach, each component is allotted a local 
tuple space structure, which is basically a data 
repository which can be concurrently accessed by 
many. All such tuple spaces are so organized that 
they form a federation on the gateway and thus it 
helps in dynamic data sharing within constrained 
gateway connectivity. The applications interact by 
reading-writing the tuples in the federated tuple 
space. This approach provides various 
communication features such as: anonymous, 
asynchronous, associative, generative, and agent-
decoupled. Thus it totally serves the need of the 
communication model decoupled in time and space. 
Examples include LIME, TinyLIME, TeenyLIME, 
TS-Mid, and A3-TAG. [21] 
 
12. Database oriented middleware: 
These middleware communicate mainly with 
databases, either from an application to database or 
between two or more databases. Here the end-device 
sensor networks are referred to as a virtual relational 
database system and queries are made by applications 
using SQL like languages. It also employs distributed 
database approach for different interacting systems. 
For facilitating different databases such as Oracle, 
Sybase; various drivers are managed with the help of 
a driver manager. Examples include SINA, 
COUGAR, IrisNet, Sensation, TinyDB, and GSN. 
[11] 
 
13. Application-Specific Middleware: 
An application-specific (i.e., application-driven) 
approach to middleware focuses on resource 
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management support (i.e., QoS support) for a specific 
application by implementing an architecture that fine-
tunes the network or infrastructure based on the 
application or application domain requirements. 
Examples include AutoSec, Adaptive Middleware, 
MiLAN, TinyCubus and MidFusion. [22] 
 
IV. REQUIREMENTS OF A NEAR PERFECT 
IoT MIDDLEWARE 
 
Having reviewed such a wide domain of middleware 
types, has its own benefits and problems: the benefits 
are obvious that we have such a wide pool of viable 
and worked upon solutions which we can make use of 
for our purposes and the problem is the confusion that 
arises for a beginner to start with, because of no 
standardization. Since, mostly all of the above 
architectures are somewhat similar and aim to 
achieve the IoT establishment, applying different 
strategies; we can combine the knowledge gained 
from all of these types and come out with a single 
solution fulfilling. 
Therefore, taking the research ahead, the aim of this 
paper is to deduce the various mandatory functional 
requirements as well as various not so mandatory but 
necessary non-functional requirements of an IoT 
Middleware. Considering these mandatory and 
necessary requirements, a State-of- Art model can be 
proposed which can be standardized and thus 
contribute in the field. 
 
Following are the various mandatory functional 
requirements for an effective IoT middleware: 
 
1. Resource Discovery: 
The IoT system has a lot of diverse and 
heterogeneous resources such as RFID tags, smart 
objects, agents, various memory devices, 
communication data, power related metadata, 
network parameters, services offered by various 
devices, processing nodes, context forming nodes, the 
contextual information etc. The appropriate 
knowledge of these resources is required to be 
available for the appropriate and timely working of 
the system, since the IoT environment is highly 
dynamic. This gathering of information is termed as 
resource discovery and it’s a necessity. It should be 
automatic and adaptive as human intervention isn’t 
feasible for such a large IoT network. [23] 
 
2. Resource Management: 
IoT being a system with constrained resources and 
those resources being shared by multiple applications 
and services, it becomes extremely important to 
manage the resources to have the desired Quality-of-
Service (QoS). There must be services for the 
monitoring, allocation and provisioning of resources. 
The services should be capable enough to resolve 
resource conflicts that might arise due to the sharing 
of resources and multiple concurrent applications. 

The middleware should be capable enough to 
accommodate the resource management with a 
distributed, scalable, and dynamic approach. [24] 
 
3. Data Management: 
IoT applications involve a great amount of data. Such 
a huge amount of data requires an efficient 
management services such as its proper acquisition, 
its processing including context formation, filtration, 
aggregation and compression, data stamping etc. and 
such services must be provided by the IoT 
middleware. Although, data processing is mostly 
according to the application being served, but the 
generic data processing requirements must be 
considered by an IoT middleware. [25] 
 
4. Event Management: 
There arise numerous events in an IoT ecosystem. 
The events can be any new availability in the system, 
any interaction session between any two components, 
network related events, any system failure, resource-
conflicts, data unavailability, etc. These events are 
required to be managed by the middleware, i.e. the 
IoT middleware converts the information of simple 
events into meaningful information. [11] 
 
5. Code Management: 
The entire IoT system depends on the software code 
and algorithms. The code deployment, software 
updates, patch fixes, code allocation, code migration 
etc. gets difficult as the system grows and thus should 
be supported by the IoT middleware keeping in view 
the heterogeneous and diverse devices in an IoT 
ecosystem. IoT middleware should be able to 
differentiate between application code and firmware 
code. It should support re-programmability as an 
important feature. [11] 
 
6. Device Abstraction: 
Since, IoT involves a combination of various diverse 
and heterogeneous devices. Thus, various 
applications and services pose a major concern in 
communicating and interacting with these 
heterogeneous devices and thus it becomes a vital 
necessity for the middleware to provide device 
abstraction mainly for data collection and 
composition for visualization and analysis. [12] 
 
7. Service Discovery: 
Several heterogeneous devices possess several 
services and thus pose interoperability challenge. The 
traditional way of installing drivers in the network 
components won’t be suitable for a network of a large 
number of heterogeneous devices. Thus comes the 
role of Service Discovery feature. Due to this feature, 
the devices discover the services supported by other 
devices and the related parameters. The service 
discovery must be autonomous and dynamically 
adaptive to improve the interoperability of 
incompatible protocols. [26] 
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Following are the various architectural requirements 
for an effective IoT middleware: 
 
1. Programming Abstraction: 
In any IoT environment, the developers are supposed 
to develop multiple applications as and when required 
for managing and fulfilling various requirements. 
However, with such a diverse and heterogeneous 
network so many devices, all having different 
operating standards and parameters, it becomes a vital 
necessity for the middleware to provide an 
Application Programming Interface (API) so that it 
provides a level of programming abstraction in such a 
way that the developers can develop applications or 
services without worrying about underlying 
heterogeneous IoT network. [27] 
 
2. Interoperable: 
An IoT middleware is supposed to work with 
numerous diverse and heterogeneous devices, 
technologies and applications, which is very 
challenging. It would require a lot of efforts for the 
developers to make the various applications work as 
they are supposed to. Thus it’s a vital necessity for 
the IoT Middleware to be interoperable. All the 
heterogeneous components, having different data and 
communication standards should be able to interact 
without any lag. That is, the middleware should 
provide syntactic as well as semantic interoperability. 
[28] 
 
3. Service-based: 
In an IoT based application, there is constant 
phenomenon of adding new functionalities, thus to 
accommodate such requirements, the middleware is 
required to be flexible. The service-based architecture 
is highly flexible for such a requirement. The services 
thus designed in a service-based framework deliver a 
flexible and easy environment for the overall 
application development. [29] 
 
4. Adaptive: 
IoT system is supposed to cater all the dynamic 
changes in the environment. The parameters around, 
the situation around and the circumstances various 
IoT components are subject to change dynamically 
and in order to fit to all these changes, the IoT 
middleware is supposed to be really adaptive to all 
such frequent changes.For context framing, the 
device discovery, and data acquisition and filtering 
are supposed to be flexibly and dynamically adaptive. 
[30] 
 
5. Context-aware: 
In any IoT ecosystem, there is supposed to be a large 
number of sensors/things involved and thus a huge 
amount of data, continuously gathered and sensed by 
the things (i.e. devices). This data is not completely 
useful and moreover there is other metadata that is 
required to be added by the things themselves, 

thereby forming the context. The context is the useful 
information about the situation of an entity, be it 
place, person or any object, which is required by the 
application in process. [11] 
 
6. Autonomous: 
Managing the large number of IoT components is 
really challenging. Such a large number can never be 
managed just by human efforts, no matter what the 
dedication will be. Moreover, human error is another 
factor to be considered. Considering this, it becomes 
a vital necessity that all the components of IoT 
including the middleware are required to be 
autonomous. [11] 
 
7. Distributed: 
Almost in all the IoT applications, its components are 
widely geographically distributed. These components 
be it devices or users or various services interact, 
exchange information and collaborate with each 
other. In order to manage these, the IoT middleware 
is supposed to be distributed in its functions, all over 
the physical and logical boundaries of the ecosystem. 
[11] 
 
8. Lightweight: 
Another vital architectural requirement of an IoT 
middleware is that it should be lightweight as much 
as possible, so as to have better performance, 
scalability, adaptability and maintenance. The fact 
that the other components in an IoT network are 
extremely resource-constrained makes it a 
requirement that the middleware should cater to their 
requirements. [11] 
 
Following are the various not so mandatory yet 
required nonfunctional requirements for an effective 
IoT middleware: 
 
1. Scalability: 
The fact that IoT will cater a large number of diverse 
and heterogeneous devices, it becomes important for 
the middleware to be highly scalable to accommodate 
the ever increasing devices. [11] 
 
2. Real-time: 
There are certain operations that demand time of 
operation as their parameter to give the correct result. 
And as the IoT will deal with many real-time 
applications, it is necessary that the middleware 
provide real time services. All the events must be 
detected in real-time for real-time processing. [11] 
 
3. Reliability: 
The IoT middleware is supposed to be reliable so as 
to provide best possible services to the end users and 
to gain their trust. It is supposed to be functional and 
robust especially in the times of certain breakdowns 
or failures. [11] 
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4. Availability: 
As the reliability is required by an IoT middleware, 
so is required its availability especially for the critical 
applications. Even if some failure occurs, the 
middleware is required to be available all the time. 
The recovery time must be as small as possible. [11] 
 
5. Security & Privacy: 
Most of the IoT applications demand that the 
middleware provides data security and privacy from 
any authorized user. The security is required to be 
considered in almost all of the functional and non-
functional components of the IoT ecosystem. [11] 
 
6. Ease-of deployment: 
The IoT applications are going to be user friendly. 
Mostly these applications are going to be set up by 
the general public, having no technical knowledge. 
Thus it is required that the middleware should be able 
to deployed easily without much of the efforts. 
 
7. Popularity: 
The continuous growth of a technology or a particular 
application depends on its popularity. More the 
number of people working on the betterment of the 
product, better the product. Thus the IoT middleware 
should be open-source and must be popular with the 
technical people all over the world. 
 
8. Cost worthy: 
For any product, cost is always an important factor. 
It’s the umbrella under which all the considerations 
take place. The IoT middleware should be such that it 
remains cost worthy. 
 
V. PROPOSAL OF THE STATE-OF-THE-ART 
ARCHITECTURE 
 
After considering all these requirements, and 
critically analyzing the previous work done in the 
field of IoT middleware, the aim of this paper is to 
propose a State-of-The-Art IoT middleware that can 
be standardized so that it can contribute in achieving 
the IoT vision as soon as possible. 
Below is such proposed model: 

 
Figure 2:  State-of-the-Art IoT Middleware 

 
The model looks quite simple and abstract. When 
implemented, the model will have all the 
requirements mentioned in the previous section with 
following few exclusive features which make it a 
State-of-the-Art IoT middleware. 

1. Middleware will be placed before the gateway and 
not in cloud, as the local processing saves various 
resources of the system. 
2. Localized actuation will be preferred so that the 
intra-net requirements can be met easily and timely, 
thereby saving resources. 
3. Its distributed nature will save it from any possible 
catastrophic loss, such as cloud failure, de-
provisioning of data etc. 
4. There will be continuous presence check on all the 
devices for saving energy and judicious use of 
resources. With such presence handlers, we can the 
system from fruitless efforts to connect a device 
which is no longer available. 
5. Context formation would be very efficient having 
effective data filtration, data aggregation and data 
compatibility with different heterogeneous protocols. 
6. Network bandwidth will be used judiciously doing 
most of the processing locally and forming context 
smartly. 
 
CONCLUSION AND FUTURE WORK 
 
It can be easily seen that the various middleware 
types so discussed in section III are somehow similar 
in their approach, however, the techniques are 
different which are basically dependent on the 
environment of use, purpose to be served, and 
resources available and also on the personal choice of 
the researchers. Having such a pool of middleware 
types, although creates problem at the beginning of 
developing a new IoT application, but at the same 
time provides an opportunity to choose the best 
features out of each type and customizing the 
middleware accordingly. 
There is a need of standardization of the IoT 
middleware, so as to have a booming growth in the 
field of IoT applications. 
The immediate future work related to this thesis work 
is the implementation of the proposed model, doing 
the critical comparative and performance analysis 
comparing all the various types discussed in section 
III in terms of various parameters so identified in 
section IV. 
It is expected that the middleware architecture so 
proposed is a state-of-the-art architecture and once 
implemented and tested, it can be easily 
recommended for the standardization so that the 
future IoT applications can be built around it and thus 
the energy being spent by all the researchers across 
the globe can be channelized in a single direction, 
which is making the proposed model better and 
refined. 
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