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Abstract- Steganography is a most reliable technique for information security but it has three challenges imperceptibility, 
capacity and robustness. Standard LSB technique is easy to implement and meets imperceptibility issue properly but 
suffers from less capacity and low robustness. Multi bit steganography solves this problem by incrementing capacity but it 
also cannot meet the robustness issues. With the increase of LSB layer the robustness increases but at the same time 
imperceptibility reduces. But Multi-layer steganography technique with DWT increases robustness as well as increases 
imperceptibility.  
Here, the technique first focuses on mapping by using DWT up to 2 levels and the obtained result then undergoes with 
multibit embedding by considering the deviation of the target binary and the secret audio binary. The lower deviation area 
is taken into consideration and target binary bits are then replaced by secret binary bits. 
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I.  INTRODUCTION 
 
Basically to achieve security the rapid internet users 
uses the three techniques: Cryptography, 
Watermarking and Steganography. In cryptography 
the content of message is mangled and the obtained 
result is transferred over the network. In 
watermarking, content of message is hidden and the 
ownership or copyright is conveyed by the sender. 
Whereas, in steganography the message is hidden 
behind any media like image, audio or video. As 
compared to other two methods it is been frequently 
observed that steganography is secure and hence 
widely used method. 
 
To avoid an intruder in digging up of data for secret 
message the process of embedding data in higher 
LSB  position  and lower LSB position[1]. The 
technique flexibly deals with the issue of capacity as 
compare to Standard LSB embedding  method which 
can replace up to 3 bits[2]. But the main drawback of 
these techniques does not deal with the capacity 
issue.  
 
Lots of research have proved that the traditional 
techniques of LSB have been failed to deal with the 
problem of robustness and imperceptibility[3]. Hence 
the a GA based technique has been introduced[4][7], 
which uses the genetic operators.  
 
The basic outliers with which every audio 
steganography deals with are that the high intensity 
audio couldn’t be hidden behind low intensity 
audio[1-20]. Contradiction between robustness and 
complexity[7][8][15]. Contradiction between security 
and complexity[7][8][19-23]. 
 

II. LITERATURE REVIEW 
 
Steganography is a most reliable technique for 
information security[1-20] but it  has three 
challenges imperceptibility, capacity and 
robustness[4][5][3]. Standard LSB technique[2] is 
easy to implement and meets imperceptibility issue 
properly but suffers from less capacity and low 
robustness. Higher LSB technique[1] tries to embed 
the bits at higher position but then the drawback of 
capacity again flash its light. Multi-bit[12] 
steganography solves this problem by incrementing 
capacity but it also cannot meet the robustness issues. 
With the increase of LSB layer the robustness 
increases but at the same time imperceptibility 
reduces. But Multi-layer steganography [3]technique 
increases robustness as well as increases 
imperceptibility.  
 
This technique encrypts the message bits in different 
LSB bit position of the sample instead of inserting at 
consecutive LSB’s of every sample which increase 
the robustness as well as imperceptibility. Also, 
adaptive audio steganography scheme based on 
wavelet packet energy[17][20] is an effective 
technique. According to this method the host audio is 
divided into wavelet packet sub-bands and then 
decomposition of audio segment up to fourth level, 
with which the signal is split into high and low 
frequency band embed the secret message into this 
sub-bands. 
 
The normal audio file is in human audible format. In 
the communication process the normal audio file 
which is in human audible format is first pre-
processed to convert it into the cipher. For this we 
usually use some mapping functions and flip the bits. 
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But, the authentication of user as well as receiver is 
also important, hence the passkey technique[15] can 
lead us to authentication of user and receiver. 
 
III. PROPOSED METHOD  
 
The  proposed method is basically divided into three 
main stages of execution. The first stage deals with 
the preprocessing of audio database in order to set 
the frequency up to certain level and filtering the 
database. The second stage deals with applying 
specific method in order to hide the secret audio file. 
And the third stage deals with the extraction of 
secret audio from cover audio and evaluation by 
using some parameters. 
 

 
 
A. Stage 1 : Preprocessing 
This step discusses about selection and preprocessing 
of audio files. The proposed method works on 16 bit 
sound files(.wav)  of instruments which are sampled 
at 44.1KHz of frequency with training and testing 
data.  
Next comes the filtering process of database by 
applying an appropriate filter. Here, we make use of 
low pass filter in order to clean the audio files so as 
to avoid the unwanted disruption. This technique is 
useful at testing phase or result analysis, as the first 
testing is carried out by using human auditory 
system(HAS)[6] which is very sensitive to any 
distortion. 
 
Also, in order to avoid the secret audio file getting 
disrupted at the time transmission, the simple 
technique is to convert it into cipher format. Hence, 
by considering this issue we make use of Chaos 
encryption on secret audio file. The Chaos 

encryption technique has a predefined mapping 
function, which can be explained by using following 
expression  
         x = u*x*(1-x) 
Where,   
  u = threshold based on graph of this 
function 
  x= mapping value 
The next step is to use XOR to flip the bits , typical 
XOR operation table is as follows 

 
 

 
 
B. Stage 2 : Embedding 
The embedding process is also divided into two 
parts, where the first part deals with decomposition 
of audio signal by using single level Discrete wavelet 
transform(DWT). The Discrete Wavelet Transform 
(DWT) is a special case of the wavelet transform. It 
is given by 

 

 

 
 

Where, ψ(t) is a time function with finite energy and 
the fast decay called the mother wavelet. 
It provides a compact representation of a signal in 
time and frequency. A low pass filter and a high pass 
filter are taken into consideration, such that they 
exactly halve the frequency range between 
themselves. This filter pair is called the Analysis 
Filter pair.The signal is divided into parts, they are  

 LL, LH, HH, HL, where 
L = Low frequency band 
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H = High frequency band 
Usually as we study MSB and LSB concept, where 
MSB deals with the portion that consist of higher 
information of any image as compared to LSB, same 
concept can be seen over here. Amongst this 4 bands, 
the LL band is considered to be the one that contains 
the higher amount of and conceptual information of 
the signal. 
 

 
 
Histogram shifting:  The process deals with taking 
histogram of a sound signal, the main aim is to 
increase the capacity and imperceptibility of hiding 
and by using multibit steganography this can be 
achieved.  
 
The database consist of 16 bit audio signals which is 
represented by using histogram, while hiding an 
audio signal the minimum deviation is needed to be 
considered. The pixels of cover signal and the pixels 
of secret signal are compared and the position where 
there is minimum or no deviation is chosen to hide. 
 

 
 
Hence, the position like 9,10 and 11 which has the 
series of 0’s can be used to replace the bits of secret 
audio 
The target bits are considered which is first replace 
by using formula    

B1=D+1  
 
.where,  B1 is first bit  

D is decimal value 
 
after that the second bit B2 is embedded under first 
bit B1 whose value has changed which is called as 
Decoy object by using formula  

B2=B1+1. 
 

To send it to the receiver we set the flag value at first 
bit which we have embedded from LSB and all other 
values following flag bit are converted to zero’s. 

 
 
C. Stage 3: Extraction 
While extracting a special care needs to be taken as 
we have set the flag bit. Hence, while extracting the 
flag bit is analyzed first this is then checked whether 
it lies on odd position or even position, if the position 
is even then AND operation is done between 1 and 1 
and if the position is odd then AND operation done 
between 1 and 0 and the message is decoded in this 
manner. 
For example : in sample 11110011 00011100, First 1 
occurs at third position which is odd, i.e. P=3 , 
Hence P %2 =1, and the bit value of P’s position is 1. 
So, here 1 AND 0 = 0 which is the first target bit 
amongst the two. 
As we got first bit at 3 position hence, the seconds bit 
is at P+1= 3+1= 4th position, So the two bits are 10. 
 
Once the secret audio is decoded from cover audio 
the secret audio which we have encrypted by using 
chaos cryptography and mapping function and XOR, 
needs to be decrypted by using inverse chaos 
cryptography. Hence the original signal is obtained 
which then goes to performance evaluation. 
 
D. Performance Evaluation  
Basically performance evaluation takes place with 
two main methods 

1) Classical method: This is basic evaluation 
measure where we analyze the secret audio by 
using human auditory system (HAS). As we 
know that HAS very sensitive even for a slight 
distortion in the audio, Hence this step plays 
an important role to know the disruption  

2) By using parametric measures. : This step 
involves the parameter analysis of the signal 
by using MSE, PSNR, Entropy and 
Correlation. 

 
But, the third measure that we use here is the 
supervised learning neural network. This task does 
not deal with any coding procedure but only the 
thing required is to analyze the expected and actual 
output. If the actual output is near about to expected 
output then it is said that the result is positive 
otherwise the result is said to be negative 
 
IV. RESULT ANALYSIS 
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1) MSE : It is recommended that value of mean 

square  error should as much low as possible 
 

 
 

2) PSNR : Ideal PSNR value range lies between 
30-50 % 

 
 

3) Entropy : Entropy deals with the measure of  
loss of information. Hence, it is recommended 
that entropy should be less 

4) Correlation : It tell us the relation between the 
input signal and the embedded signal. Based 
on this there are different types of relations 
between 1 and -1 
Positive : Values near 1 
Negative : Values near -1 
No relation : Values = 0 
Some amount of relation : Values near 0 
Default : 0.05 
The expected value for audio steganography is 
near 0 

 
Following is the result analyzed based on 10 sound 
signals 
 

 
 
CONCLUSION 
 
Steganography is the most reliable technique 
Steganography is a most reliable technique for 
information security but it has three challenges 
imperceptibility, capacity and robustness. Standard 
LSB technique is easy to implement and meets 
imperceptibility issue properly but suffers from less 
capacity and low robustness. Multi-bit steganography 
technique increases robustness as well as increases 
imperceptibility. In this paper we try to solve the 
issue of robustness, imperceptibility and capacity up 
to maximum possible level. By encrypting the secret 
audio by using Chaos cryptography we protect the 

secret audio and try to maintain its integrity. In rare 
case if the intruder is able to find the secret audio 
signal then also he cannot be able to get rebuilt the 
signal into original. Hence, even if an intruder gets 
our secret audio, that won’t be of use for him. 
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