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Abstract - Cloud Computing becomes prevalent, more and more sensitive information is being outsourced to the cloud, such 
as emails, personal health records, company finance data, and government documents, etc. To provide the security in 
information retrieval this paper proposes a novel model i.e. “Secure Search using ACO (SS-ACO)”. This paper implements 
ACO algorithm which is probabilistic technique for solving computational problems and finds paths through graphs by 
imitating the ants’ search for food. For security purpose this model uses searchable encryption (SE). Searchable Encryption 
scheme is a cryptographic technique that allows search of specific information in an encrypted content. For the proposed 
security model, the performance analysis demonstrates that this model provides security while query searching, it is reliable 
and confidentiality is maintained. 
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I. INTRODUCTION 
 
The cloud computing treats computing as a utility and 
leases out the computing and storage capacities to the 
public individuals. In such a framework, the 
individual can remotely store his/her data on the 
cloud server and then make the cloud data open for 
public access through the cloud server [1]. This 
represents a more scalable, low-cost and stable way 
for public data access because of the scalability and 
high efficiency of cloud servers, and therefore is 
favourable to small enterprises. The outsourced data 
may contain sensitive privacy information. It is often 
necessary to encrypt the private data before 
transmitting the data to the cloud servers and access 
control must be specified [2]. The data encryption, 
however, would significantly lower the usability of 
hierarchical data due to the difficulty of searching 
over the encrypted data. Simply encrypting the data 
may still cause other security concerns. With the 
advent of cloud computing, most of the data owners 
are outsourcing their complex data management 
systems from local sites to the commercial public 
cloud for great flexibility and economic savings [3]. 
However data encryption makes effective data 
utilization a challenging task.Since data owners and 
cloud server are no longer in the same trusted domain 
outsourced unencrypted data may be at risk, such as 
the cloud server may leak data information to 
unauthorized entities or even be hacked. So for multi 
keyword ranked search privacy is provided and to 
prevent unauthorized user accesses, sensitive data has 
to be encrypted prior to outsourcing [4], [5]. Data 
encryption protects data to some extent, but at the 
cost of compromised efficiency. This paper proposes 
a novel Secure Search using ACO (SS-ACO)model. 
The proposed model uses Ant Colony Optimization 
(ACO) for retrieving the information from cloud data. 
An ACO algorithm has the ability to perform a 
flexible, robust search for a good combination of 

terms (logical conditions) involving values of the 
predictor attributes. To provide security while 
searching documents this paper uses Searchable 
Encryption (SE). Searchable Encryption scheme is a 
cryptographic technique that allows search of specific 
information in an encrypted content. The proposed 
model is efficient for searching user requested query, 
saves time and reliable. 
 
II. BACKGROUND 
 
Many studies on keyword search over encrypted 
cloud data have been done to provide confidentiality 
and securely retrieve information in recent past years. 
Such approaches are as follows. A proposed novel 
central keyword semantic extension ranked (CKSER) 
scheme [1] makes good trade-off between search 
functionality and efficiency. It first takes relation 
among query keywords and designed keyword 
weighted algorithm. TF-IDF rules are introduced to 
better express relevance between queries and files. 
Keywords are updated using sub-matrix techniques. 
Keyword search has problem with access control. So 
to overcome this problem a new scheme Keyword 
Search With Access Control (KSAC) is proposed. 
The scalable framework is proposed in which user 
can use search queries and attribute values to derive 
search capabilities. The file can be retrieved only 
when user attribute values passed policy checks and 
keyword matches the query. The search is possible 
over encrypted cloud data with access control [2]. 
Attribute-Based Keyword Search Over Hierarchical 
Data (ABKS-HD) scheme is proposed using the 
ciphertext-policy attribute-based encryption 
technique. The computation overhead of this 
proposed scheme is increases as number of user 
attributes increases. But this scheme is secure again 
both chosen-keyword attack (CKA) and chosen-
plaintext attack (CPA) [3]. A secure multi-keyword 
ranked search scheme [4] is proposed to work with 
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encrypted cloud data which also helped in dynamic 
update operations such as deletion and insertion of 
documents. For index construction and query 
generation two models are combined which are 
vector space model and widely-used TF*IDF model. 
To provide multi keyword ranked search Greedy 
Depth First Search Algorithm is proposed and 
constructed a special tree-based index structure. The 
secure kNN algorithm is used to encrypt index and 
query vectors.Searchable scheme is proposed to 
search synonym based multi keyword ranked search 
when the cloud data is encrypted. Vector Space 
Model (VSM) is used which built document index. A 
tree-based index structure is used to improve search 
efficiency, which is balance binary tree [5]. This 
paper is organized as follows. Section I contains 
Introduction of this paper. In Section II discussed 
Background. Section III introduced previous work 
done. Section IV explains existing methodologies. In 
Section V discussed existing framework and analysed 
it. Section VI presents the overview of the Secure 
Search using ACO (SS-ACO) model. Its outcome 
possible results are analysed in Section VII. Section 
VIII concludes this paper.FinallySection IX presents 
future scope. 

 
III. PREVIOUS WORK DONE 
 
Zhangjie Fu et al (2017) first considered the 
relationship between query keywords in searchable 
encryption designs. It designed the keyword weighted 
algorithm which is used to show importance of 
distinction of the keywords. The central keywords in 
which user are interested is easily localized using 
keyword weights. Central keyword semantic 
extension ranked (CKSER) [1] is based on keyword 
weight and multi-keyword ranked search. It also 
proposed two secure searchable encryption schemes 
for different privacy requirements. Zhirong Shen et al 
(2017) have proposed the framework which uses 
scheme Keyword Search With Access Control 
(KSAC) [2]. It utilized a hierarchical predicate 
encryption (HPE). It performed multi-field query 
search and enforced fine-grained access control. It 
supported search capability deviation as well as it 

achieves efficient access policy update and keyword 
updates without compromising data privacy. To 
provide more security it added noise in user query to 
hide user’s access privilege. Yinbin Miao et al (2017) 
proposed the feasible scheme called as Attribute-
Based Keyword Search Over Hierarchical Data to 
provide security in keyword searching over 
hierarchical cloud data. It designed search mechanism 
with multiple access levels using SE and CP-ABE 
techniques. It proposed two improved schemes i.e. 
ABKS-HD-Iused to support multi-keyword search 
and ABKS-HD-IIused for user revocation. It also 
solves the problem of access priorities over 
hierarchical data [3]. Zhihua Xia et al (2016) has 
proposed secure tree-based search scheme over 
encrypted cloud data. It also supports multi keyword 
ranked search as well as dynamic operations on 
document collection. The kNN algorithm ensures 
accurate relevant score calculation between query 
vector and encrypted cloud. It resisted statistical 
attacks to do so index vector contain phantom terms 
for blinding search results. With the help of special 
tree based index structure it achieves sub-linear 
search time and document flexibility [4]. Zhangjie Fu 
et al (2014) have introduced the problem of multi 
keyword ranked search with semantic search over 
encrypted cloud and then proposed the efficient and 
flexible search technology. Vector Space Model 
(VSM) is used which built document index. Each 
document is considered as a vector in which each 
dimension value is Term Frequency (TF) weight of 
its keyword. The vector contain same dimension with 
index and dimension value is Inverse Document 
Frequency (IDF) weight [5]. 

 
IV. EXISTING METHODOLOGIES 
 
A. Central Keyword Semantic Extension Ranked 
(CKSER): 
The proposed model [1] is consists of three different 
entities which are the data owner, the data user and 
the cloud server. The data owner contains the set of 
files and outsourced it to the cloud. The data user 
searches the files on cloud using keyword queries. 
The main steps of CKSER scheme are as follows. 

 
Fig. 1. The main steps of CKSER scheme 
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Two schemes are proposed i.e. CKSER_1 and CKSER_2. CKSER_1 works by generating key, then it built 
index. By computing the keyword weight query expansion is done. Then it generates the trapdoor. Now 
according to the generated index and trapdoor it searches for relevant files on cloud. CKSER_2 scheme is more 
secure than CKSER_1 because it protects index and query confidentiality by generating dummy keywords. 
 
B. Keyword Search With Access Control (KSAC): 
The proposed framework integrates multi field keyword search and with fine-grained access control. 

 
Fig. 2. The framework of KSAC 

 
The proposed design addressed the challenge to fully 
leverage the computation power of cloud server. It 
uses Hierarchical Predicate Encryption (HPE) [2] 
which realized the derivation of search capabilities. 
Based on this, the new scheme known as KSAC is 
proposed. It used to enhance protection of user access 
policy. It satisfies the goal i.e. data confidentiality 
and data privacy, efficiency, adaption to frequent 
access. 
 
C. Attribute-Based Keyword Search Over 
Hierarchical Data (ABKS-HD): 
Attribute-Based Keyword Search Over Hierarchical 
Data (ABKS-HD) [3] is proposed to achieve simple 
and fine –grained access control by leveraging two 
schemes CP-ABE and verifiable ABKS. The data 
owner encrypts the hierarchical cloud data with 
traditional symmetric encryption (SE) algorithm. 
Then it encrypts symmetric keys and indexes using 
CP-ABE techniques. When wants to retrieve shared 
data, a specific data user delivered an attribute set and 
a search token generated from his keyword to cloud 
server so that cloud server can locate relevant 
ciphertexts, the specific data user can only decrypt his 
authorized ciphertexts.It considered two security 
aspects i.e. CPAguarantees the confidentiality of 
record encryption key and another is CKA which is 
best in generic group model. 
 
D. Secure multi keyword ranked search scheme: 
The proposed model in secure multi keyword ranked 
search scheme [4] uses three entities for system 
model which are data owner, data user and cloud 
server. There are some design goals such as dynamic 
update on collection of documents, it is privacy 
preserving, index confidentiality and query 

confidentiality is maintained, it checks for trapdoor 
unlinkability and preserves keyword privacy. It first 
described unencrypted dynamic multi keyword 
ranked search scheme which is constructed using 
vector space model. Based on this, basic dynamic 
multi keyword ranked search (BDMRS) scheme is 
proposed using secure kNN algorithm. Its goal is to 
achieve privacy preservation in known ciphertext 
model. Then Greedy Depth-first Search (GDFS) 
algorithm is proposed using index tree. To avoid 
attacks on different threat models BDMRS and 
EDMRS schemes are used. It achieves sub-linear 
search time and document flexibility. 
 
E. Enhanced Term Frequency Inverse Document 
Frequency(E-TFIDF): 
To improve the accuracy of search result, the 
extracted search result not only contain keywords but 
also it synonym keywords. The input can be 
synonyms of predefined keywords. The set of 
keywords is extended using constructed synonym 
thesaurus. Ranking function is used in information 
retrieval. It is used to evaluate relevant scores of 
matching files to a requested query. Searchable index 
tree is created using balanced binary tree approach. 
Its goal is to improve search efficiency. This tree is 
created with the help of document index vectors. A 
text feature weighting method is proposed which adds 
a weighting factor to reflect the distinguishability of 
the keyword based on TFIDF method. To compute 
similarity of one document to the search query the 
cosine measure is used. Based on this an enhanced 
semantic feature extraction method E-TFIDF is 
proposed. E-TFIDF [5] algorithm is proposed to 
improve accuracy in search result which extracts 
most representative keywords. 
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V. ANALYSIS AND DISCUSSION 
 
Central keyword semantic extension ranked 
(CKSER) scheme [1] is secure in searching data files 
on cloud. By leveraging the keyword weights, it can 
accurately and efficiently locate the central keyword 
to be extended. It meets different privacy 
requirements and enables effective searches over 
encrypted data. But it does not support fuzzy 
keyword search. Keyword Search With Access 
Control (KSAC) [2] utilizes a cryptographic primitive 
known as hierarchical predicate encryption (HPE). It 
supports Fine-grained Access Control and Multi-
Field Keyword Search. Data Confidentiality and 
Index Privacy is preserved. It is efficient. It is easily 
adapted to Frequent Updates. Attribute-Based 
Keyword Search Over Hierarchical Data [3] supports 
Fine-grained search over hierarchical data. Less 
computational cost is required. ABKS-HD-I and 
ABKS-HD-II schemes supports multi-keyword 

search. Proposed Schemes are secure against CPA 
and CKA. But sometimes it cannot check correctly 
whether the trapdoor matches with the index. 
 
The proposed secure multi keyword ranked search 
scheme [4] is designed to provide not only multi-
keyword query and accurate result ranking but also 
dynamic update on document collections. The 
scheme aims to achieve sub-linear search efficiency 
by exploring a special tree-based index and an 
efficient search algorithm. But the proposed scheme 
is not effective for semantics based keyword search. 
The proposed scheme [5] can protect index 
confidentiality and query confidentiality. It supports 
similarity ranked search, secure multi-keywords 
search and semantic-based search. Searching is 
efficient and accurate. Semantics-based search 
approach can be more effective. But index tree 
construction time is more

. 
Keyword Search 

Approaches 
Advantages Disadvantages 

 
Central Keyword Semantic 
Extension Ranked 
(CKSER) 

By leveraging the keyword weights, 
it can accurately locate the central 
keyword to be extended. Reduces 
trapdoor generation time. 

It does not support fuzzy keyword 
search which can tolerate input errors. 
 

Keyword Search With 
Access Control (KSAC) 

It supports Fine-grained Access 
Control and Multi-Field Keyword 
Search. Data Confidentiality and 
Index Privacy is preserved. 

Computational cost is high. 
 

Attribute-Based Keyword 
Search Over Hierarchical 
Data (ABKS-HD) 

It supports Fine-grained search over 
hierarchical data. Less computational 
cost is required. It is secure against 
CPA and CKA. 

Sometimes it cannot check correctly 
whether the trapdoor matches with the 
index. 

Secure multi keyword 
ranked search scheme 

It provides not only multi-keyword 
query and accurate result ranking, 
but also dynamic update on 
document collections. 

It is not effective for semantics based 
keyword search. 
 

Enhanced Term Frequency 
Inverse Document 
Frequency (E-TFIDF) 

It supports similarity ranked search, 
secure multi-keywords search and 
semantic-based search. Query 
confidentiality is maintained. 

Index tree construction time is more. 

Table 1: Comparison between different keyword search approaches. 
 
VI. PROPOSED METHODOLOGY 
 
Secure Search using ACO (SS-ACO) 
Cloud computing is emerging as a promising pattern 
for data outsourcing and high-quality data services. 
As Cloud Computing becomes prevalent, more and 
more sensitive information are being outsourced to 
the cloud, such as emails, personal health records, 
company finance data, and government documents, 
etc. It is often necessary to encrypt the private data 
before transmitting the data to the cloud servers. The 
data encryption, however, would significantly lower 
the usability of data due to the difficulty of searching 

over the encrypted data. Simply encrypting the data 
may still cause other security concerns. To provide 
the security in information retrieval this paper 
proposed the novel model i.e. Secure Search using 
ACO (SS-ACO). 
The proposed model uses Ant Colony Optimization 
(ACO) for retrieving the information from cloud data. 
This paper uses the concept of ACO algorithms 
which involve simple agents (ants) that cooperate 
with one another to achieve an emergent, unified 
behaviour for the system as a whole, producing a 
robust system capable of finding high-quality 
solutions for problems with a large search space. An 
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ACO algorithm has the ability to perform a flexible, 
robust search for a good combination of terms 
(logical conditions) involving values of the predictor 
attributes. ACO algorithms are probabilistic 
techniques for solving computational problems that 
are based in finding as good as possible paths through 
graphs by imitating the ants’ search for food. The use 
of such techniques has been very successful for 
several problems. For security purpose it uses 
searchable encryption (SE). Searchable Encryption 
scheme is a cryptographic technique that allows 
search of specific information in an encrypted 
content. The proposed model have used searchable 
encryption techniques and trusted authority (TA). 

 
Fig. 3: Secure Search using ACO (SS-ACO) model 

 
The above diagram describes the working of 
proposed model. Proposed model consists of four 
entities i.e. the data user, Cloud Service Provider 
(CSP), Trusted Authority (TA) and Cloud Services. 
Trusted authority is responsible for generating the 
system parameters and secret keys. It is connected to 
data user and cloud services. Trusted authority will 
generate the keys according to the domain of user 
search query. Each domain contains different keys 
which are assigned and generated by trusted 
authorities only. So it can provide here a secure 
search. The keyword search will use the concept of 
ant colony optimization. Using ant colony 
optimization it will be simple and very efficient to 
retrieve data. Because ant colony optimization keeps 
the track of route which are used maximum number 
of time. So it reduces the searching time. Cloud 
service provider provides several services such as 
access to data storage and retrieval. The user will 
send query search request, which is encrypted, to 
cloud service provider. Cloud service provider will 
only be able to see the domain of query search 
request. At the other end on cloud services there will 
be mechanism will search information using secrete 
key assigned by trusted authority and query encrypted 
by user using searchable encryption. After searching 
the relevant information the result will be send back 
to user. The proposed model is efficient for searching 
user requested query and saves time. 
 
VII. OUTCOME AND POSSIBLE RESULT 
 
This paper proposed a novel model Secure Search 
using ACO (SS-ACO). This paper implements ACO 
algorithm which is probabilistic techniques for 

solving computational problems and finds paths 
through graphs by imitating the ants’ search for food. 
As a result, highest ranking paths to food have more 
pheromone and are more likely to be followed. It 
saves searching time. For security purpose it uses 
searchable encryption (SE). These searchable 
encryption schemes allow retrieval of encrypted data 
over the cloud thereby making data retrieval fast and 
efficient. Result demonstrates that this approach can 
find relevant document result with confidentiality. 
 
CONCLUSION 
 
This paper describes various schemes provided for 
keyword search and security while information 
retrieval such as central keyword semantic extension 
ranked (CKSER), Keyword Search With Access 
Control (KSAC), Attribute-Based Keyword Search 
Over Hierarchical Data (ABKS-HD), Greedy Depth 
First Search Algorithm and E-TFIDF. This 
paperproposed a novel model Secure Search using 
ACO (SS-ACO).An ACO algorithm has the ability to 
perform a flexible, robust search for a good 
combination of terms involving values of the 
predictor attributes.To provide security while 
searching documents this paper uses Searchable 
Encryption (SE). The proposed model saves time, 
reliable and secure against attacks. 
 
FUTURE SCOPE 
 
Further analysis and efforts required tofind solution 
to problem that symmetric SE schemes usually 
assume that all the data users aretrustworthy. The 
proposed model can be more privacy preserving. 
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