
International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-6, Issue-7, Jul.-2018, http://iraj.in 

Exploit Valuation of Energy-Useful Secure-Genetic Algorithm in Wireless Sensor Network 
 

25 

EXPLOIT VALUATION OF ENERGY-USEFUL SECURE-GENETIC 
ALGORITHM IN WIRELESS SENSOR NETWORK 

 
1NITIKA SINGHI, 2RAVI SINGH PIPPAL 

 
1Ph.D. Scholar, R.K.D.F. University, Bhopal 

2Professor, R.K.D.F. University, Bhopal 
E-mail: 1singhinitika@gmail.com, 2ravesinghpippal@gmail.com 

 
 
Abstract - Wireless sensor network is a network of tiny sensors deployed in an specific are which is prone to malicious 
activities. Some attacks such as blackhole attacks and sinkhole attacks are decreases the performance of the entire network. 
So, there is requirement of secure routing protocol that prevents the entire network from malicious activities. This paper 
aims to analyse the impact of such attacks in cluster based WSN and to design a secure and trustworthy network. Another 
issue related to the nature of sensor nodes is that the energy consumption among nodes increases gradually in such malicious 
scenario. Based on these problems, this paper attempts to design a new secure GAC that incorporates the basic concepts of 
reliable, cluster-based, and energy-efficient routing algorithms for wireless sensor networks. The proposed Secure-GAC 
algorithm is an optimal solution and meets the requirement of energy saving and security. Analysis and simulation results 
indicate that the Secure-GAC protocol can reduce energy consumption between sensor nodes and increase network 
performance during data transmission. In this experiment, the MATLAB simulator is used here to evaluate the performance 
of the proposed Secure-GAC algorithm and its comparative analysis of simulation results using an existing cluster protocol. 
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I. INTRODUCTION 
 
Wireless sensor network systems accommodates an 
oversized range of low-power sensor nodes and 
conjointly resource-limited devices [1]. These sensor 
nodes communicate wirelessly primarily via radio. 
The number of sensor nodes used to study a 
development may be within the hundreds or 
thousands, depending on the application. Therefore, a 
WSN are often both high and high density [2]. 
Wireless sensor networks are typically employed in 
massive geographical regions to gather information 
on environmental device nodes of interest and to 
produce information to users situated far from the 
geographical area [3]. 
It is a form of gathering of knowledge from sensor 
nodes and their wireless connections from remote 
areas or generally even hostile environments, 
depending on how the WSN is employed. The info 
collected by the sensor nodes may be environmental 
parameters like temperature, pressure, humidity, etc. 
o could also be an even image or video depending on 
the kind of application and also the type of sensory 
device put in within the nodes [4]. Environmental 
observation, smart home applications, health 
applications, wildlife observation, fireplace detection 
and signal systems, etc. [5]. 
Each node of a network encompasses a sensor 
material called sensors, a transceiver, a memory, a 
microcontroller, and a power supply. The energy 
needed to work a sensor node is extremely restricted 
owing to the utilization of batteries as an energy 
supply. After all, the battery runs out and therefore 
the node dies, which may result in a network failure. 
Therefore, energy is extremely necessary for the 
utilization of a sensor network. To attain the required 
results of the network, it's important to balance the 

energy consumption of the sensor nodes [6]. A 
technique to do this can be to search out a way to 
reliably route data packets from the nodes to the base. 
To this end, various sensor network routing protocols 
are projected and discovered, capable of conserving 
the energy consumed by the nodes and improving 
system performance [7].  
In wireless sensor network there are some 
applications, such as defense and government 
document applications, that requires security system 
to secure their confidential data. Their security 
should on priority as compared to other information 
in WSN. As it is well known that sensor nodes 
exchange these information among themselves to 
send data to base station. This communication is over 
susceptible channel which is prone to many active 
and passive attacks [8]. A wireless sensor network 
must undergo various active and passive attacks on 
its communication protocols and communication 
devices. Therefore, secure communication between 
sensor nodes is of utmost importance for the 
deployment and operation of a WSN. 
Despite the features of MANETs, these systems 
nevertheless face numerous adverse situations and 
constraints that need more research before the big 
commercial deployment of MANETs [8]. 
The most constraints that may have an effect on 
WSN are as follows: 

 Limited battery life 
 Quality of Service (QoS) 
 Reliability 
 Scalability 
 Security issues [9]. 

As it's quite hard to establish a comfortable 
communication by using key amongst mobile nodes 
in a MANET, a malicious mobile node can use a 
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counterfeit identity to make feigned agree with 
relations with different nodes, after which attack the 
MANET. 
Such nodes would possibly drop all the received 
packets that they need to forward throughout 
complete simulation [9]. A reliable routing protocol 
for Mobile ad hoc Networks (MANETs) maintains 
the strength intake as low as potential [8]. On the 
opposite hand, in MANET with mobile network 
integration, it is possible to evidence mobile nodes 
before any key exchange technique. so as to establish 
trusted MANET network, it's advantageous to think 
about cellular infrastructure thus as to enable a secure 
and trustable communication. 
The main objective of this paper is to design a secure 
routing protocol for a large wireless sensor network. 
The protocol should be energy efficient, scalable and 
robust against different attacks in the network 
system. 
 
II. DIFFICULTIES WITH SECURITY 
SCHEMES IN WSN 
 
Resource requirements (that is, processing, memory, 
memory, and communication bandwidth) are 
typically high for a node that participates in the 
security logs. There are several cryptographic 
schemes for WSN. The level of security provided by 
symmetric key cryptography techniques may not be 
very high as well as asymmetric key cryptography is 
not feasible for a WSN if we want to use economic 
sensor nodes in the system. The energy source for 
sensor nodes is an alkaline battery that can work 
between 3.2 and 2V. Therefore, battery life is another 
important concern. Taking all these limitations into 
account, it is necessary to design the most balanced 
security solution possible for a given situation. 
 
III. RELATED WORK 
 
As it has been discussed about security vulnerabilities 
in WSN. So, it is quite challenging task for WSN to 
design secure network architecture. A number of 
security schemes are proposed based on key 
management techniques to protect entire WSN with 
attacks. Before discussing several contribution in this 
field let us discuss first of all the different key based 
security schemes: 
Single master key : In such security technique single 
key i.e. master key is shared among all sensor nodes 
by which data can be transferred among them. Its 
advantage is that sensor nodes require very little 
memory to store these keys. But the security level of 
this system is quite low. Once an attacker 
successfully accesses the master key, the entire 
network is compromised. 
Full Pair Wise Key: With this security technique, 
each pair of nodes has a unique pair key to encrypt 
and decrypt data. Therefore, each node must store n-1 
keys in this situation and be distributed to the nodes 

before the data is transmitted over the network. 
Therefore, there should be n (n-1) / 2 keys across the 
network. This therefore increases the storage 
requirements. Another limitation is that periodic 
updating of pair keys for all nodes is required. 
Group Based Key Method: In such security 
technique, the whole sensor network is distributed in 
some groups or clusters or zones. Each cluster have 
specific key for its group member nodes for 
communication. 
Wood et al. [11] developed a family of secure and 
configurable routing protocols for wireless sensor 
networks. It can provide a resource-based security 
solution that is sufficiently powerful and powerful. 
Cao et al. [12] proposed a secure feedback-based 
routing protocol for wireless sensor networks that 
uses feedback from neighboring nodes to make the 
routing decision safe and energy efficient. 
Nasser et al. [13] proposed a safe and energy efficient 
multi-channel routing protocol for wireless sensor 
networks and, alternatively, uses multiple paths as a 
communication path between two nodes. Zhang et al. 
[14] proposed a new concept of wireless security 
network security based on an ID-based approach to 
protect group key management. This approach 
minimizes the key store request and the number of 
rekey input communication messages. 
Alrajeh et al. [15] proposed a secure routing protocol 
based on biologically inspired mechanisms. The 
proposed protocol recognizes two safe paths between 
a pair of nodes for data transmission. The protocol is 
based on an optimization technique for ant colonies. 
However, this protocol does not take into account the 
mobility of nodes in the sensor network. In [16], the 
authors are confronted with the problem of secure 
routing in large networks of mobile sensors and 
suggest a secure routing scheme. The proposed 
solution, however, requires a detailed analysis, which 
was carried out in this work. Duanet al. [17] proposed 
a secure routing framework based on the calculation 
of the confidence factor. The proposed scheme 
involves reliable nodes and reliable paths. Finally, the 
system uses the combination of trust metrics and 
service quality metrics (QoS) to decide on optimized 
routing. Furthermore, this protocol does not take into 
account the mobility of sensor nodes. 
 
IV. PROPOSED METHODOLOGY 
 
The proposed algorithm is performed in following 
stages: 
Stage I: Attack Analysis in Cluster based algorithm  
Stage II: Designing of new SECURE-GAC algorithm 
Stage III: Performance Evaluation of SECURE-GAC 
with some existing Cluster based protocols. 
4.1 Attack Analysis in Cluster based algorithm  
In this stage of two different attacks are analyzed 
which are discussed below: 
Black hole Attack 
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It is a type of DoS attack in which packets are 
dropped from the network and hence reduces the 
performance efficiency of the network. The malicious 
node enters into the network and pretends to be 
having the shortest path to the destination node in 
order to intercept the data packets. These nodes send 
the route request reply message to the sender having 
the shortest path to the destination node and sender 
node sends them the data packets [18,19]. Further the 
malicious node then ultimately drops the data packets 
instead of forwarding them to the destination node 
and decreases the performance of the network. 
In cluster based network the malicious node or black 
node attracts all the data traffic from its neighboring 
nodes by advertising that it has high residual energy 
and becomes the cluster head. Ultimately drops all 
the incoming packets from the neighbours. Figure 1 
depicts the black hole attack in the cluster based 
routing protocol for wireless sensor network. 
 

 
Figure 1: Black Hole Attack in Cluster based Protocol 

 
Sinkhole Attack 
Sink hole attack also behaves as the black hole attack 
with little deviation. In sinkhole attack the malicious 
node advertises to all the nodes that it has high 
residual energy and comes in the race of becoming 
the cluster head node [20]. Once malicious node 
becomes Cluster head node, it collects data packets 
and drops some selective packets instead of dropping 
all the packets. Figure 2 illustrates the sink hole 
attack in the cluster based routing protocol for 
wireless sensor network. 
 

 
Figure 2: Sink Hole Attack in Cluster based Protocol 

4.2 Secure Genetic Algorithm based 
Clustering 
Secure Genetic Algorithm based Clustering (Secure-
GAC) algorithm is designed in order to achieve the 
security over WSN [21,22]. 
If any Sensor Nodes sense data from the environment 
then it forward the data to its respective Cluster Head 
node. Further the Cluster Head node forwards the 
data to the base station. 
 

 
Figure 3: Cluster based Protocol 

 
The proposed secure-GAC algorithm is designed in 
following steps: 
1. WSN establishment with initial key 
2. Cluster formation 
3. Cluster head selection using genetic algorithm 
4. Distribution of secret key and public key by the 

base station. 
5. Data transmission of encrypted data packets 

using AES algorithm and RSA algorithm and 
sending of data to base station. 

6. Decryption of data packets at base station using 
private key. 

 
For the proposed algorithm 3 different types of keys 
are generated, they are: Initial Secret Key (ISK), 
Sensor Cluster (SCK) and Cluster Base Key (CBK). 
Each sensor node has an ISK (initially loaded into the 
memory of each sensor node) with its ID. First, each 
sensor node uses the ISK and the ID for 
authentication with the base station. 
 
The SCK key is used to communicate in a cluster 
between the cluster head and sensor nodes. SCK is 
generated by the base station with the cluster ID and 
sent to all cluster heads. This key is then distributed 
to all nodes using ISK. 
CBK is used to communicate between the cluster's 
root node and the base station [23]. 
 
WSN Establishment 
Each node send authentication request to base station. 
The request message contains ID encrypted with ISK 
Base station then decrypt ID using ISK of node If ID 
matched then authenticated and base station assigns 
SBK to each node. 
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Cluster Formation 
The distance function is used in proposed algorithm 
is the Euclidean distance. Suppose there are two 
nodes A and B in the network that the coordinates of 
point A is (x0, y0) and point B is (x1, y1) so the 
Euclidean distance is calculated as: 

푑 = (푥 − 푥 ) + (푦 − 푦 )  (i) 
 
Some functions are performed in cluster formation 
which are discussed below: 

 Selecting a random point to start a 
clustering. 

 Other nodes join the cluster according to 
equation (i). 

 When a node adds to the cluster, calculating 
the radius of the cluster according to the 
equation (ii). 

퐶푙푢푠푡푒푟 푟푎푑푖푢푠 =
푑

푁푢푚푏푒푟 표푓 푛표푑푒푠 (ii) 

 Compare the value with cluster radius 
threshold d, if the value is greater than the 
threshold don’t perform insertion and see 
the node as a new cluster. 

 
Cluster Head Selection 
In Secure-GAC algorithm genetic algorithm is used 
to associate cluster head which is shown in figure 4. 
 

 
Figure 4: Genetic Algorithm based Cluster Head Selection 

The cluster heads are selected according to the 
genetic algorithm (GA) as a dynamic method for 
finding optimal states. A genetic algorithm is 
classified as a global heuristic search algorithm in 
which an optimal solution is estimated by generating 
different individuals. This algorithm includes 
procedures such as fitness function. At this point, 
sensor nodes are organized from a genetic algorithm 
to a new cluster which is  illustrated in figure 5. 

 
Figure 5: Genetic Algorithm Flow Chart  

 
Algorithm for genetic algorithm based clustering 
Initialization: Initial population can be generated 
through the source Nodes. 
Calculate Fitness Function: The fitness function can 
be calculated as:  

퐹푖푡푛푒푠푠 퐹푢푛푐푡푖표푛 = 퐷 + 퐸  (iii) 
Where Dc is the cost of distance and Ec is the cost of 
energy. 

퐷 =
푑

푑 + 푑  

dsc = distance between sensor and cluster head node 
dcb = distance between cluster head node and base 
station node. 

퐸 =
퐸
퐸  
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Es = Each sensor node’s energy 
ETS = Total residual energy of nodes residing in a 
cluster. 
Selection: In each successive generation, a new 
population is created by selecting the members of the 
current generation based on their relevance. 
Crossover: To generate a new generation, the 
crossover process selects some people as parents 
from the collection selected by the selection process 
Data transmission using Hybrid Encryption using 
AES & RSA Algorithm 
In this phase first of all data packets are encrypted 
using SCK by sensor node send to the cluster head 
node. 
The AES algorithm is used in this stage of hybrid 
encryption algorithm which is illustrated below: 
// Data are assumed to be input data 
//Enc_data and Re_ Enc_data are assumed output 
ciphered data.  
// position [] is a 2-dimensional array 
// roundSeckey[] is an array containing the SCK for 
algorithm round. 
//RoundSecKey(), Sub_Bytes(), Shift_Rows(), and 
Mix_Columns() are functions representing the 
individual transformations.  
Cipher (Data, SCK, Enc_data, roundSeckey (N+1)) 
begin position [32] ; position = Data; 
{ 
Add RoundSecKey(position, roundSeckey[0]); 
for i = 1 to N-1 stepsize 1 
do Sub_Bytes(position); 
Shift_Rows (position); 
Mix_Columns (position); 
Add RoundSecKey (position, roundSeckey[i]); 
end for   
Sub_Bytes (position); 
Shift_Rows (position); 
Add RoundSecKey (position, roundSeckey[N]); 
Enc_data = position; 
end  
} 
In the second phase of this stage the encrypted data 
packets are re-encrypted using CBK by cluster head 
node and send to the base station. CBK is the public 
key used in RSA algorithm that is used in this phase. 
The RSA algorithm is used in second stage of hybrid 
encryption algorithm which is illustrated below: 
Generate CBK_PUK // Public key 
Generate CBK_PRK // Private key 
Select two prime numbers M and N such that M ≠ N 
and  determine σ= M*N 
Calculate ϕ= (M-1)(N-1) 
Find CBK_PUK and CBK_PRK such that 

CBK_PUK = CBK_PRK [mod ϕ] 
Where CBK_PRK = gcf [ϕ, CBK_PRK] =1  { 1< 
CBK_PRK < ϕ} 
Cipher (Enc_data, Re_Enc_data) 
begin { 
Re_Enc_data = Enc_data _  mod σ 
end 

} 
Decryption of Data Packets at Base Station 
After reception of data packets the base station 
decrypts the data using CBK_PRK and SCK 
respectively. 
Decipher (Re_Enc_data, Enc_data) 
begin { 
Enc_data = Re_Enc_data _  푚표푑 휎 
} 
end 
Decipher (Enc_data, Data, roundSeckey(N+1)) 
begin position [] ; position = Enc_data 
{ 
Inv.Add RoundSecKey(position, roundSeckey[N]); 
for i = 1 to N-1 stepsize 1 
do Inv_Shift_Row (position); 
Inv_Sub_Bytes (position); 
Inv_Mix_Column(position); 
end for   
Add RoundSecKey (position, roundSeckey[i]); 
Inv_Shift_Rows (position); 
Inv_Sub_Bytes (position); 
Inv Add RoundSecKey (position, roundSeckey[0]); 
Data = position; 
end 
} 
 
V. SIMULATION AND RESULT ANALYSIS 
 
The protocols was analyzed by using the radio model 
which is illustrated in figure 6.  

 
Figure 6: Radio Model 

 
In WSN, the radio energy dissipation model is a 
simple model of wireless energy consumption. The 
transmitter circuit dissipates the energy needed to 
operate the transmission electronics and power 
amplifiers. The receiver circuit dissipates energy to 
operate only the electronics of the receiver [22]. 
 
Depending on the distance between transmitter and 
receiver, multiple fade and free space channel 
patterns are used. The free space model (loss of 
power d2) is mainly used for communication in a 
cluster or when the threshold distance is less than d0, 
while the power loss model d4 is used for 
communication between clusters. The threshold 
distance is greater than or equal to d0. The radio 
energy consumed by the transmitter to transmit a 1bit 
message at a distance d is: 
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퐸 (퐼, 푑) = 퐸 (퐼) + 퐸 (퐼, 푑) 
= 퐼퐸 + 퐼퐸 푑 ,푑 < 푑  
= 퐼퐸 + 퐼퐸 4,푑 ≥ 푑  

(iv) 

 
And energy consumed by the receiver is: 
 

퐸 (퐼) = 퐸 (퐼) = 퐼퐸  (v) 
 
where Eelec = Per bit energy consumed to execute 
transmitter and receiver 
Efs  = amplifier energies for free space 
Eamp = amplifier energies for multipath models 
 
The threshold transmission distance may be chosen 
as follows: 

푑 =
퐸
퐸  (vi) 

  
According to proposed algorithm different stages 
results are analyzed as following: 

 
Parameter Name Values 

Network Area 100*100 

Number of nodes 100 

Packet Size 4000 bits 

Initial Energy, EO .5J 

Transmitter Energy, ETX 50nJ/bit 

Receiver Energy, ERX 50nJ/bit 
Amplification Energy for 

short distance, Efs 10pJ/bit/m2 

Amplification Energy for 
long distance, Emp 0.0013pJ/bit/m2 

Number of Rounds 25 
Table I: Simulation Parameters 

 
In this research work the MATLAB tool is used to 
simulate and verify the validity of SECURE-GAC 
protocol. For simulation environment we have 
assumed WSN consisted of 100 sensor nodes and 
nodes are randomly distributed in the 100*100m area 
as well as base station is located at the coordinates 
(50,50).   The simulation parameters are given below 
in table I. 
 
5.1 Attack Analysis in Cluster based Algorithm  
The result analysis is shown in figure 7 and 8 for the 
impact of blackhole attack and sinkhole attack. 
Figure 7 represents the residual energy in the network 
under blackhole and sinkhole attack. From figure it 
has been illustrated that the residual energy is more in 
not attack condition as compared to the blackhole 
attack and sinkhole attack. As compared to blackhole 
attack maximum energy is dissipated in sinkhole 
attack. 

 
 

Figure 7: Residual Energy Analysis in the Network 
 

 
 

Figure 8: Packet Delivery in the Network 
 
Figure 8 represents the packet delivery in the network 
under blackhole and sinkhole attack. From figure it 
has been illustrated that the packet delivery is more in 
not attack condition as compared to the blackhole 
attack and sinkhole attack. As compared to sinkhole 
attack maximum packets are dropped in blackhole 
attack. 
 
5.2 Performance Evaluation of SECURE-GAC 
with Some existing Cluster based Protocols 
The comparison of LEACH, LEACH-B and 
Multihop-LEACH and SECURE-GAC was done by 
using MATLAB simulation tool. The nodes are 
randomly distributed in the area of 100 x 100 m2. The 
base station is located at the centre point (50, 50) as 
blue colored circle and the cluster heads are 
represented as blue filled triangle and sensor nodes 
are represented by green triangle as shown in figure 
9. 
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Figure 9: Network Deployment 

 

 
Figure 10: Comparison of network lifetime of LEACH, 

LEACH-B, Multihop-LEACH and SECURE-GAC 
 

Figure 10 represents the residual energy in the 
network of LEACH, LEACH-B and Multihop-
LEACH and SECURE-GAC. From figure it has been 
illustrated that the residual energy is more in 
SECURE-GAC as compared to other clustering 
algorithm. 
 
CONCLUSION 
 
In this paper, a novel Secure-GAC algorithm is 
proposed for wireless sensor network. Following 
analysis are performed in this paper: 
1. Cluster based wireless sensor network increases 

the energy efficiency of the entire sensor 
network. 

2. Attacks in cluster based wireless sensor network 
reduces the performance of the network with 
respect to packet delivery as well as energy 
efficiency. 

3. The proposed Secure-GAC algorithm is based on 
encrypted data transmission concept. So, it 
creates a trustworthy scenario in the network. As 
well as genetic algorithm based clustering 
increases the performance of the network with 

respect to energy efficiency as compared to some 
existing clustering algorithms such as LEACH, 
LEACH-B and Multihop-LEACH protocol.   

Consequently, the Secure-GAC is based on energy 
efficient key management scheme, which is suitable 
for wireless sensor network system. 
In future enhancement other attacks would be 
analyzed on secure-GAC algorithm as well as 
detection scheme will also be implemented. 
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