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Abstract - With the recent evaluation in the field of smartphone industry, people are relying more on smartphone technology 
to carry out certain operations. Some of the operations involve interaction of personal or sensitive data with outer world that 
makes device vulnerable to the threat of malware. These threats vary from spyware that hacks sensitive information, such as 
location data, credit card information or contact data. With the ever increasing challenge of malware attacks, smartphone 
companies keep on updating their operating systems which is evidence of acceptance of the fact that user’s sensitive 
information can be compromised by any external attack. 
In this effort we evaluate overall security provided by iPhone Operating system over network, specially all the challenges 
conforted whenever there is any operation that is involving communication or interaction with network. Our analysis is to 
describe all the pitfalls and myths related to network security in iOS, to provide scalable security model for iPhone users and to 
establish basic standards operating procedure for usage of iPhone device over network. 
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I. INTRODUCTION 
 
iPhone Operating System is a mobile based OS 
developed by Apple Inc. It is designed to run different 
range of smart phone mobile devices created by same 
company. As one of the leading OS, it has large 
number of user base that perform various operations 
through different native or third party utility software. 
To protect the infrastructure of iPhone-networking 
from unauthorized access, malfunction, misuse, 
modification, destruction, or improper disclosure all 
the programs using network must be secure. In the 
present work, we discuss security mechanisms 
provided by iOS devices, ranging from features 
provided by iOS to secure hardware to maintaining 
security for third-party applications. Apple hand held 
device users save large amount of very value able 
private data that includes personal account 
information, logins credentials, location history, and 
much more. Due to the sensitive nature of this 
information and vulnerability associated with that data 
it is important that smartphone users understand the 
importance of making their devices and data secure. 
According to Edgar It was found from the study that 
both Android and iOS has loopholes when it comes to 
security and are prone to attack both from malwares 
and other threats. In addition, users have been found to 
be not aware of the security features and measures to 
defend their mobile phones to these threats [1]. 
Some challenges and open problems that need to be 
resolved are discussed in reference [2] in which a 
comprehensive dynamic analysis is provided for iOS 
applications. The study on the security of operating 
systems has been developed rapidly [3]-[11]. 
With the ever enhancement in types of cyber-attacks 
that are increasing in frequency, getting sophisticated 
by time, and becoming severe by every passing day, 
users are vulnerable of falling victim to any such 
attack. According to Juniper networks, in 2011 around 

155% increase of mobile malware was recorded across 
all platforms, in comparison with the previous year 
[12]. To avoid any such attack there are plenty of 
Security Applications available. We will understand 
working and effectiveness of these applications as 
well. 
In iPhone operating system, network security defines 
protocols and procedures that are in practice to guard 
data as it is transmitted over network, for example 
transport layer security, VPN capability and encrypted 
Wi-Fi. By adopting security controls like password 
with verification, pattern unlocking, remote wipe tools 
and passphrases, device access is prohibited from 
unauthorized access. All of the above mentioned 
security techniques adopted by iPhone operating 
system work in collaboration to ensure that 
smartphone devices are secured by various types of 
uses and from wide range of attacks. 
Carey Nachenberg carried out analysis on security 
features in smart phones and he found out that the 
security is prominent part of architecture in modern 
smartphone devices. Engineers have emphasized and 
attempted to embed security features directly into the 
operating system so that attacks from the outset can be 
avoided. Whereas the paper proposes, all these 
security provisions increase the standards, but still it is 
inadequate to secure the enterprise assets that 
frequently intrude into devices. Eventually resulting 
into more complex security picture, it is evident that 
mostly all of today’s smart phone devices are working 
in an ecosystem, however most of them are not 
governed by the enterprise—they cohere and integrate 
with third-party cloud services and server computers 
whose security bearing is likely to be unidentified and 
out of the bound of enterprise’s control [13]. 
The plan of this research paper is as follows. In section 
II we briefly discuss the types of attacks on iOS. This 
section contains protection provided by iOS. This 
section also contains network security threats still 
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faced by iOS. In section III we propose solutions 
followed by the references. 
 
II. NETWORK SECURITY IN 
IPHONEOPERATING SYSTEMS 
 
A. Types of Attack 
Some of the threats that can harm iPhone Operation 
system are: 
Snooping attacks are types of attacks in which 
unauthenticated external program sniffs your 
program’s data in transmission over network. 
Recently millions of Apple smartphone owners 
became vulnerable to the threat of snooping when a 
loophole was recognized into a famous third-party 
code library that was being used to establish secure 
HTTPS (HTTP over Secure Sockets Layer (SSL)/ 
Transport layer security (TLS)) connections. The flaw 
was identified in third-party open source library called 
AF Networking that's widely used by thousands of 
programs to interact with other application 
programming interfaces. Due to the bug in AF 
Networking library validation of digital certificates 
residing at the server was disabled when secure 
HTTPS connection was established. 
Spoofing and phishing are attacks in which false 
servers are created that pretense like legitimate 
servers. 
Tampering is type of attack in which data between 
user program and server is modified. 
In Session hijacking attack authentication tokens are 
misused to pretend as verified and valid users. 
Injection attack is a kind of attack in which specially 
manufactured data can manipulate client or server 
program to perform tasks other than the expected ones. 
This usually happens when the software 
programinteracts with script interpreter such as shell 
script or a relational database (DB) server for example 
SQL DB server. 
Buffer and numeric overflows are attacks in which 
specially designed data can cause a program to 
perform input output operations in sectors of its 
address space, which will ultimately tip to execution 
of random executable code that result in leakage of 
private information. 
Close-in Attack encompasses someone trying to get 
physically close to network modules, data and 
software or hardware systems for the purpose of 
understanding more about a network. Close-in attacks 
comprise of regular individuals achieving close 
physical presence to networks, software or hardware 
systems, or capabilities for the cause of changing, 
collecting, or revoking access to information or data. 
Close physical adjacency is obtained via undisclosed 
entry into the network. 
 
B. Protection provided by iOS 
The Transport Layer Security (TLS) protocol offers 
data encryption for the communication based on 
socket, in addition to the servers and clients 

authentication (if needed) to avoid spoofing. iOS also 
offers support for the SSL protocol. By default iOS 
uses TLS if both TLS and SSL are supported at the 
same time as TLS is the successor to SSL. 
Connecting securely to a URL via TLS is trivial. When 
NSURLRequest object is created to provide to the in it 
WithRequest:delegate: method, rather than https as the 
scheme of the universal rescore locator.The TLS is 
automatically used by connection without any 
additional configuration. The TLS can be used with an 
NSStream object by calling setProperty:forKey: on 
it.StateNSStreamSocketSecurityLevelKey as key 
parameter and 
NSStreamSocketSecurityLevelNegotiatedSSL as 
property parameter.One can use comparatively more 
specific protocol if there is a requirement to work 
around compatibility bugs e.g. 
NSStreamSocketSecurityLevelTLSv1. 
One should use NSStream for using sockets directly 
when one has to make secure connections. However, 
working with BSD sockets directly is a must than you 
must go through the SSL or TLS encryption and 
decryption. 
In iOS 5 and after that, Secure Transport API can be 
used in the security framework.This will help in 
handling SSL and TLS handshaking and decryption. 
An open source TLS or SSL implementation is 
provided in iOS and OS X separately for downloading. 
iOS provides Kerberos protocol and the Secure Shell 
(SSH) protocol for network security. 
Kerberos protocol is offeredthrough the Kerberos 
framework. Single sign-on authentication is supported 
by Kerberos protocol. For Kerberos authentication to 
work with an iOS device enterprise Kerberos 
environment must be configured on the relevant 
device. 
The Secure Shell (SSH) protocol is normally used to 
login to remote hosts by the use of Terminal app. 
 
C. Network Security threats still faced by iOS 
The security firm “Duo Security”revealed in their 
recent report that outdated devices of iOShas a great 
risk to the network. It can put the business at stake of a 
data crack or data corruptioneasily.The comparatively 
older devices run OS that are composed of 
vulnerabilities recovered in comparatively newer 
release, even a one cooperatediOS device that 
isattached to a network could be a reason of security 
breach. 
Duo Labs claims that half of the iPhones that are in use 
these daysare runningunder OS 8.3 or olderthat is a 
clear indication that they are not protected against 
vulnerabilities that are patched in iOS 8.4 andiOS 
8.4.1.Some examples of these known types are 
Quicksand and Ins0mnia.They allow apps to sniff 
important data and show secret credentials and 
sensitive network details stored in anvulnerableiOS 
directory.Moreover, the security firm records that 31% 
in all iPhones are still using iOS 8.2 or lower. This 
indicates that there are no patches installed for 160+ 
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vulnerabilities. To make the situation even worse, 
14% of all iPhones are running under iOS 7. 
Duo labs findings tell that about twenty million iPhone 
users are unable to receive updates of operating 
systemdue to the reason that they have older 
devices.Apple is no more supporting five years older 
hardware but few users are still usingthis older 
hardwarethatleads them to be exposed in alarge 
number of vulnerabilities. 
There are around twenty million iPhones that have 
hardware which is unable to receive updates for 
security of device. There are some iPhone 4 devices 
that are running 7.1.2 whereas there are more old 
devices running even older versions of iOS. [14] 
The following chart demonstrates user’s trend about 
importance of protecting their phones. We conducted 
this survey amongst wide range of people. 
 

 
 
III. PROPOSED SOLUTION 
 
Most of the programs are at high threat of attack by 
someone that provides abnormal or affected content. 
This risk of attack is possible if a program fetches data 
from untrusted servers, or if your program fetches 
untrusted data from reliable servers. All data that is 
drawn from the network should be carefully examined 
for the protection against such attacks. One should not 
process data if it appearsanomalous in any way. 
Device access is a decentinitial point for configuring 
security of iPad and iPhone iOS. To access 
devicesusers must create a unique and secret passcode. 
Device access is considered as gateway to the 
information that is stored in user’s devices and a 
unique, strong passcode can be helpful for the 
protection of user’s data if the device is lost or 
stolen.Additional suggestion for the enrichment of 
device access safety is by enabling Apple’s “Erase 
Data” setting.This feature removes all data from the 
device after tenattempts of incorrectpasscode. In 
iPhones and iPads, the passcode entry attempts are 
disabled for a short interval of time when number of 
incorrect entries has been made. This feature is 
introduced to make sure that it is not happening 
accidently. 
There are number of precautions that users can 
makefor the optimization ofiOS security which is 

beyond access control. Users are recommendedto 
periodically delete theiOS devices stored keyboard 
cache for the features like text autocorrect. If these 
keystrokes are not removedfrequently they can remain 
saved in the device for up to one year. It is also advised 
the camera location feature should be disabled because 
in past it there are some incidents in which photos 
having location tagging leaved the photo galleries 
vulnerable to snooping security attack. Management 
ofauthorizations is also an integral part to the security 
ofiPad and iPhone applications.Users are 
recommended tobe careful in reviewing permissions 
that are requested by any application before its 
installation. 
For the maintenance of security of iPhones and iPad 
some guidelines can be followedto face flaws in 
theiOS security vulnerabilities. Apple 
incorporationregularly updates Operating System and 
they also release firmware.We highly suggestto the 
users to keep their devices up to date by using most 
recent versions of software that is provided by Apple 
incorporation. If your app communicates potentially 
personal data to a server or from a server, makesure 
that the app authenticates the server to avid spoofing 
of device data. It is suggested to make sure that the 
server perfectly authenticates the customerso that it 
does not provide data to the unintended user. 
Makesure that the suitable encryption is applied in 
establishing connection. Be certain that you store data 
in the device when needed and provide the required 
and necessary information to perform operations.An 
example is to boost privacy ofconfidential information 
of user, you may save the databases of web server on 
variousservers, which is configured to consent SQL 
inquiries only from your web servers,by confining 
connectivity with Internet, and so we can say that to 
use appropriate privilege separation. The server 
provides two features when itconsents a connection 
that is encrypted with TLS or SSL, i.e. your server’ 
SSL certificate that begins with certificate of your 
server and that ends with a certificate which is signed 
by one of the reliable anchor certificates. That 
certificate is remembered by the operating system. So 
this way network connection is secured and only 
grants access to authorized users. 
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