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Abstract— Nowadays, hackers use different types of attacks for getting the valuable information. Many intrusion detection 
techniques, methods and algorithms help to detect these attacks. In this paper, a rule evolution approach using Surrogate model 
on Tree Adjoining Grammar Guided Genetic Programming (SuTAG3P) for generating new rules. A testing dataset proposed 
by DARPA is used to evaluate these new rules. The proof of concept implementation shows that a rule generated by SuTAG3P 
has a low false positive rate (FPR), a low false negative rate and a high true positive rate of detecting attacks. 
 
Index Terms— attack detection; intrusion detection system; tag3p, genetic programming, surrogate model.  
 
I. INTRODUCTION 
 
Nowadays, computer network systems play an 
increasingly important role in our society and 
economy. They have become the targets of a wide 
array of malicious attacks that invariably turn into 
actual intrusions. This is the reason computer security 
has become an essential concern for network 
administrators. Intrusion detection systems are 
designed to monitor a network or systems for 
malicious activities or policy [6][7][9][36] occurring 
in a computer system or network and analyse them for 
signs of possible incidents, which are violations or 
forthcoming threats of violation of computer security 
policies, acceptable utilized policies, or standard 
security practices. Intrusion incidents to computer 
systems are increasing because of the 
commercialization of the internet and local networks 
[37] and new automated hacking tools. Computer 
systems are turning out to be more and more 
susceptible to attack, due to its extended network 
connectivity. 
Intrusion detection has been extensively studied since 
the seminal report written by Anderson [1]. Normally, 
intrusion detection techniques are classified by 
detection approaches: misuse detection and anomaly 
detection. Signature-based or misuse detection 
techniques monitor packets and compare with 
pre-configured and pre-determined attack patterns, 
which can be described by specific patterns or 
sequences of events and data. On the other hand, 
statistical anomaly detection techniques model system 
or users' normal behaviors, and any deviation from the 
normal behaviors is considered as an intrusion. Misuse 
detection techniques have low false detection rates 
(FDR), but their major weakness is that novel or 
unknown attacks will go unnoticed until 
corresponding signatures are added to the database of 
the Intrusion Detection System (IDS). Anomaly 
detection techniques have the potential to detect 
unknown attacks, but quite often they tend to have 
high false detection rates because it is very difficult to 
discriminate between abnormal and intrusive 
behavior. 

In this paper we propose the rule evolution approach 
using Surrogate with Tree Adjoining Grammar 
Guided Genetic Programming (SuTAG3P) to detect 
novel attacks on network. Initial rules are selected 
from known attacks based on background knowledge 
in DARPA dataset [26]. These initial rules can be 
represented as derived trees in TAG3P, which will be 
evolved to generate new rules are used to detect novel 
or known attacks. To evolve and evaluate these new 
rules, we use the training and testing dataset proposed 
by DARPA [26], which includes almost all known 
network based attacks namely land, synflood, ping of 
death (pod), smurf ieardrop, back, Neptune, Ipsweep, 
portsweep and UDPstorni attacks. The proof of 
concept implementation shows that the TAG3P based 
approach can detect smurf and UDPstorm attacks, 
which are absent from the training dataset. 
The remainder of the paper is organized as follows. 
Section 2 presents an overview of related works. 
Section 3 provides background knowledge on Genetic 
Programming, Tree Adjoining Grammar Guided 
Genetic Programming and using Surrogate model on 
TAG3P. Section 4 introduces how to use SuTAG3P to 
generate new rules and discusses the experimental 
results. Finally, section 5 makes some concluding 
remarks.    
 
II. RELATED WORKS 
 
Laskov et al. [22] develop an experimental framework 
for comparative analysis of supervised (classification) 
and unsupervised learning (clustering) techniques for 
detecting malicious activities. They define two 
scenarios for evaluating the aforementioned learning 
algorithms from both categories. In the first scenario, 
they assume that training and test data come from the 
same unknown distribution. In the second scenario, 
they consider the case where the test data comes from 
new (i.e., unseen) attack patterns. The results of [22] 
show that the supervised algorithms in general show 
better classification accuracy on the data with known 
attacks. Among these algorithms, the decision tree 
algorithm has achieved the best results (95% true 
positive rate, 1% false-positive rate). However, if there 
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are unseen attacks in the test data, then the detection 
rate of supervised methods decreases significantly. 
Lee and Solfo [23] build a classifier to detect 
anomalies in networks using data mining techniques. 
They implement two general data mining algorithms 
that are essential in describing normal behavior of a 
program or user. They propose an agent-based 
architecture for intrusion detection systems, where the 
learning agents continuously compute and provide the 
updated detection models to the agents. 
Sommer and Paxson [34] study the imbalance between 
the extensive amount of research on ML-based 
intrusion detection and the lack of operational 
deployments of such systems. They 
identified challenges particular to network intrusion 
detection and provide a set of guidelines for fortifying 
future research on ML-based intrusion detection. 
Pham et al. [29] used Machne Learning techniques for 
web intrusion detection, their experiments compared 
some ML tecniques and showed that Logistic 
regression is the best result for web intrusion 
detection. 
Sinclair et al. [33] use genetic algorithms and decision 
trees to create rules for an intrusion detection expert 
system, which supports the analyst’s job in 
differentiating anomalous network activity from 
normal network traffic. In this work, GA is used to 
evolve simple rules for network traffic. Each rule is 
represented by a genome and the initial population of 
genomes is a set of random rules. Each genome is 
comprised of 29 genes: 8 for source IP, 8 for 
destination IP, 6 for source port, 6 for destination port, 
and 1 for protocol. 
Li [24] describes a few disadvantages of the algorithm 
proposed in [33] and defined a new technique for 
defining IDS rules. They argue that in order to detect 
intrusive behaviors for a local network, network 
connections should be used to define normal and 
abnormal behaviors. 
Mukkamala et al. [27] describe approaches to 
intrusion detection using neural networks and Support 
Vector Machines. Their goal is to discover patterns or 
features that describe user behavior to build classifiers 
for recognizing anomalies. 
Gomez and Dasgupta [5] show that with fuzzy logic, 
the false alarm rate in determining intrusive activities 
can be reduced. They define a set of fuzzy rules to 
define the normal and abnormal behavior in a 
computer network, and a fuzzy inference engine to 
determine intrusions. They use a genetic algorithm to 
generate fuzzy classifiers, which is a set of fuzzy rules 
in the form defined above. 
Hofmeyr and Forrest [11] proposed the first 
immune-inspired model applicable to various 
computer security problems, which is specialized to 
detect intrusions in local area networks based on 
TCP/IP. Kim et al. [17] provide an introduction and 
analysis of the key developments within the field of 
immune-inspired computer security as well as 
suggestions for future research. They summarize six 

immune features that are desirable for an effective 
IDS: distributed, multi-layered, self-organised, 
lightweight, diverse and disposable. Zamani et al. 
[38][39] describe an artificial immune algorithm for 
intrusion detection in distributed systems based on 
danger theory, an immunological model based on the 
idea that the immune system does not recognize 
between self and non-self, but rather between events 
that cause damage. 
Surrogate models can be used to support EAs in 
several ways. Most of research uses the surrogate 
model to evaluate individuals, and this information 
can also be used to preselect the most promising 
individuals that are then evaluated with the expensive 
fitness function [12]. That way, individuals classified 
as poor by the surrogate model can be quickly 
discarded, while the better individuals are fully 
evaluated to allow an accurate ranking. Furthermore, 
the full evaluations of these individuals are used to 
further refine the surrogate model particularly in the 
most promising areas. Others have proposed to 
alternate between generations that are evaluated with 
the surrogate model and generations that are evaluated 
using the expensive fitness function [12][31], to use 
surrogate models for supporting local search [25], or 
for pre-selection among individuals generated by a 
genetic operator  [3]. 
However, so far, successful use of surrogates to speed 
up EAs has been mostly restricted to fixed-length 
representations for which it was easy to define a 
distance metric. GP, on the other hand, usually uses a 
tree representation of variable length. Machine 
learning or statistical techniques cannot be used 
directly to work with such genotypes or phenotypes, 
which probably is the reason why, to the best of our 
knowledge, only recently work on using surrogate 
functions with GP has been reported [18]. As an 
alternative to their approach, we overcome the 
difficulties of applying surrogate models with GP by 
using an (approximate) phenotypic characterization of 
the individual, instead of working on a syntactic level. 
As it is a vector consisting of integer values, we can 
then apply standard techniques from the surrogate 
literature to estimate the fitness value of a GP 
individual without performing an expensive fitness 
evaluation. 
As indicated in [8], there is a positive correlation 
between diversity and performance achieved by GP 
for many problems, and consequently high diversity is 
considered beneficial. A typical approach to 
maintaining diversity is fitness sharing, it forces 
similar individuals to share their fitness values and 
thereby discourages the formation of clusters of very 
similar individuals. Recent research by Su Nguyen 
[28] aims at incorporating sampling semantics to form 
clusters sharing their fitnesses, the sampling semantics 
is in some respects similar to our phenotypic 
characterization. The amount of duplicates can be 
reduced to a large extent without additional 
simulations, however. Branke [2] used a simplified 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-6, Issue-5, May.-2018, http://iraj.in 

Intrusion Detection Using Surrogate Model on Tag3p 
 

47 

version of the phenotypic characterization to cheaply 
compute approximate phenotypic equivalence 
between trees and could demonstrate its usefulness to 
improve convergence speed and solution quality of 
standard GP. Here we further analyze this approach 
and extend it to create surrogate functions to improve 
the convergence of GP rewrite it. 
In the following section, we will propose a method for 
using surrogate model in TAG3P to evolve new 
intrusion detection rulers. 
Review Stage 
Submit your manuscript electronically for review.  
 
III. BACKGROUND 
 
A. Genetic Programming 
GP is an extension of the Genetic Algorithm (GA); 
which is an evolutionary computation (EC) method 
proposed by John H. Holland [13]. GP extends the GA 
to the domain of evolving complete computer 
programs [14]. Using the Darwinian concepts of 
natural selection and fitness proportional breeding, 
populations of programs are genetically bred to solve 
problems. In tune with the fitness proportional 
breeding paradigm of GP, a fitness function is required, 
the fitness function assigns a value to the performance 
of an individual in the environment (the problem we 
hope to solve). This value is then used to determine 
which individuals can breed to produce the members 
of the next generation. GP has two key advantages 
over GAs [21]. The first is the flexibility allowed in 
the representation (of individuals) [21]. The second is 
interpretability of the evolved programs; these can be 
easily analysed and decomposed in a meaningful way 
to understand how GP has learned to solve a problem 
[20]. 
B. Tree Adjoining Grammar Guided Genetic 
Programming 
1. Tree Adjoining Grammars 
Tree Adjoining Grammars (TAGs) are tree-rewriting 
systems, originally proposed for natural language 
processing [14], which give a standard algorithm for 
converting any Context Free Grammar (CFG) G into a 
(lexicalised) TAG Glex. Briefly, a TAG system 
consists of a set of elementary trees AI=E   (initial 
and auxiliary respectively, denoted by α and β). All 
nodes are labeled grammar symbols, interior labels 
being restricted to non-terminals. The frontier of an 
auxiliary tree must contain a 'foot node', with the same 
label as the root (signified by *). All other 
non-terminal symbols on the frontier of an elementary 
tree are available for substitution. 
An X-type tree has a root labeled X. TAG systems 
generate conventional CFG trees (the "derived" tree) 
from a derivation tree, encoding the history of 
substitutions and adjunctions generating the derived 
tree. Starting from a tree at the root, each branch 
records the address for adjunction or substitution, and 
the elementary tree used. 
Adjunction takes a tree γ with an interior label A, and 

an A-type auxiliary tree β, producing a new tree γ’ by 
disconnecting the sub-tree α1 rooted at A, attaching β 
to replace it, and finally re-attaching α1 to the foot 
node of β. 
TAGs have a number of advantages for GP: 
- Derivation trees in TAGs are more fine-grained 
structures than those of CFG. 
- They are compact (each elementary node encodes a 
number of CFG derivations). 
- They are closer to a semantic representation. 
- Derivation and derived trees provide a natural 
genotype-to-phenotype map. 
- In growing a derivation tree f, one can stop anytime 
and have a valid derived tree. 
We call the last property “feasibility”. Feasibility 
helps TAG3P (described in next subsection) control 
the exact size of its chromosomes, and also to 
implement a wide range of genetic operators. A 
number of them are bio-inspired [10]. 
2) Tree Adjoining Grammar Guided Genetic 
Programming 
 In TAG3P [31], the derivation tree in LTAG (Glex) 
was used as genotype structure (in which the 
substitution was used as an in-node operation, and so 
can be ignored in this paper). The phenotype is the 
derived tree of Glex, which is a derivation tree in the 
corresponding context-free grammar G. In [28], it was 
proven that, when solving typeless problems like GP, 
there is a one-to-one map between derivation trees in 
G and expression trees in GP. The mapping schema in 
our TAG-based representation, therefore, can be 
summarized in figure 1 as bellow. 

 
Figure 1. Example of an individual in TAG3P+ 

 
Other components of TAG3P are as follows [31]: 
Parameters: minimum size of genomes (MIN_SIZE), 
maximum size of genomes (MAX_SIZE), size of 
population (POP_SIZE), maximum number of 
generations (MAX_GEN) and probabilities for genetic 
operators. 
Initialization procedure: Each individual is generated 
by randomly growing a derivation tree in Glex to a size 
randomly chosen between MIN_SIZE and 
MAX_SIZE. Because of TAG feasibility, this always 
generates valid individuals of exact size. 
Fitness Evaluation: an individual derivation is first 
mapped to the derived CFG tree. The expression 
defined by the derived tree is then semantically 
evaluated as in grammar guided genetic programming 
(GGGP) [28], or translated further into the parse tree 
and then evaluated as in GP [13]. 
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Main Genetic operators: sub-tree crossover and 
sub-tree mutation [31]. 
3) Lexicalized TAGs 
Most current linguistic theories give lexical accounts 
of several phenomena that used to be considered 
purely syntactic. The information put in the lexicon is 
thereby increased both in amount and complexity: for 
example, lexical rules in GPSG [30], HPSG [4], 
Comhinatory Categoriai Grammars [35], Karttunen's 
version of Categorial Grammar [16]. 
We say that a grammar is “lexicalized” if it consists of:  
- a finite set of structures associated with each lexical 
item, which is intended to be the head of these 
structures; 
- an operation or operations for composing the 
structures.  The finite set of structures defines the 
domain of locality over which constraints are 
specified, and these are local with respect to their 
lexical heads. 
Context free grammars cannot be lexicalized in 
general be lexicalized. However TAGs are 'naturally' 
lexicalized because they use an extended domain of 
locality [32]. TAGs were first introduced by Joshi 
[15]. It is known that Tree Adjoining Languages 
(TALs) are mildly context sensitive. TALs properly 
contain context-free languages.  
A basic component of a TAG is a finite set of 
elementary trees, each of which defines domain of 
locality, and can be viewed as a minimal linguistic 
structure. The elementary structures are projections of 
lexical items which serve as heads. We recall that tree 
structures in TAGs correspond to linguistically 
minimal but complete structures: the complete 
argument structure in the case of a predicate, the 
maximal projection of a category in the case of an 
argument or an adjunct. If a structure has only one 
terminal, the terminal is the head of the structure; if 
there are several terminals, the choice of the head for a 
given structure is linguistically determined, e.g. by the 
principles of X theory if the structure is of X type. The 
head of NP is N, that of AP is A. S also has to be 
considered as the projection of a lexical head, usually 
V. As is obvious, the head must always be lexically 
present in all of the structures it produces. 
In the TAG lexicon each item is associated with a 
structure (or a set of structures), and that structure can 
be regarded as its category, linguistically speaking. 
Each lexical item has as many entries in the lexicon as 
it has possible category or argument structures. We 
will now give some examples of structures that appear 
in this lexicon. 

 
Figure 2. Some examples of initial trees 

For X S , X-type initial trees correspond to the 
maximal projection of the category X of the head. 
They are reduced to a pre-terminal node in the case of 
simple categories such as COMP or DET (trees 1, 2 
and 3) and are expanded into more complex structures 
in the case of categories taking arguments (tree 4). 
They correspond to the maximal projection of a 
category in the case of simple phrases and to trees 
which will be systematically substituted for one of the 
argument positions of one of the elementary structures. 
Trees 6-7 are examples of S-type initial trees: they are 
usually considered as projections of a verb and usually 
take nominal complements. The NP-type tree 'Mary' 
(tree 5), and the NP-type tree 'John' (similar to tree 5), 
for example, will be inserted by substitution in the tree 
6 corresponding to 'NP0 saw NP1' to produce 'John 
saw Mary'.  
4. Surrogate modeling on TAG3P 
In this part we will overview about surrogate modeling 
in TAG3P. The surrogate models will be described in 
the following: 
Step 1. Initialize random populations including rules P 
Step 2. Remove duplicate rules and replace them with 
additional random rules until our population consists 
of the required number of different rules. 
Step 3. Fully evaluate all candidate rules in P are 
subsequently, this is by far the most time-consuming 
step in the overall procedure. Once real fitness values 
are known, we check whether the optimization run 
should be terminated or continue with another 
iteration. If we decide to terminate, the best rule found 
so far is reported as the result of the optimization run. 
Step 4. Update our surrogate model to incorporate the 
new fitness values of all individuals in P. 
Step 5. Conventional GP operators [19] for selection, 
mutation, and crossover, which are used to produce a 
new, intermediate population Pimd taking into account 
all individuals in P and their fitness values. Tree 
mutation works by replacing a node of the tree by a 
new, randomly created subtree. Tree crossover takes 
two parent trees and produces two offspring trees by 
exchanging a randomly selected subtree between the 
two parents. 
Step 6. Remove individuals duplicates in Pimd, which 
are subsequently replaced with additional individuals 
generated from P in the same way as in step 5. At this 
stage we have a set of individuals which are produced 
with a very high probability distinct fitness values. 
Both P and Pimd contain the same number of 
individuals. As we want to use the surrogate model to 
select the most promising individuals later on, so we 
have to create more rules in this step, that is, |Pimd| = 
n|P| with  
Step 7. Determine the phenotypic characterization for 
all rules in Pimd following the procedure explained in 
the next section.  
Step 8. Approximate the fitness values for all 
individuals using the surrogate model. Computing the 
phenotypic characterization of a rule and evaluating 
the surrogate for it once is computationally far less 
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demanding than a full fitness evaluation. 
Step 9. Estimated fitnesses are used to select the most 
promising candidates to form a new population P for 
the next iteration. Step 3 starts a new iteration of the 
main optimization loop again, fully evaluating each 
individual in P using the expensive fitness function. 
 
IV. EXPERIMENTS AND RESULTS 
 
This section presents the experimental setting in this 
paper and the results of applying Surrogate model on 
TAG3P to generate new rules for IDS. 
C. Experimental settings   
In this paper, we propose an approach based on 
TAG3P with Surrogate model to detect known and 
unknown attacks on the network. In this method, we 
use the parse tree to represent the initial population as 
the rule. These rules are selected on the basis of 
knowledge of the attacks in DARPA dataset namely: 
name lyland, synflood, ping of death (pod), Smurf, 
Teardrop, Back, Neptunes, ip_sweep, sweep port, and 
UDP storm attacks. 
Individual solution in a population is represented as a 
derivation tree that we describe using a string data 
structure. For example, a tree can be represented as 
“AabAcdAceI”. A means “and” operator; a, b, c, d, 
and e correspond to the conditions in the rules; I is the 
consequence, which means intrusion. The redundant 
conditions in the rule will be deleted after the 
evolution, and thus, AabAcdAceI can be interpreted as 
“if a and b and c and d and e then intrusion”. The 
attribute values of a, b, c, d, e are selected from known 
attacks. The value of attributes will be represented in 
tabe 1. 

 
Table 1. Representation of attributes value 

 
New rules are generated in two phases. In the first step, 
temporary new rules are composed of new rules 
generated by four operators including mutation, 
reproduction, crossover, and dropping condition and 
additional rules directly generated from previous 

populations. Thus, the number of temporary new rules 
is doubled. In the second phase, some of the temporary 
new rules with the highest fitness scores after token 
competition are retained and passed to the next 
generation. 
To assess the feasibility and efficiency of GP for 
intrusion detection, we have selected an initial 
population of 30 rules that cover a series of 
network-based attacks. Table 2 shows some instances 
of the initial rules in our experiments. 

 
Table 2. Some of Init Rules 

 
Each generation, we calculate the fitness value for 
each rule based on the training dataset. After that, we 
pick out five individuals (rules) best fitness value into 
the next generation and then perform genetic 
manipulations for the remaining individuals in the 
population next. We noticed that five individuals 
selected in the previous generation will certainly 
continue to exist in the next generation, this would 
significantly reduce unnecessary calculations and 
increase the speed of algorithm. 
The rules in the initial population are evolved using 
mutation, crossover, and dropping condition 
operators. The rates of crossover, mutation, and 
dropping condition operations are respectively 0.9, 
0.01, and 0.001 for each rule. Table 3 shows the 
parameter settings on our experiments. Forty offspring 
rules are evolved from the previous forty parent rules. 
Based on token competition, combining offspring 
rules with parent rules generates temporary new rules. 
Some of the temporary new rules with highest fitness 
scores after token competition are selected as the new 
rules. 
D. Rules Evaluation 
Fitness functions ensure that the evolution is toward 
optimization by calculating the fitness value for each 
individual (rule) in the population. The fitness value 
evaluates the performance of each individual in the 
population. An evaluation (fitness) function based on 
the support-confidence framework is developed as the 
fitness function in our rule learning approach. Support 
measures the coverage of a rule, it is a ratio of the 
number of records covered by the rule to the total 
number of records. Confidence factor (cf) is the 
confidence of the consequent to be true under the 
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antecedents, and is just the same as the rule accuracy. 
It is the ratio of the number of records matching both 
the consequent and the antecedents to the number of 
records matching only the antecedents. For a rule “if A 
then B” and with a training set of N cases, we define: 

;
A and B A and B

support = and cf
N A

  

In the evaluation process, each rule is checked with 
every record in the training set. Three statistics are 
counted. antes_hit is the number of records matching 
the antecedents (the ‘if part), consq_hit is the number 
of records that match the consequent (the ‘then’ part), 
and both_hit is the number of records that match the 
whole rule (both the ‘if and the ‘then’ parts). 
The cf is the fraction both_hit/antes_hit. But a rule 
with a high confidence factor does not mean that it 
behaves significantly different from the average. 
Therefore we need to consider the average probability 
of consequent (prob). The value prob is equal to 
consq_hit/total, where total is the total number of 
records in the training set. This value measures the 
confidence for the consequent under no particular 
antecedent. 
A formula similar to the likelihood ratio is used to 
define the normalized confidence factor 
normalized_cf: 











prob
cfcf=normalized log_cf  

The log function measures the order of magnitude of 
the ratio cf/prob. The normalized value is a product of 
two factors: cf and log(cf/prob). A high value of 
normalized_cf requires simultaneously a high value on 
the rule confidence factor (cf) and a high value on the 
rule cf over the average probability (cf/prob). We 

define, 
A and B

cf
A

 , and 
B

prof
N

 ; If 

A and B B
A N

  then 1cf
prof

  and 

normalized_cf=0. The value cf monotonically 
increases with |A and B| and monotonically decreases 
with |A|. The value prob monotonically increases with 
|B| and thus normalized_cf monotonically decreases 
with |B|. 
Support is another measure that we need to consider. A 
rule can have a high accuracy but the rule may be 
formed by chance and based on a few training 
examples. This kind of rules does not have enough 
support. 
The value support is defined as both_hit/total. If 
support is below a user-defined minimum threshold 
(min_support), the confidence factor of the rule should 
not be considered. This can avoid the waste of effort to 
evolve those rules with a high confidence but cannot 
be generalized. 
Finally, We define our fitness function to be: 







otherwisesupport

ifsupport+cf=sraw_fitnes tmin_suppor >support

 
where, we set the min_support in our experiment as 
0.001 
In intrusion detection, four metrics are typically used 
in order to quantify the performance of the IDS for 
each rule: 
+) Detection rate (DR):  

)( FNRateTPRate
TPRateDR


  

+) True positive rate (TPRate): 

kTotalAttac
iontackDetectNumberofAtTPRate   

+) False positive rate (FPRate):  

TNFP
FPFPRate


  

 +) False negative rate (FNRate): fraction of 
intrusions incorrectly diagnosed (not detected) 

TPRateFNRate 1  
where, FP is number of false possitives and TN is 
number of true negatives. 
E. Results and Discussion 
Using the data generated as described above, we 
conducted 1000 runs of the IDS, each run differing 
only in the random seeds that are used for the initial 
population creation. Each run will create new rule that 
corresponds to the best fitness value.  The control 
parameters used during the running of the TAG3P are 
shown in Table 3 and were chosen due to work in [19]. 

 
Table 3. Parameter settings for TAG3P 

Parameter Settings 
Population size 200 
Function set AND 

Terminal set 
a, b, c, d…x, y, z… the 
parameter and condition in 
each rule 

Crossover 
probability 0.9 

Mutation 
Probability 0.01 

Tournament size 4 
Generations 51 

The evolution will not be terminated until we have 
executed 1,000 runs or the fitness value for each rule is 
bigger than or equal a threshold to get the best rule, the 
threshold is adjust  from 0.90 to 0.97. 
Detection of attacks involved in the test dataset, and 
not occurring in the training dataset, assesses the 
potential ability to detect novel attacks. To evaluation 
new rules, we use KDD’99 Datasets. We use four 
performance metrics to evaluate the new rules, namely 
DR, detection rate (DR), true positive rate (TPRate), 
false positive rate (FPRate), and false negative rate 
(FNR). A false positive occurs when a rule classifies 
normal traffic as intrusive. A false negative occurs 
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when a rule characterizes an intrusion as normal. For 
each rule, we calculate its DR, TPRate, FPRate, and 
FNRate independently. We find that every time we use 
SuGP to evolve the rules, the number of generated 
rules is different and thus its DR, TPRate, FPRate, and 
FNRate for each rule are also different. Therefore, to 
statistically evaluate the efficiency of our 
TAG3P-based approach, its DR, TPRate, FPRate, and 
FNRate are defined as the arithmetical average of the 
sum of all new rules’ rates.  
The rules in the initial population are evolved using 
mutation, crossover, and dropping condition 
operators. The rates of crossover and mutation 
operations are respectively 0.9, and 0.01 for each rule. 
Offspring rules are evolved from the previous parent 
rules. Based on token competition, combining 
offspring rules with parent rules generates new rules. 
We will choose 5 rules from population of new rules 
with highest fitness scores after token competition are 
selected as the new rules. 
New rules are generated in two phases. In the first step, 
new rules are composed of new rules generated by 
four operators including mutation, reproduction, 
crossover, and dropping condition and additional rules 
directly generated from previous populations. In the 
second phase, we choose five new rules with the 
highest fitness scores after token competition are 
retained and passed to the next generation. 
Since new rules are generated, we use them to detect 
intrusion on the KDD’99 datasets to show detection 
rate of each rule on datasets. We execute 100,000 run 
and with each run we will evaluate its DR, TPR, FPR, 
and FNR of each rule, after that we will calculate the 
average of all rules. We show that the average value of 
four performance metrics with two cases: 
Case 1: When we adjust the threshold value for fitness 
value increase to get the detection rate is 100%, the 
true positive rate is only 90.43%, the false positive rate 
is 9.57%  and the false negative rate is zero. 
Case 2: When we adjust the threshold value for fitness 
value decrease until the detection rate is 97.5%, we 
receive the true positive rate was only 99.2%, the false 
positive rate is 0.8%  and the false negative rate is 
0.5%.  

Table 4. Result of Detection 
Performance metrics Case 1 Case 2 
DR 100% 97.5% 
TPRate 90.43% 99.2% 
FPRate 9.57% 0.8% 
FNRate 0% 0.5% 

The result in table 4 shows that, when we adjust the 
threshold for fitness value of each rule will get the 
change of detection rates. The detection rate will high 
when threshold values is high, but true positive rate is 
decreased and the false positive rate is 
increases. Otherwise, when the threshold value 
adjustment decrease will reduce the detection rate, 
however, will increase the true positive rate and 
decrease the false positive rate. By reducing the 
detection rate has led pass some intrusion in dataset. 

 
V. CONCLUSION AND FUTURE WORK 
 
In this paper, we have presented and evaluated a 
Surrogate model on TAG3P-based approach for 
detecting known or novel attacks on a network. The 
proof of concept implementation shows that new rules 
generated by our approach have the potential 
capability to detect attacks. Experiments showed that 
when adjusting the threshold value for the fitness 
value of each new rule created will change the 
performance of intrusion detection with this 
rule. Therefore, we should adjust threshold value to 
make effect better. Besides choosing the number of 
new laws have the highest fitness scores will affect the 
speed of creating new laws as well as the effectiveness 
of the law in intrusion detection. In our experiments, 
we selected 5 of law has the highest fitness scores to 
take into the next generation. 
 
In the near future, we aim to apply self-adjust 
threshold value for the fitness value of each rule to find 
the best rule of each generation. We argue that when 
applying the self-adjust threshold value will enhance 
its performance significantly. In future research, we 
will conduct and examine this hypothesis. 
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