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Abstract -- An image is forged when used in particular context. An image improved for fun, to remove bad photo or to 
improve its appearance cannot be considered as forgery even though it has been altered from its original capture. An image 
created to target the recipient into believing that the 
image is real to achieve benefit and recognition is forgery.Here the emphasis is on passive methods for forgery detection. 
Blind or passive methods do not require any explicit former information about the image. A survey is made to identify the 
recent advancements being made in the field of digital image forgery detection. First various image forgery detection 
techniques are classified and then the existing blind forgery detection techniques are reviewed.This paper provides a detailed 
analysis of different approaches and the methodologies used to detect image forgery. It is observed that block-based features 
methods are robust to JPEG compression and the key point-based feature methods are robust to rotation and scaling. 
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I. INTRODUCTION 
 
Due to extensive use of digital images over internet 
they are considered as decisive source of informatioin 
various areas like investigation of criminal, forensic 
investigation, medical images etc. Due to the speedy 
development of image editing software modification 
on any image is a simple task. Development of 
techniques to detect image forgery is essential as 
forgery with skilled retouching cannot be perceived 
by human eye. 
Digital forgery detection methods are divided into 
active and passive (blind) approaches. 
Active Approach:- 
Active image forensic techniques embed security 
information such as digital signatures and watermarks 
within the image. In the case of doubt this embedded 
information can be later certified. These techniques 
need specialized hardware and software to access 
these signature and watermark.  
Passive Approach:- 
Passive image forensic techniques do not rely on such 
embedded security or prior features of an image. 
However, an image is investigated using the statistics 
of an image and any possible disperancy in it. Thus 
the  passive image forensic techniques have 
widespread applications and are able to detect in 
general.Passive techniques mainly contains Image 
Splicing, Image Retouching and Copy Move. Image 
splicing is the process of making a composite picture 
by cutting and joining two or more photographs. The 
spliced image may introduce a number of sharp 
transitions such as lines, edges and corners. Image 
Retouching refers to manipulation for photo 
restoration or enhancement (adjusting colours / 
contrast / white balance ,sharpness, noise, removing 
elements or visible flaws on skin or materials). 

 In Copy-Move forgery a part of the image is copied 
and pasted somewhere else in the image with the 
intent to obscure an important feature.Two main 
interest are commonly tackled by passive image 
forensics namely source identification and tampering 
detectionFig.1 shows an example of image forgery 
technique. Some blocks are replicated in Fig. 1(b).  
 

a) Original Image               b)  Tampered image 
 

Fig. 1Copy–move forgery[7] 
 

II. DIGITAL FORENSIC TECHNIQUES 
 
Digital forensic techniques can be grouped into six 
categories as 1) Source identification2) Device 
identification3) Device linking4) Processing history 
recovery5) Tamper detection6) Anomaly 
investigation.However, source identification 
[11],[12],[13] and tamper detection [14], [15], [16] 
are of greater public interest. Source identification 
refers to linking the digital image to its capturing 
device and identifying the make and model of that 
device. This is particularly useful for validating the 
real source of the image. Tampering detection is 
useful as in daily life all are dealing with images 
which are manipulated.Image tampering for passive 
image forensic techniques can be classified into the 
following categories: 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 
Volume-6, Issue-3, Mar.-2018, http://iraj.in 

Survey of Methods used for Investigating Quantization Artefacts for Tampering Localization in Compressed Images 
 

2 

1) Pixel Based: To analyze pixel level by using 
statistical means [6], [14],[16].Pixel based methods 
analyze the image at pixel level and can be further 
divided into two main categories: feature extraction 
methods and statistical methods. Feature extraction 
methods use feature descriptors to extract features 
from the whole image or from image blocks[13] 
2) Camera Based: To evaluate imperfections in an 
image by using artefacts caused by the camera lens, 
sensor or on-chip post-processing [15], [16], [20]. 
3) Physical Based: Here, investigation is carried out 
based on  relationship between physical objects, light 
and the camera by using physical theories [20]. 
4) Geometric Based: The locations of the objects are 
explored in the world relative to the camera by using 
the geometry [11]. 
5) Image Format Based: To scrutinize statistical 
correlations caused by compression schemes by using 
statistical methods[16]. 
 
III. FORGERY DETECTION METHODS 
 
Figure 2 describes the flowchart of forgery detection 
technique. The image is taken as an input and divided 
into equal number of blocks. Various feature 
extraction techniques are applied on the image blocks 
for extcation of features. Every fetaure extraction 
method works in diffenet manner for extracting 
primary and secondary features. After feature 
extraction, similar matching regions are identified 
which is called lexicographical sorting. When the 
matching regions are found, it becomes easy to locate 
the region for manipulation or forgery. Finally, the 
region where the forgery has been take place is 
identified and detected.  
 
3.1  Dividing the image into overlapping blocks 
One preliminary idea to detect copy-move forgery is 
breaking an image spatially into blocks of size n × n 
and comparing the blocks for matches. The block size 
taken should be smaller than the minimum size of 
assumed tampering. If a part of image is copied and 
pasted at a different position into the same image 
from which it has been derived,it is likely that the 
forgery introduces correlations between the segment 
copied and the pasted one. This kind of correlation 
can be detected by extensive search for similar 
segments or pixelblocks in the whole image.[19] 
 
3.2  Feature Extraction Methods 
Various feature extraction methods have been used 
for extracting the features. Here, few basic methods 
are reviewed. 

 
PCA (Principle Component Analysis)[3] : Principle 
Component Analysis (PCA) is used for 
dimensionality reduction. It reduces number of 
features. It creates new significant portion of 
information by finding average of pixel values. It 
then finds average difference which is subtracted 

from the original one. This method  suffers from 
memory complexity. 
 

 
 

Fig. 2 Flowchart of Forgery Detection 
 

DCT (Discrete Cosine Transform)[7] : Discrete 
Cosine Transform(DCT) extracts low level features 
and useful for content retrieval.It represent the 
features of overlapping blocks. DCT  is  applied  to  
each  block  to  represent  its features  and  then  
truncating  it  yields  a  reduced  dimension 
representation of the features. 
DWT(Discrete Wavelet Transform)[7] : Discrete 
Wavelet Transform(DWT) separates high frequency 
components from low frequency components of an 
image. The image is decomposed into LL1 and HH1 
subbands. Then both the subbands are divided into 
overlapping blocks and similarity between the blocks 
is calculated. 
FMT (Fourier Melien Transform)[7] : Fourier 
Melien Transform(FMT) extracts features from each 
block. It recovers all rigid transformation parameters 
i.e. translation, scaling, rotation etc.The image is  
segmented into a few small sub-images and then 
fourier transform of the image’s sub-blocks is 
computed. This confirms theat the change is 
translation invariant. Resampling is then done in and 
desired similar features are identified.  
SVD (Singular Value Decomposition)[9] : Singular 
Value Decomposition(SVD) reduces features in such 
a way that it focuses on main parameters instead of 
sub parameters. The correlation is used as a similarity 
criterion between the copied as well as pasted 
regions. It extracts a feature vector having unique 
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singular values for every image sub-block. By 
utilizing these feature vectors, the blocks are 
discovered which are matching by converting every 
block feature vector into the k-d tree. It is less 
complex than other methods. 
SIFT (Scale Invariant Feature Extraction)[9] : 
Scale Invariant Feature Extraction(SIFT) finds the 
duplicate region. It is used to identify location and 
scales of key points using scale detection. It rejects 
low contrast points. The process of matching was 
implemented for each key point by recognizing its 
closest neighbor. The threshold value is used which is 
the proportion of nearest neighbors to second nearest 
neighbors. 
SURF (Speed Up Robust Features)[9] : Speed Up 
Robust Features (SURF) is mainly used to create 
stack of same resolution region. It detects the features 
by Hessian matrix which is famous for accuracy.The 
dominant orientation is detetcted and then the 
orientation of the respective descriptor is depcited. By 
taking out square regions around types of interest 
pointsSURF descriptors are created which are aligned 
correctly towards dominant orientation. The SURF 
descriptors are then utilized for the matching purpose. 
 
Principle Component Analysis was applied on small 
but fixed size image by A. C. Popescu [2] to find a 
reduced dimension discrete cosine transform (DCT) 
block representation. Matrix was constructed by 
vectoring each block. A new linear basis was 
obtained by finding the eigenvectors of the 
covariance matrix. Duplicate regions are detected by 
sorting the blocks in lexicographical manner.  This 
method was strong to compression up to JPEG 
quality level 50.Fridrich[3]suggested copy move 
forgery detection in which the image was divided into 
various overlapping blocks and then features were 
extracted from these blocks by using DCT [3]. Then 
to find the similar region the blocks were sorted in 
lexicographical manner.An approach which is based 
on the pixel-matching idea for locating the copy-
move regions was proposed by Jing Zhang [4]. DWT  
was applied to the image to find the reduced 
dimension representation. Then the computation of 
phase relation can be done to estimate the spatial 
offset in between the copied and the pasted region. 
For locating copy-move region pixel matching is 
done. In last phase for removing the isolated points to 
improve the location mathematical morphological 
operations are used.The computational complexity 
has been lowered down and it works well to various 
types of Copy-Move processing by this technique.For 
reducing the time complexity G. Li [5] proposed a 
method using DWT. By applying DWT, the image 
was decomposed into four sub-bands and then 

singular value decomposition (SVD) was then applied 
on those blocks which are having low-frequency 
component in wavelet sub-band to produce the 
reduced dimension representation. The sorting of 
matrix of SV vectors is then carried out in 
lexicographical manner to detect duplicate region.The 
method based on the pixel block characteristics was 
suggested by Luo[6]. First the image was divided into 
small equal overlapped blocks and then block 
characteristics were measured from each block. The 
duplicate region was detected by comparing the 
similarity of block. A method presented by H. Huang 
[7] to detect the duplicated region is based on local 
image statistical features which is called as Scale 
Invariant Features Transform(SIFT). SIFT descriptors 
of an image are invariant to changes in illumination, 
rotation, scaling etc. First the SIFT descriptors of the 
image is extracted and descriptors are then matched 
between each other to seek for any possible forgery in 
images. Even though this method enables to detect 
duplication, this scheme still have a limitation on 
detection performance since it is only possible to 
extract the key points from peculiar points of the 
image.B. L. Shivakumar [8] uses Harris Interest Point 
detector to detect the corners along with SIFT 
descriptors to detect copy - move forgery. KD-
Tree[8]is then used for matching the features. This 
method was not robust to rotation and noise. A 
method presented by G. Muhammad et al. [9] uses 
wavelet transform. It is more suitable as it is shifting 
invariant. DCT is used for extracting the features and 
after that calculation ofEuclidian distance is done for 
the purpose of block matching so that copy-move 
region is located. This method is strong to rotation. 
 
3.3  Lexicographically Sorting 
In order to reduce computational complexity and 
better matching of pixel blocks, two dimensional 
array sorting i.e. Lexicographical sorting can be used 
. It reduces  the search duration by sorting the array in 
lexicographical order and searching is done from top 
to bottom of the array for consecutive identical 
rows.Sorting of a matrix not only involves sorting the 
elements ofrows in descending order but also sorting 
of row elements in accordance with the columns ofthe 
matrix[20]. 
 
3.4   Location of forged region 
The forged regions can be detected by applying the 
above described feature extraction techniques. 
Thereby dividing the image into equal number of 
blocks and then comparing the various features the 
forged region can be detected. 
The following table gives the comparision of methods 
that are used in image forgery. 
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Sr 
No 

Reference Techniqe 
used 

Type of 
Tampering 
detection 

Supported 
Image 
Formats  

Accuracy  Dataset Remarks 

 
1 

Fridrich, A. 
Jessica, B. 
David 
Soukal, and 
A. Jan 
Lukas[3] 

PCA[3] Exact copy-
move region 
is detected 
automatically 

JPEG 82% MANIP[21] Time 
complexity 
is high 

 
 
 
2 

 
 
Huang, 
Hailing, 
Weiqiang 
Guo and Yu 
Zhang[7] 

DCT[7] Copy-move 
region is 
detected 

JPEG,PNG 76% COVERAGE[21] Will not 
work in 
noisy 
image 

DWT[7] Exact copy-
move region 
is detected 

BMP  78% Columbia 
Spliced[23] 

Works well 
in noisy 
and 
compressed 

FMT[7] Forged region 
is detected 
accurately 
 

JPEG, 
BMP, TIFF 

82% CASIA Version 
2[22] 

Works well 
for copy –
move 

 
 
 
3 

 
 
Muhammad, 
Ghulam, 
Muhammad 
Hussain, 
and George 
Bebis[9] 

SVD[9] Efficiently 
detects forged 
region 

JPEG, 
BMP, TIFF 

87%  
CASIA Version 
2 

Time 
complexity 
is less  

SIFT[9] Copy move 
region is 
detected 

JPEG, 
BMP, TIFF 

82% CASIA Version 
1 & 2[22] 

Less 
efficient 

SURF[9] Copy- move 
region is 
detected 
 

JPEG, 
BMP, TIFF 

88% CASIA Version 
2[22] 

Works well 
in noisy 
and 
compressed 
image 

 
Table1 : Comparision of Feature Extraction Methods 

 
CONCLUSION 
 
This paper addresses digital image forensics which is 
a rapidly growing research field. Here, various 
existing  image forgery and blind methods for image 
tamper detection are reviewed. Passive or blind 
techniques and methodologies for validating the 
integrity and authenticity of digital images is one of 
the rapidly growing areas of research. Passive 
methods require no extra prior knowledge of the 
image content or any embedded watermarks or 
signature.Different image forgery detection 
techniques are classified and then generalized 
structure of image forgery detection is presented in 
this paper. It has been observed that SIFT, DCT and 
DWT techniques can be used for tamper localization. 
Inspite of using single technique it will be benificial 
to use techniques in combined manner. DCT gives 
best result as it identifies the duplicate region. DWT 
can be used with DCT as the time complexity of DCT 
is high. DWT finds the reduced dimension 
representation. SIFT also works well as the 
descriptors are matched between each other to find 
the possible forgery in images. These methods 

together can give better results in simple as well as 
noisy image 
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