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Abstract— this paper proposes a Reprogramming Architecture for Wireless Sensor Network using B-MAC to provide more 
energy efficient & robust code dissemination protocol for multihop environment. Recent research in wireless sensor network 
has highlighted the importance of supporting the capability for remote reprogramming of sensor nodes via wireless network. 
Ease of programming has long been recognized as a major hurdle to the adoption of WSN technology. In response to this 
need, several platform dependent programming solutions have been hitherto developed. A well-established characterization 
of the available approaches is, however, largely missing. As a result, researchers are unable to orient themselves in this 
diverse field, and developers struggle in identifying the solutions most appropriate to their application requirements. In this 
research work, the various key issues for designing and implementing adaptive reprogramming for multihop code generation 
in WSN has been considered. One of the most important challenges of ad hoc & sensor networks i.e. efficient and distributed 
control of the channel occur at the MAC layer has motivated to focus the research more on the MAC layer. 
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I. INTRODUCTION 
 
Network reprogramming support the capability for 
remote reprogramming of sensor nodes via wireless 
network. It allows for over-the-air software updates in 
sensor networks, enables sensor nodes to self-
reprogram so that they can adapt to changing tasks 
and evolving environments. Network reprogramming 
provides a convenient tool for iterating the design of 
software in a WSN deployment to accommodate 
unanticipated requirements or new features that will 
be needed as experience is gathered in a particular 
WSN deployment. Dynamic reprogramming of 
sensor applications and sensor operating systems is 
emerging as a critical function required in wireless 
sensor networks. This ability to remotely patch or 
upgrade software in deployed sensor nodes via the 
wireless network is complicated by the increasing 
trend towards heterogeneity in WSN hardware 
platforms, sensor operating systems and role-based 
differentiation, e.g. between aggregators and leaf 
sensor nodes.  Network Reprogramming is also 
helpful to patch errors in the software after 
deployment, e.g. 
 
A bug is found in the deployed sensor operating 
system (OS) or a logical error is found in the WSN 
routing that results in undesirable looping. 
Reprogramming via the wireless network enables 
new capabilities to be added to the locally executing 
binary image after the network is deployed, e.g. a 
new application, an improved driver for calibrating an 
on-board sensor, a more robust routing algorithm, a 
more energy-efficient MAC layer implementation, or 
a more accurate time synchronization algorithm etc. 

Currently WSNs are still in the state of active 
development. In the process of WSN revolution, new 
operating systems and new applications with an 
efficient and reliable reprogramming service to 
facilitate management and maintenance tasks are 
required. Most of the current network reprogramming 
protocols focuses on propagating the same code 
image to a network of homogeneous sensor nodes. 
Naive approaches to adapt such protocols for 
heterogeneity are largely inefficient. The modern 
techniques in various reprogramming architectures 
for WSNs have been examined in terms of 
Reprogramming Architecture, Code dissemination 
/Code acquisition, Encoding/Decoding, Single-
hop/Multihop reprogramming, MAC protocol, 
Hierarchy, Pipelining, Scope Selection Support and 
Idle listening to adaptive sleeping etc. 
 
 Paper organization: In Section 2, we identify the 
requirements of the reprogramming problem, key 
issues for designing and implementing adaptive 
reprogramming & Research Summery. Related work 
review in Section 3, we present comparative analysis 
in Section 4 & design approach of proposed protocol 
in Section 5. Discussion and conclusion in section 6. 
 
II. RESEARCH BACKGROUND 
 
Code dissemination is usually used by system 
administrators for updating programs on sensor 
nodes, fixing bugs, changing network functionality, 
tuning module parameters, and replacing program 
modules. Straightforward protocol of code 
disseminating in WSNs is classic flooding. In 
general, network programming is processed in three 
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steps: (1) Encoding, (2) Dissemination and (3) 
Decoding. In the first step, a host program reads the 
application program code and prepares code packets 
to send. In the second step, the host program sends 
the code packets to sensor nodes.  
In the last step, the sensor nodes rebuild the program 
code. A simple way to update code in a sensor node is 
to send the entire new code image to the sensor node. 
In simplest form, a reprogramming system reads the 
new program image, encodes it into data packets, and 
sends packets out through radio. A receiver decodes 
these packets and rebuilds the program image. 
Improved encoding/decoding can be used to reduce 
the size of updates and traffic loads in a WSN. It can 
also add security to data transmission.  
 The planning for proposed reprogramming 
architecture design approach is to support Multihop, 
Selective, Cluster based N/W with Difference based 
method for image code & B-MAC protocol to 
provide efficient Adaptive Reprogramming & to 
optimize Multihop WSN. 
 Single-hop disseminates codes only within the radio 
communication range of a base station. Multihop 
code dissemination protocols are epidemic in nature, 
and need to address important issues such as 
efficiency and scalability. In recent years, the focus of 
the sensor network reprogramming has shifted from 
single hop reprogramming to multi-hop 
reprogramming (all nodes in the multi-hop network 
are reprogrammed) because of various reasons. First 
and perhaps the biggest advantage is that from a 
user’s point of view, it is tedious to perform many 
rounds of single hop reprogramming to completely 
reprogram the multi-hop network. A number of 
methods have been proposed in literatures to address 
the issue of reprogramming WSNs by code 
dissemination protocols. These methods can be 
categorized into two groups, entire code image based 
and difference based. Entire code delivery provides 
the basic reprogramming functionality, while 
difference-based approach can be used to send 
differences between versions. The latter only needs to 
send binary differences to sensor nodes, and thus is 
more energy-efficient and rapid. Since CSMA MAC 
is in the TinyOS release, most reprogramming 
systems use CSMA. However, TDMA demands 
careful scheduling of time slots, and its 
implementation on a sensor platform is much more 
complex than CSMA. TDMA is not currently 
available for most sensor platforms. The proposed 
architecture B-MAC has been planned to improve the 
performance of N/W. In sensor networks energy is 
often more critical than throughput. The radio 
component should be turned off as much as possible 
as energy management considerations have a big 
impact on MAC protocols. For reprogramming, idle 
listening is a major source of energy waste, and 
hence, must be reduced. Adaptive sleeping scheme is 
to put a node into the sleep state when its neighbors 
are transmitting its unneeded data, and thus is more 

energy efficient. It costs about as much energy as 
transmitting. The major problem of idle listening is it 
consumes significant energy. B-MAC protocol that 
try to balance throughput and energy consumption.  
 
III. RELATED WORK 
 
This section gives brief summary of the impact of 
several design factors to investigate efficiency and 
performance of Reprogramming Architectures .We 
have surveyed the current state-of-the-art in various 
Reprogramming Architectures for Wireless Sensor 
Network (WSN) in detail, a major design concerns 
for a WSN reprogramming architecture reviewed 
popular and new reprogramming  architectures for 
WSN.  
 
A. XNP provides a simple way to update code in a 
sensor node by sending the entire new code image to 
the sensor node. It broadcast a new program code to 
multiple sensor nodes within bidirectional 
communication range of base station. The main 
disadvantage of XNP is that it can disseminate codes 
only within the radio communication range   of a base 
station & cannot support multihop reprogramming. 
XNP is not optimized for energy, the jumbo blocks to 
be transmitted via radio and the vast memory 
read/write consumes too much energy.  
 
B.  MNP is sender selection code dissemination 
protocol, uses pipelining. It uses a ripple-like 
propagation mechanism to propagate the new image 
to the entire network. At each ripple, a subset of 
nodes is the source nodes and all the other neighbor 
nodes are receivers. The main advantage of MNP is 
that it reduces the energy consumption, & the hidden 
terminal problem. A radio does not have to be on all 
the time, when a node becomes a sender, all the other 
potential sender nodes switch into sleep mode for a 
predetermined time. The main drawback of MNP is 
that it incurs additional communication overhead to 
choose the sender.  
 
C. MOAP supports multi-hop code dissemination; 
uses NACK based transmission, broadcast and uncast 
mechanisms. It uses a sliding window to manage the 
segments that are required for efficient retransmission 
.It achieves a significant reduction in transmitted 
traffic as opposed to flooding, ranging from 60 to 
90%. MOAP was designed to be energy and memory 
efficient, at the expense of increased latency. It 
divides a program image into packets, and these 
packets are distributed through the network & use a 
ripple mechanism to distribute code through the 
network. The main disadvantage of MOAP is that if a 
node does not receive the entire image it cannot 
disseminate further. MOAP and MNP require the 
entire image to be reliably received before the next 
ripple can begin. 
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D. Trickle mechanism is much more energy-
efficient. XNP is not optimized for energy, the jumbo 
blocks to be transmitted via radio and the vast 
memory read/write consumes too much energy. The 
mechanism in Trickle effectively reduces the overall 
size of code capsules, and also reduces external 
storage operation. It uses a “polite gossip” policy, 
where motes periodically broadcast a code summary 
to local neighbors. It can quickly propagate new code 
into a network, while imposing a very small overhead 
reprograms the entire network in thirty seconds. It 
achieves a reprogramming rate comparable to 
frequent transmissions while keeping overhead 
comparable to infrequent transmissions. 
 
E. Deluge is the fastest one as compared network 
reprogramming protocols XNP, MNP & MOAP. It is 
reliable data dissemination protocol, widely used in 
the TinyOS environment. It uses many concepts of 
MOAP in addition to dividing the data into pages and 
packets & uses a three-phase handshaking protocol 
(advertise – request – data).Deluge periodically 
advertises in its neighborhood so that all the nodes in 
the communication range can maintain the newest 
version of the program image available. The code 
propagation approach taken by Deluge is to reliably 
flood the same code image hop by hop to all nodes.    
A similar approach was taken by MOAP, with the 
limitation that only complete images can be 
propagated hop by hop. The major advantage of 
Deluge is that it dynamically adjusts its advertisement 
rate depending on the messages it has received & it is 
fastest one. The disadvantage of Deluge is that the 
radio needs to be on at all times so that the nodes can 
listen to all the messages. The primary issue of 
adapting Deluge in this way is that each of the 
different code images would still be reliably 
broadcast to every node in the WSN. 
 
F. Aqueduct provides robust and efficient 
networked reprogramming code propagation for a 
heterogeneous network. It is developed based on 
Deluge, most of the robustness qualities from Deluge 
like using pull-based data dissemination, passive 
suppression, and soft state and adaptive response are 
retained. In addition to these robustness features, 
Aqueduct ensures robust code dissemination by 
creating aqueducts among the nodes participating in 
the download. Further Aqueduct is robust to spatially 
irregular, time-varying asymmetric link quality. 
Symmetric shortest path links are chosen to build 
Aqueducts instead of choosing paths that might be 
shorter but over unreliable links. 
 
G. E3NP mechanism is an energy efficient, 
timesaving, expeditious network reprogramming 
mechanism in WSN. It uses resident mechanism 
which reduces the size of binary code to be 
disseminated and also avoids the program memory 
occupying of network reprogramming module and 

hierarchical full indexing with sliding window which 
reduces external storage operation cost in recording 
packets loss without the degradation of radio 
performance or enlarging RAM cost. E3NP 
mechanism is based on XNP and is easy to integrate 
many other mechanisms. 
 
H.  Incremental Programming, numerous works 
with incremental mechanism has been proposed aims 
to reduce loading time. Yet adopts another concept 
that network reprogramming application is resident in 
the sensor nodes and thus code capsules to be 
transmitted are reduced. Unlike previous approaches, 
the incremental network reprogramming does not 
require any priori of the program code structure. This 
mechanism has obvious power saving advantage if it 
is adopted by multi-hop data transmission process. 
 
I. Tiny Cubus, the overall architecture of 
TinyCubus has been developed with the goal of 
creating a generic reconfigurable framework for 
sensor networks. The Tiny Cross-Layer Framework 
provides a generic interface to support the 
parameterization of components that use cross-layer 
interactions also support scope selection for targeted 
nodes.  

 
IV. COMPARATIVE ANALYSIS 
 
Table 1 shows the comparative analysis of existing 
reprogramming architectures & the proposed 
architecture with respect to several design factors 
need to consider while designing it.  
V. DESIGN APPROACH & FLOW 

DIAGRAM 
 
This section discusses the details & overall picture of 
architecture design & flow diagram of proposed 
reprogramming protocol as shown in Figure 1. Also 
discuss details of major design concerns & several 
characteristics that have been considered while 
designing a WSN reprogramming architecture in this 
research work. 
 
A. Code Dissemination: In this research work, 
we are proposing a reliable & robust Code 
dissemination protocol, usually used by system 
administrators for updating programs on sensor 
nodes, fixing bugs, changing network functionality, 
tuning module parameters, and replacing program 
modules. Straightforward protocol of code 
disseminating in WSNs is classic flooding. The major 
design approach is to support Multihop, Selective & 
incremental network programming, Cluster based 
N/W with Difference based method to encode & 
decode platform independent patch for image code & 
adaptive sleeping by using B-MAC protocol to 
provide efficient Adaptive Reprogramming hence 
optimize Multihop WSN. 
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Table 1:  Comparative analysis of reprogramming 

architectures 
 
B. Encoding /Decoding: Platform independent 
patch:  It disseminates the program code in an 
epidemic fashion to propagate the program code 
while regulating the excess traffic. It follows the 
Deluge [4] that divides complete program image into 
sizeable pages and each page is further divided into 
packets every time but we adopts incremental 
changes for the new program version. The 
incremental network programming mechanism 
reprograms wireless sensors quickly by transmitting 
the incremental changes for the new program version. 
A version control database manages various program 
versions, the relations between update patches, 
information about the current running programs on 
sensor nodes, and so on. Even when a program is 
changed on the nodes by a completely different one, 
it is possible to reduce the number of packets to send 
by using incremental reprogramming. A receiver 
decodes these packets and rebuilds the program 
image. 

C. Multihop Reprogramming: The proposed 
design supports an incremental multi-hop network 
reprogramming which provides a reliable service to 
propagate new program code i.e. a platform 
independent patch to all sensor nodes in the network 
over wireless radio. Multihop code dissemination 
protocols are epidemic in nature, and are needed to 
address important issues such as efficiency and 
scalability still in  recent years, the focus of the 
sensor network reprogramming as shifted from single 
hop reprogramming (only nodes within the 
transmission range of the base node (BN) are 
reprogrammed) to multi-hop reprogramming because 
of various reasons. Perhaps its biggest advantage is 
that from a user’s point of view, it is tedious to 
perform many rounds of single hop reprogramming to 
completely reprogram the multi-hop network. 
Incremental reprogramming technique generally uses 
Single-hop reprogramming, but can be applicable to a 
Multihop reprogramming. A multi-hop incremental 
reprogramming protocol transfers the data between 
the old and new software and lets the sensor nodes 
rebuild the new software using the received data and 
the old software. This mechanism has obvious power 
saving advantage if it is adopted by multi-hop data 
transmission process.  
 
D. Scope selection support: In this work we 
are proposing incremental reprogramming with scope 
selection support. Currently a great variety of 
wireless sensor network nodes are offered by 
different Manufacturers, each one with different 
characteristics, therefore a heterogeneous WSN may 
need different versions of programs to run on 
different types of sensor nodes available (e.g. the 
same binary image may not run on nodes with a 
different processor). Hence Selective reprogramming 
is useful and should be adopted by incremental 
reprogramming. It reduces the data by using 
techniques to mitigate the effects of function and 
global variable shifts caused by software 
modifications. Then it compares the binary images at 
the byte level with a method to create small data that 
needs to be sent over the wireless network to all the 
nodes. The main goal of Incremental Reprogramming 
is to support incremental reprogramming in WSN 
where not all nodes have the same hardware and 
software characteristics (i.e., a heterogeneous WSN, 
no previous knowledge is needed about the structure 
of the new  
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Figure 1: Architecture & Flow Diagram of Proposed Reprogramming Protocol 

 
Program to be disseminated and it can be applied to 
any hardware platform. Selective approach can be 
more flexible & efficient selection can be static by 
giving node ids or dynamically according to some 
criteria evaluated on individual sensor node at 
runtime too. The scope selection function allows 
administrators or the network to select any particular 
node to be reprogrammed. An efficient protocol with 
scope selection should only involve the necessary 
nodes in forwarding such that it minimizes power 
consumption and the number of affected nodes during 
reprogramming, and eventually reprograms all target 
nodes. The scope of reprogramming can be as simple 
as the node ID, group ID, or as complex as 
application roles, attribute value pairs with operators 
on these attributes. It is possible that the selection 
criteria can only be evaluated at runtime on each 
individual sensor node. One approach is to begin with 
a meta-data flooding initiated from the base station. 
The meta-data carries scope selection criteria to be 
evaluated on each sensor node. The simplest shortest 
path routing tree is then constructed. Only nodes on 
the shortest path will act as forwarding nodes in code 
dissemination. 
 
E. Runtime Support and Routing: The update 
process works as follows: the user defines the 
constraint offline, and sends the encoding of it to a 
gateway node or a sink, which relays it to the sensor 
network. This message (containing an encoding of the 
constraint) is then spread around the sensor network, 
and is delivered to every node in the network. The 
nodes can then decode the constraint, and evaluate it 
based on their own values of the requested attribute. 
If a node satisfies the condition, it sends a request for 
update from its neighbours. It is then up to the 

underlying routing layer to deliver the code update to 
the requester.  
 
F. Difference-based Methods: A number of 
methods have been proposed in various literatures to 
address the issue of reprogramming WSNs by code 
dissemination protocols. These methods can be 
categorized into two groups, entire code image based 
and difference based. Entire code delivery provides 
the basic reprogramming functionality, while 
difference-based approach can be used to send 
differences between versions. 
 
G. MAC Protocol:  In sensor networks energy 
is often more critical than throughput, the radio 
component should be turned off as much as possible. 
Energy management considerations have a big impact 
on MAC protocols & idle listening costs about as 
much energy as transmitting. For example idle 
listening happens in pipeline based dissemination. 
For reprogramming, idle listening is a major source 
of energy waste, and hence, must be reduced. We are 
trying to use B-MAC that will help to balance 
throughput and energy consumption. The main goal 
to use B-MAC’s is  Low power operation, Effective 
collision avoidance, Simple implementation (small 
code), efficient at both low and high data rates, 
Reconfigurable by upper layers , Tolerant to changes 
on the network& it is Scalable to large number of 
nodes . 
Since CSMA MAC is in the TinyOS release, most 
reprogramming systems use a simple contention 
based Carrier Sense Multiple Access (CSMA) as a 
MAC protocol. We can also build up a 
reprogramming service based on TDMA (e.g., [8, 9]). 
A TDMA-based protocol provides the advantages 
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that a node transmits messages only in its assigned 
time slots, so that message collision is avoided and 
the node can turn off its radio when it is not 
transmitting or receiving. However, TDMA requires 
the time synchronization service, and it is only 
applicable when the network topology is well defined 
(e.g., a grid). However, TDMA demands careful 
scheduling of time slots and its implementation on a 
sensor platform is much more complex than CSMA. 
 
H.        Redundant to Request: A three-way-
handshake based approach, by advertise-request-data 
message exchanging between neighbors has been 
adopted for this work. In general, most dissemination 
protocols use broadcast to distribute program codes to 
a WSN. Data redundancy occurs when a sensor node 
may receive multiple unnecessary reprogramming 
data from its neighbors. To reduce data redundancy, a 
sender should be aware of what data has already been 
received by its receivers. A three-way-handshake 
based approach, by advertise-request-data message 
exchanging between neighbors, is one solution for 
data redundancy. It consists of 4 phases: 
advertisement/request, forward/download, 
query/update and reboot.  
 
I. Discussion and conclusion 
In this paper, we presented an architecture design & 
flow diagram of reprogramming protocol. As sensor 
networks move from research to deployment, from 
laboratory to the real world, issues of management 
and reconfiguration will grow in importance. We 
have identified what we believe to be a core 
networking Primitive in these systems, update 
distribution, and designed a scalable, lightweight 
algorithm to provide it which will improve the 
performance of N/W.  
We focused on the energy consumption during 
reprogramming process, of which idle listening and 
messages transmissions & receptions are the two 
major sources. Deciding the sleeping period is a trade 
off. If a node wakes up frequently, a lot of energy is 
wasted on idle listening and turning on and off radio. 
But if a node sleeps for too long time, it may miss the 
advertisements sent by its neighbors. B-MAC 
Performs better than the other studied protocols & has 
good results even with default parameters. But 
System model may be somewhat complicated while 
application and routing protocol development.  
By dividing the data into small segments, we allow 
incremental data updates. Moreover, in the scenario 
that several subsets of the network exist, rather than 
sending the data to the entire network, we can send 
different types of data to several disjoint or non-
disjoint subsets of the network. Sending only binary 
differences to sensor nodes is more energy-efficient 
and rapid. 
It is expected that the Design of proposed 
Reprogramming Architecture will provide rapid& 
robust   code dissemination protocol for multihop 

environment. Using B-MAC protocol that tries to 
balance throughput and energy consumption & 
improve the performance of the network The main 
limitations of proposed architecture is that it incur 
additional communication overhead & design is 
somewhat complex. 
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