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Abstract— MANET (Mobile ad hoc network) is a collection of mobile nodes which communicate with each other directly or 
via other nodes which works as router. Nodes in MANET can move independently in any direction so the topology changes 
rapidly and unpredictably over time. 
Routing protocols of MANETs are designed considering that all participating nodes collaborate and communicate in harmony. 
However, participating nodes need energy and other resources to perform network functions, which can lead to misbehavior 
of node. Misbehaving nodes degrades network performance. Several acknowledgement based schemes have been proposed to 
detect misbehaving nodes in MANET. This paper aims at providing the survey and comparison of various acknowledgement 
schemes which have been proposed to detect misbehavior in MANET. 
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I. INTRODUCTION 
 
MANET is infrastructure less network having a group 
of mobile nodes which interact with each other for 
data transmission. Nodes move freely and 
independently in any direction changing the topology 
rapidly and unpredictably. Each node forwards traffic 
unrelated to its own use and therefore be a router. 
Routing protocols for MANET are based on the 
assumption that all participating nodes are fully 
cooperative. But, due to the open structure node 
misbehavior may exist. In MANETs, routing 
misbehavior degrades the performance. Specifically, 
nodes participate in the route discovery and 
maintenance processes but refuse to forward data 
packets. MANET suffers from a great efficiency loss 
due to the misbehaving nodes which may constrained 
by the resources such as battery power and bandwidth. 
Different approaches have been already proposed to 
detect and prevent the misbehavior in MANET. 
Different acknowledgement schemes which have been 
proposed are described in following sections of the 
paper. 
This paper is organized in 5 sections. Misbehavior 
Detection in MANET is discussed in Section 2; in 
section 3 various acknowledgement schemes are 
discussed; comparison of described acknowledgement 
schemes is covered in section 4; conclusion is 
proposed in section 5. 
 
II. MISBEHAVIOR DETECTION IN MANET 
 
Routing protocols performs two important functions:  
1. Routing function  
2. Data-Forwarding function 
Routing function is involved in route discovery and  

 
route maintenance activity whereas Data-Forwarding 
function is involved in forwarding data packets 
towards the destination through already established 
route. To perform these functions, trusted working 
environments are needed which may not be available 
always and in such a situation network will be 
vulnerable to various attacks launched by 
misbehaving nodes. Both routing and data forwarding 
function can be affected with the presence of 
misbehaving nodes. Misbehaving nodes can cause 
different types of attacks like packet eavesdropping, 
message tampering, black whole attack, gray whole 
attacks, etc. So primary challenge in MANET is to 
detect misbehavior and mitigate same. Misbehaving 
node dropping all packets is shown as follows: 

 
Fig 1: Misbehaving Node 

 
In the Fig above, node n5 is misbehaving node as it 
drops the packets received and does not forward to 
other nodes in the path. Different schemes proposed to 
avoid nodes misbehavior in MANET can be classified 
as: 
 
A. Credit Based Scheme 
In this scheme, credit/incentives are provided to the 
nodes performing network operations. Widely 
acclaimed credit based schemes are Packet Purse 
Model (PPM) and Packet Trade Model (PTM). These 
schemes may need extra protection for payment 
system. 
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B. Reputation Based Scheme 
In this scheme, nodes collectively co-operatively 
detect and declare misbehavior of nodes in the 
network. Such a declaration is carried out throughout 
the network and misbehaving node is removed from 
the network. ‘Watchdog & Pathrater’ and ‘Confidant 
Protocol’ are examples of reputation based scheme. 
 
C. Acknowledgement Schemes 
In this scheme, acknowledgements are sent by the 
receiver to sender about the successful reception of 
data packets. There are several acknowledgement 
based schemes proposed for misbehavior detection 
such as 1-ACK, 2-ACK, SACK, TWO-ACK, N-ACK 
etc. Acknowledgement schemes proposed have been 
discussed in next sections of this paper. 
 
III. ACKNOWLEDGEMENT BASED 

SCHEMES 
 
In this scheme, acknowledgements are sent by end 
receiver to inform the sender about successful 
reception of data packets up to some locations of 
continuous data stream. All acknowledgement based 
schemes, adds to routing overhead in the network but 
increases reliability and throughput of the network. 
Existing acknowledgement schemes and their 
behaviors are described below: 
 
D.  1- ACK Scheme 
This scheme is based on single or 1-hop 
acknowledgement packet that is sent by receiver to 
sender. ACK scheme is an end-to-end 
acknowledgement scheme in which source node sends 
out an ACK data packet to the destination node. If all 
the nodes on the route between source and destination 
are co-operative, data packet is received successfully 
by destination and then it sends back an ACK 
acknowledgement packet along the same route but in 
reverse order. 
In this scheme, when node forwards data packet to the 
next node in the routing path, the receiving node will 
send back the acknowledgement called ACK which 
indicates that data packet has been received 
successfully.   
This scheme overcomes problems such as overhearing, 
ambiguous collisions, receiver collisions, and limited 
transmission powers but increases routing overhead to 
large extent. 
 
E. SACK (Selective Acknowledgement) Scheme 
This is an enhancement to an end-to-end 
acknowledgement scheme ACK proposed in. This 
scheme is applied to detect misbehaving node instead 
of misbehaving link. 
This scheme improves performance over ACK scheme 
by reducing routing overhead and by increasing 
detection efficiency by applying node detection. 

 
Fig 2: S-ACK Scheme 

 
In this scheme, acknowldgement packet will not be 
sent for every received packet. Single SACK packet 
will be sent for certain amount of data packets received 
from same source node. Thus is reduces routing 
overhead substantially. 
 
F. TWOACK scheme 
TWOACK scheme proposed by Liu et al detects 
misbehaving link by acknowledging every data packet 
transmitted over each 3 consecutive nodes along path 
from source to destination. In this scheme, packet 
TWOACK is sent back 2 hops for every data packet 
received. This increases reliability as well as network 
overhead.  
In this scheme, if the source does not receive a 
TWOACK acknowledgement packet for data packet 
sent, the next hop’s forwarding link is claimed to be 
misbehaving.  

 
Fig 2 : TWOACK Scheme 

 
Suffer from problem that, it fails to detect malicious 
nodes in the presence of false misbehavior report and 
forged ACK packets. In this scheme source node 
immediately trusts the misbehavior report provided by 
other nodes. 
In a network where up to 40% of the nodes are 
misbehaving, the TWOACK scheme improved the 
end to-end packet delivery ratio from around 70% to 
almost 90% while increasing the overhead from 4% to 
7%.  
 
G. Selective TWOACK (S-TWOACK) Scheme 
This scheme is derivative of TWOACK scheme in 
which the TWOACK packet acknowledges the receipt 
of number of data packets and not only one data packet. 
This scheme reduces the network overhead compared 
to TWOACK Scheme. 
The S-TWOACK scheme which is a based on 
TWOACK scheme only, achieves almost same 
performance improvement without any routing 
overhead but with some expected increase of false 
alarms. 
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H. AACK (Adaptive Acknowledgement) Scheme 
Sheltami et al.  Proposed a new scheme which is based 
on TWOACK scheme. It is a combination of 
TWOACK and end-to-end acknowledgement scheme 
ACK. As compared to TWOACK, this method 
significantly reduces network overhead and still 
maintains same network throughput. 
Suffer from problem that, it fails to detect malicious 
nodes in the presence of false misbehavior report and 
forged ack packets. 
 
I. EAACK (Enhanced Adaptive 
Acknowledgement) Scheme 
Scheme EAACK, tackles problems such as false 
misbehavior, limited transmission power and receiver 
collision. EAACK consists of 3 parts: 
acknowledgement ACK, Secure-Acknowledgement 
S-ACK and Misbehavior Report Authentication MRA. 
This scheme is capable of detecting malicious nodes 
even in case of false misbehavior report.  
In this scheme source node does not trust misbehavior 
report without confirming the misbehavior of nodes. 
During MRA mode, source node seeks for alternate 
routes to destination using DSR routing. Alternate 
route is used to confirm misbehaving report. If the 
destination receives MRA packet, it is concluded that 
the report is false and whoever has generated that 
report is marked as malicious else it is concluded that 
misbehavior report is trusted. In order to ensure the 
integrity, all the acknowledgement packets in this 
scheme are digitally signed by nodes. 
 
J. 2-ACK Scheme 
2-ACK is network layer scheme to find misbehaving 
links and to mitigate their effects. In this scheme, 
receiver node sends 2ACK packets to a fixed route of 2 
hops (3 nodes) in the opposite direction of data traffic 
route as mentioned in the fig below. 

 
Fig. 3: 2-ACK Scheme 

 
Because of acknowledging only selected received data 
packets gives the 2ACK scheme better performance 
respect to the routing overhead. S-TWOACK and 
2-ACK are also different in a way that, S-TWOACK 
acknowledges receipt of number of data packets where 
as 2-ACK acknowledges only one data packet. 
This technique overcomes weaknesses of the 
Watchdog/path rater like ambiguous collisions, 
receiver collision and power control transmission. 
 
Advantages of this scheme over watchdog: 
1. Reliable data transmission 

2. Reliable route discovery 
3. Limited transmission power 
4. Limited overhearing range 
 
K. Random 2-ACK Scheme 
This scheme is based on simple 2-hop 
acknowledgement that is sent by the receiver of the 
next-hop link. In order to detect misbehavior, sender 
maintains a list of IDs of data packets that have been 
sent out but have not been acknowledged. The ID 
created will stay on the list till the reception of 2-Ack 
packet or timeout. Two counters are maintained. 
Counter for packets received Cpkt and counter for 
missed acknowledgement Cmis. If the 2-Ack is 
received after timeout, the count of missed 
acknowledgements is incremented. If the ratio of 
missing 2Ack packets Cmis/Cpkt is greater than 
threshold ratio, then the link is declared as 
misbehaving. 
This scheme is similar to 2-ACK scheme except that, 
only fraction of data packets are acknowledged 
randomly in random 2-ack scheme. Such a fraction is 
called as Acknowledgement ratio Rack. The overhead 
of 2Ack packet transmission can be tuned by changing 
Rack dynamically. 
 
L. N-ACK Scheme 
N-ACK is an extension to the 2-ACK Scheme. This 
scheme uses multi-hop acknowledgement in order to 
detect and isolate misbehaving nodes. 

 
Fig. 4: N-ACK Scheme 

 
It defines N-ACK packet which has fixed route of N 
number of hops in the direction opposite to the 
original data traffic. On receiving data packet, 
destination sends back NACK packet. Each node has 
to maintain a list of data packets sent and list of data 
packets forwarded. Data packet and NACK packet 
keep the track of route they travel which are compared 
by source node. In case the paths are same, source 
node concludes that there are no misbehaving nodes 
exist in the path. In case 2 paths vary, node in source to 
destination path from where path varies in destination 
to source path is detected as misbehaving node and is 
isolated. 
 
M. Timer Based Acknowledgement Scheme 
This Scheme detects and isolates the misbehaving 
nodes and also finds alternate case in case number of 
misbehaving nodes in the route is greater than the 
minimum count. This scheme maintains good packet 
delivery ratio with reduced packet drop, delay and 
overhead compared to secure on-demand routing 
protocol. 
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In this scheme, the groups of nodes on the route are 
divided into sets. Assuming 2 sets, the source node of 
the 1st set must get an acknowledgement from 
destination node after successful reception of data 
packet. Also the destination node of 2nd set must send 
the acknowledgment to the source node of 1st set. 
In order to avoid delay and overhead problems, this 
scheme proposes detection timer. Detection timer has 
specific time interval assigned to it. On forwarding the 
packet, source node starts the detection timer. A 
forward counter is maintained which is updated 
during the packet entering and leaving the node. 
When the detection timer expires, the destination node 
is checked for those data packets which have received 
and forwarded by the node. If the forward count is 
below threshold, negative acknowledgement (NACK) 
is sent to the source node of first set. Otherwise the 
positive acknowledgement (PACK) is sent. This 
process is repeated for each group of nodes. 
The advantage of this scheme is that 
acknowledgement is not sent for reception of each data 
packet since it is processed in groups and it minimizes 
the waiting period for acknowledgement and also 
overhead is reduced. 
 
IV. COMPARISON 
 

Table 1: Comparison of ACK Schemes 

 
 
CONCLUSION 
 
MANETs are an area of active research due to their 
potentially widespread applications. MANETs are 
highly dependent on the cooperation of all of its 
members to perform networking function. This makes 
it highly vulnerable to misbehaving nodes. In the 
presence of misbehaving nodes the performance of the 
network is degraded severely. 
Acknowledgement based schemes mentioned in this 
paper detects and prevents the misbehavior in the 
MANET. Although the acknowledgement schemes 
add an overhead to the network, these help in 

increasing reliability and network throughput. 
Tradeoff needs to be considered between routing 
overhead and network parameters like reliability and 
throughput while selecting the scheme for 
implementation.  
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