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Abstract—Latest information security techniques like  user authentication, antivirus, firewalls, data encryption etc fail to 
prevent intrusion in any computer network. This may be attributed to the vulnerability in computer system or computer 
network. There is a need to use some sophisticated security tools like Intrusion Detection System (IDS) in order to protect 
our system/network. However these tools suffer from challenges posed by multi dimensionality in data.  Data mining 
techniques like feature extraction algorithms based on mutual information are found to be effective to negotiate these 
technical challenges. The proposed approach measures mutual information through Information gain and then extracts 
features from bench marked data set KDDCUP99. Further the LSSVM classifier will detect the type of attack with better 
accuracy.  
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I. INTRODUCTION  
 

Network-based technologies are inevitable in present 
world and this in turn pose threat to every system 
connected in network. In order to maintain privacy 
and security of data on this network, it is mandatory 
to amour our systems with threat detection and 
prevention systems. Intrusion Detection System is 
one of the kinds that help to achieve higher security 
by use of software, hardware or both types of tools 
which can detect abnormal activities in the computer 
network. The major issue that cause inconvenience in 
using IDS is the curse of high dimensionality.  

This issue of multi dimensionality can be over 
ruled by use of various data mining techniques that 
manipulate these different dimensions in their favor 
for achieving high accuracy. Feature selection 
algorithms are few of those data mining techniques 
that assist in reducing the complexity of detection in 
IDS. Forward Feature Selection Algorithm (FFS), 
Modified Mutual Information Based Feature 
Selection Algorithm (MMIFS) and Linear Correlation 
Based Feature Selection Algorithm (LCFS) are three 
different feature selection algorithms [1, 2, 5] that can 
assist in feature selection phase. All these proposed 
algorithms are based on some feature goodness 
measure [4],in this case which will be mutual 
information observed among the listed features. 
Further, we can improve IDS by use of improved 
machine learning methods like Least Squares Support 
Vector Machine (LSSVM) [3] and classify the 
diversified attacks into  DoS , Probe ,  Remote To 
User(R2L) or User To Root(U2R)[2, 6].  
Experiments on bench marked dataset KDD Cup99 
(kddcup data set.  
kdd.ics.uci.edu//databases/kddcup99/ kddcup99. 
Html)   aimed to address that our proposed mutual 
information-based feature selection method results in 
detecting intrusions with higher accuracy. 

 
II. INTRUSION DETECTION SYSTEM  

 
The traditional prevention techniques such as user 
authentication, data encryption, avoiding 
programming errors and firewalls basically form the 
first line of defense for computer security. These 
systems propose a security vulnerability evaluation 
and also a patch frame work, which enables 
evaluation of computer programming stalled on host 
to detect known vulnerabilities.  

However, intruders have their way in these 
vulnerabilities and bypass the preventive security 
tools. Thus there is a need for second level of defense 
which is constituted by tools such intrusion detection 
system (IDS).Computer users are always unsafe 
against new intrusions in the intervals between 
updates. This is more problematic in present era 
where networking is actually unavoidable. This 
mandates the installation of IDS as second line of 
defence and uses few techniques that can improve the 
efficacy of this security system. 
 
2.1 Types of IDS.  
As opposed to anti-virus programs that detect 
infected computer programs an IDS gathers and 
analyzes information from various areas within a 
computer or a network (users, processes) in order to 
identify the subset of activities that violates the 
security policy. It is designed to notify the system 
administrator that an intruder is trying to get into the 
system. Traditionally, IDSs have been classified into 
two categories: signature-based detection and 
anomaly detection   systems.  

In signature-based systems, attack patterns or 
behaviors of intruder are modeled and the system will 
alert once a match is detected. It is able to detect all 
known attacks with a low false positive rate. Similar 
to anti-virus programs, this type of IDS requires 
frequent attack signature updates to keep the 
signature database up-to-date. On the other hand, 
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anomaly detection systems first create a baseline 
profile of the normal behavior of the network. After 
wards, if any activity deviates from the normal 
profile, it will be treated as an intrusion. Anomaly 
detection systems are able to detect previously 
unknown attacks without the use of signatures.  
IDS can also be classified into Host based and 
Network based systems based on the purpose and 
location for which they are configured to monitor. In 
host based IDS, detection programs are installed on 
every computer connected in network that has two-
way access to the outside environment such as 
the Internet. In network based, the software is 
installed only at specific points like server  or router 
that interface between the outside and inside 
environment .Both types have their own merits and 
demerits. The most effective protection for a 
proprietary network is provided by a combination of 
both technologies. 
 
2.2 Limitations In Detection By IDS 

 Intrusion detection systems are limited in 
their functions due to following reasons. 
 Using as compensating mechanisms for weak or 

missing security structure in the protection 
infrastructure.  

 Heavy network or processing load reduces 
instantaneous detection, reporting, and 
responding to an attack. 

 Detection of new type of attack or variants of 
existing attacks. 

 Effective response to attacks by sophisticated 
attackers 

 Automated investigation of attacks without 
human intervention. 

 Resisting attacks that are intended to defeat or 
circumvent them 

 Compensating for problems with the fidelity of 
information sources 

 Dealing effectively with switched networks. 
 

Machine learning and data mining techniques have 
recently been used in research to remove the manual 
and adhoc elements from the process of building IDS. 
Machine learning techniques have the ability to build 
a system that improves its performance based on 
newly acquired information. Some of data mining 
detection techniques have been very successful at 
discovering unknown attacks, since these techniques 
are data driven. 

The rest of the paper is structured in the following 
way. First we will review how different methods, 
especially data mining techniques are used to detect 
diversified attacks in IDS. Then we will discuss our 
proposed solution of feature extraction methods that 
uses mutual information measure. Later before we 
conclude, we will compare the efficiency of detection 
among the three feature extraction methods.  

 
2.3 ANN Techniques 

Artificial Neural Network (ANN) Intelligence is 
presently popular for detecting intrusions in computer 
system. The hacker, attacking from inside 
environment as an authorized user or from outside 
environment as an intruder, uses vulnerabilities or 
flaws on the system. These vulnerabilities are specific 
to a given version and release of the hardware and 
software on the computer. It is algorithmed to build a 
tool that monitors the activity of users without 
specifically looking for known vulnerabilities. The 
data come from the audit mechanisms activated on 
the systems, either for security purposes or for others, 
such as accounting [7]. This model is trained by the 
habits a user has when he works with the computer, 
and raises warnings when the current behaviour is 
inconsistent with the previously learned patterns. This 
change in behaviour may be identified as a 
masquerade or of a change in activity.  
  The intrusion detection rate improved by a 
new network intrusion detection approach based on 
improved genetic algorithm (GA) and multi-ANN 
classifiers. The improved GA used energy entropy to 
select individuals to optimize the training procedure 
of the BPNN, RBF, PNN and Fuzzy-NN [8]. Then, 
the satisfactory ANN models with proper structure 
parameters were attained. In addition, to alleviate the 
complexity of the input vector, the principal 
component analysis (PCA) has been employed to 
eliminate redundant features of the original intrusion 
data. However they are quite ineffective in this 
particular situation, since by their nature they tend to 
“compress” outliers onto normal data, and this is 
exactly the opposite of what we want to achieve. 
 
2.4 SOM Techniques 
Self Organised Map (SOM) is a hard-competitive, 
neural based algorithm, which is capable to map a 
high dimensional input space onto a low-dimensional 
(usually bi-dimensional) neuron space [9]. This 
algorithm is robust with regard to the choice of the 
number of classes to divide the data into, and is also 
resistant to the presence of outliers in the training 
data, which is a desirable property. In real-world 
situations, the training data could already contain 
attacks or anomalies and the algorithm must be 
capable of learning regular patterns out of a “dirty” 
training set. Here also, the curse of dimensionality 
hits heavily against the first tier of normalisation or 
feature extraction algorithm. 

 
2.5 MI Techniques 
Mutual Information (MI) is the transinformation of 
two random variables and is a measure of the mutual 
dependence of the two random variables. Detection of 
attacks accurately in high dimensional categorical 
data has been a problem of much interest due to the 
extensive use of qualitative features for describing the 
data across various application areas. Addressing this 
aspect, we experiment on feature selection algorithms 
based on the mutual information measure and the 
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entropy computation. Extracted features are used to 
analyze raw data for classification of diversified 
attacks in IDS. 
 
III. PROPOSED APPROACH 
 

 
Fig 1.MI Based Methodology 

Fig. 1 Flow of proposed approach 
 

3.1 Kddcup99 Data. 
The intrusion detector training task is to build a 
predictive model (i.e. a classifier) capable of 
distinguishing between ``bad'' connections, called 
intrusions or attacks, and ``good'' normal connections. 
A connection is a sequence of TCP packets starting 
and ending at some well defined times, between 
which data flows to and from a source IP address to a 
target IP address under some well defined protocol.  
Each connection is labeled as either normal, or as an 
attack, with exactly one specific attack 
type. KDDCUP99 data are the collection of such 
network connection records aimed to analyze various 
intrusions in computer network.  

Characteristics of features in KDDCUP99 
data set need to be analysed thoroughly [10]. A 
technique for selecting relevant features out of 
KDD99 using a hybrid approach toward an optimal 
subset of features was thoroughly studied. This 
approach efficiently identifies which sort of attack 
each register in the dataset refers to. The evaluation 
results show that the optimized subset of features can 
improve performance of typical IDSs. 

A feature relevance analysis is performed on KDD 
99 training set, which is widely used by machine 
learning researchers. Feature relevance is expressed 
in terms of information gain, which gets higher as the 
feature gets more discriminative. In order to get 
feature relevance measure for all classes in training 

set, information gain is calculated on binary 
classification, for each feature resulting in a separate 
information gain per class.  

 
3.2 Mutual Information. 
In the information theory, mutual information (MI) 
can be applied for evaluating any arbitrary 
dependency between random variables. In fact, the 
MI between two random variables X and Y is a 
measure of the amount of knowledge on Y supplied 
by X (or conversely on the amount of knowledge on 
X supplied by Y). If X and Y are independent, i.e. X 
contains no information about Y and vice versa; then 
their mutual information is zero.  

The MI of two random variables X and Y is 
defined as  
I (X; Y) = H (X) – H(X/Y) = H(X) + H(Y) –H( X/Y) 
---(1) 
Where the respective entropies are defined as. 
H(X) = -  

H(Y) = -  

H(X/Y) = -  
Substituting in eqn (1) 
I(X;Y)=  
In discrete forms, the integration is substituted by 
summation over all possible values that appear in 
data.  

I(X;Y)=  
 

3.3 Feature Selection 
Feature   selection is the process of identifying a 
subset of the   given features according to some 
criteria for removing irrelevant, redundant or noisy 
features. This has been an active research problem in 
data mining as it speeds up the learning process while 
improving the learning accuracy. They can be 
classified into wrapper and filter methods. While 
wrapper methods try to optimize some predefined 
criteria with respect to the feature set as part of the 
selection process, filter methods rely on the general 
characteristics of the training data to select features 
that are independent of each other and are highly 
dependent on the output. Feature selection methods 
use a search algorithm to look up the whole feature 
space and evaluate possible subsets. To evaluate these 
subsets, they require a feature goodness measure that 
grades any subset of features. Mutual information 
(MI) calculated for observed features are used as 
feature goodness. 

 
3.3.1 Forward Feature Selection Algorithm 
In the Forward Feature Selection Algorithm (FFSA), 
each single input feature is added to selected features 
set based on maximizing MI between selected inputs 
and output. Perform this procedure until n input 
features, where n is determined priori. The algorithm 
is as follows.  
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1) Initialize set of all features, empty set and class 
outputs. 
 2) Compute mutual information of the features with 
the class-outputs.  
3) Find the feature fi that maximizes MI. 
4) Greedy selection: repeat until desired numbers of 
features are selected.  
5) Output the set containing the selected features. 
 
 3.3.2 Modified Mutual Information-Based 
Feature Selection Algorithm  
The aim is to maximize the relevance between the 
input features and the output and also to minimize the 
redundancy of the selected features. The algorithm 
selects one feature at a time; the one maximizing the 
information with outputs. This mutual information 
expression is adjusted by subtracting a quantity 
proportional to the average mutual information within 
the selected features. MMIFS algorithm is as follows:  
1) Initialize set of all features, empty set and class 
outputs. 
 2) Compute mutual information of the features with 
the class-outputs.  
3) Find the feature fi that maximizes MI. 
4) Greedy selection: repeat until desired numbers of 
features are selected.  
5) Output the set containing the selected features. 

 
 3.3.3 Linear Correlation-Based Feature Selection 
Algorithm  
Linear correlation coefficient is a measure of 
dependence between two random variables. It is able 
to capture correlations that are linear .For feature X 
with value x, class Y with value y treated as random 
variables, it is defined as corr(X;Y) = 

 

where x and y are expected values X and Y. corr (X; 
Y) is equal to one if X and Y are  linearly dependent 
and zero if they are completely independent. The 
LCFS algorithm is as follows.  
1) Initialize set of all features, empty set and class 
outputs. 
2) Compute correlation coefficient of the features 
with the class-outputs: for each feature. 
3) Selection of the first feature: find the feature fi that 
maximizes I(fi; y). 
4) Greedy selection: repeat until the desired number 
of features is selected. 
5) Output the set containing the selected features. 

 
3.4 LSSVM 
Support vector machines (SVM) are supervised 
learning methods, which are used for classification 
and regression problems.An SVM can train with a 
large number of patterns 
lssvmlab.www.esat.kuleuven.ac.be/sista/lssvmlab/).  
LSSVM is a regularized reformulation to the standard 
SVM. A linear equation has to be solved in the 

optimization stage, which not only simplifies the 
process, but also is effective in avoiding local minima 
in SVM problems (lssvmlab. 
www.esat.kuleuven.ac.be/sista/lssvmlab/). LSSVM 
can be applied as a classifier that detects normal and 
attack data. The LSSVM model is defined by 
 Y(x) = ω t Φ (x1) + b 
where xi is the Ith p-dimensional vector of features 
which are mapped into a higher dimensional space 
(lssvmlab. www.esat.kuleuven.ac. be/sista/lssvmlab/). 
In order to classify the records, we need to employ 
five LSSVMs, because an SVM performs binary 
classification. These LSSVMs perform classification 
to identify five classes—one of which represents the 
normal activity (Normal) and four of which represent 
attacks on the system(DOS,Probe,R2L and U2R).For 
example, the Normal class separates normal from 
non-normal data (all type of attacks). The Probe class 
separates Probe from non-Probe data (including 
Normal, DOS, U2R and R2L instances) and so on. 
 
IV. EXPERIMENT AND RESULT 

 
All experiments were performed on a Windows 
platform having configuration Intel s core 2Duo 
CPU2.49GHZ, 4 GB RAM. The KDDCup99 training   
set containing 65325 data   set is taken for calculating 
the MI and carryout feature extraction based on the 
MI values. As first step the dataset is segregated into 
normal and attack data.  

The data set pertaining to each type of attack is 
segregated from rest of the data like Probe Vs Rest of 
the data in order to find out the MI of the features of 
the attack (Probe) Vs Rest of the data. 

MIs for all features of the respective attacks are 
calculated using the entropy formula. A total of 41 
MI values are calculated for each type of attack. In 
order to improve the efficiency of IDS, some basic 
features will be extracted by use of Feature Selection 
Algorithms and use these features in classifiers for 
detecting the four types of attacks accurately. 

 

 
Fig.2 Information gain of features for attacks 

 
Then by using one of the feature selection algorithms, 
corresponding features pertaining to that attack are 
extracted. For example a total of 15 features are 
extracted by FFSA to identify probe attack. Results 
are displayed in following figure. 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-4, April-2014 

 Classifying Diversified Attacks In Ids Using Data Mining Techniques 
 

54 

 
Fig.3 Feature extraction by FFSA 

 
In order to classify the records, we employed five 
LSSVMs. These five in turn represented the normal 
activity (Normal) and attacks (DoS, Probe, R2L, 
U2R).Thus the Normal class separates normal from 
non normal data (attacks). Similarly DoS class 
separates DoS from non-DoS (including Normal, 
Probe, U2R, and R2L). 

 

 
Fig.4 LSSVM Classifer 

 
Numerical evaluation is used to evaluate the 
performance of our proposed IDS. Accuracy is 
measured by the ratio of sum of true negative and true 
positive to that of whole sum of true negative ,true 
positive, false negative and false positive. After 
feature selection algorithm, the important feature 
subsets for each class are greatly reduced and 
accuracy with detection rate was increased. For 
example the detection rate of Probe class was 
increased to 70.16 % with accuracy of  
86.12%.  
 
V. CONCLUSION AND FUTURE WORK 
 
Thus Intrusion detection systems are security 
management systems that are used to discover 
inappropriate, incorrect, or anomalous activities 
within computers or networks. With the rapid growth 
of Internet, these malicious behavior are increasing at 

a fast pace and can easily cause severe damage to any 
organization. Hence, the development of intrusion 
detection systems has to be set with the highest 
priority. Efficiency of IDS can be effectively 
improved by using Data Mining Techniques as 
discussed in this project to negotiate with the volume 
and multi dimensionality of the traffic data. In future, 
we are going to experiment our methodology with 
live data forensics obtained from social networking 
sites. 
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