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Abstract: The main objective of this system is to develop an embedded system, which provides application in ATM 
Security. If user’s bank card or the password is stolen, the criminal will draw all cash within the shortest time, which will 
bring enormous financial loss to customer. Hence to rectify this problem we implement an authenticated application with the 
use of fingerprint recognition and GSM. In this system, bankers will collect the customer fingerprint and mobile number 
while opening the accounts which results in access to the ATM machine only be the authorized user. Advanced fingerprint 
recognition algorithm called minutiae based fingerprint recognition is implemented to improve the accuracy of the 
fingerprint image captured through poor scanners, are found to have fewer number of minutiae points. When the user places 
the ATM card, the security procedure starts with entering the pin number followed by registering the fingerprint in the 
fingerprint module. If authorized customers use this account, user can withdraw their money. If unauthorized users try to 
access any account, the GSM modem sends the message to the authorized user. If the user rejects that message, the 
transaction will be blocked. Hence this system aims to provide more secured cash withdrawal. 
 
Keywords – ATM terminal, Minutiae fingerprint recognition, GSM modem. 
 
 
I. INTRODUCTION 
 
Now-a-days,  in  the  self-service  banking  system 
has  got  extensive  popularization  with  the 
characteristic offering high-quality 24 hours service 
for customer. Using the ATM (Automatic Teller 
Machine) which provides customer with the 
convenient banknote trading is very common. 
Traditional ATM systems authenticate generally by 
using a card (credit, debit, or smart) and a password 
or PIN which no doubt has some defects. For 
example when the user places the ATM card, the 
security procedure starts with entering the pin number 
followed by registering the fingerprint in the 
fingerprint module. As a remedy to the prevailing 
issues our paper presents two-way security 
implanting approaches namely, minutiae based 
fingerprint algorithm and GSM module.  
When other than specified user attempts to enter 
one’s account the specified user receive the alert 
message. If the ongoing process is carried out with 
the knowledge of the specified user, he grants the 
permission to further access like withdrawing the 
money. Unless  if  the  specified  user  is  not  aware  
of the situation he/she can deny the access by 
rejecting the  authentication  through  message.  The 
LCD display, placed on the machine, displays the 
alert text ‘’unauthorized customer’’, followed by the 
process of relay unit automatically switching on the 
camera and the door will be locked... The above 
mentioned security standard is enhanced by using 
minutiae based fingerprint matching algorithm.  
The prevailing techniques of user authentication, is 
based on passwords and user IDs (identifiers), or 
identification cards and PINs (personal identification 
numbers). Passwords and PINs can be illegally 
acquired by direct concealed observation.  When 
credit and ATM cards are lost or stolen, an 

unauthorized user can often come up with the correct 
personal codes. Despite warning, many people 
continue to choose easily guessed PIN’s and 
passwords - birthdays, phone numbers and social 
security numbers.  
In the existing design it is designed by using ATM 
card only and ATM machine is activated by placing 
the card and then entering the PIN number of the 
particular card. Yet this system is not safe to use 
because anybody can access the system if they have 
the card and PIN number like we share our card and 
pin number to our friends who may misuse it. His is 
the main disadvantage of the prevailing system. In 
recent years, with the wide utilization of internet 
technology, it is necessary to raise security measures 
in ATM.  However, the internet communication will 
be exposed there by allowing unauthorized person to 
do different kinds of breach over ATM System.  
Biometric authentication technology may solve this 
problem since a person’s biometric data is undeniably 
connected to its owner, is nontransferable and unique 
for every individual. The system can compare input 
scans to records stored in a central or local database. 
Biometric technologies are a secure means of 
authentication because biometrics data are unique, 
cannot be shared, cannot be copied and cannot be 
lost.  
The main objective of this system is to develop an 
embedded system, which is used for ATM security 
application. In these system, banker’s will collect the 
customer fingerprints and mobile number while 
opening the accounts then customer only access ATM  
machine. The mechanism of these ATM machine is 
when customer place finger on the fingerprint 
module, the message will send to the authorized 
customer through GSM modem connected to the 
microcontroller. If authorized customer use this 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-4, April-2014 

 Minutia Fingerprint Recognition Based Secured Money Extraction Using Advanced Wireless Communication 
 

21 

account, the user access that message and enter that 
how much of amount to be withdraw. 
 If unauthorized customer uses this account, the user 
rejects that message, then LCD displayed 
unauthorized customer and the relay unit 
automatically switch on the camera and the door will 
be closed. To verify the user, the minutiae based 
fingerprint matching algorithm is used. 
 
II. MINUTIAE BASED FINGERPRINT 

ALOGRITHM 
 
In a fingerprint image, ridges are dark whereas 
valleys are bright. Ridges and valleys often run in 
Parallel; sometimes they bifurcate and sometimes 
they terminate. Minutiae based fingerprint 
identification system approaches towards extraction 
of the ridge patterns correctly.  
A good quality fingerprint contains 40-100 numbers 
of minutiae depending on the scanner resolution and 
finger placement on the fingerprint scanner. However 
the fingerprint image captured through poor scanners, 
are found to have fewer number of minutiae points. 
 
a. Fingerprint Recognition 
The  fingerprint  recognition  problem  can  be 
grouped  into  two  sub-domains:  one  is  fingerprint 
verification and the other is fingerprint identification. 
In addition, it is different from the manual approach 
for fingerprint recognition by experts, the fingerprint 
recognition here is referred as AFRS (Automatic 
Fingerprint Recognition System), which is program 
based. 

 
Figure 4: Verification vs. Identification 

 
b. Algorithm Level Design 
A three-stage approach is widely used by researchers 
to implement a minutia extractor. They are pre-
processing, minutia extraction and post processing 
stage. 

 
Figure 5: Minutiae Extractor 

1) Minutiae Preprocessing 
(i) Fingerprint Image Enhancement - Fingerprint 
Image enhancement is to make the image clearer. 
Since the fingerprint images acquired from sensors or 
other media are not assured with ideal quality, 
enhancement methods, for increasing the contrast 
between ridges and furrows and for connecting the 
false broken points of ridges due to insufficient 
amount of ink, are very useful to keep a higher 
accuracy to fingerprint recognition.  
(ii) Fingerprint Image Binarization - Fingerprint 
Image Binarization is to transform the 8 -bit Gray 
fingerprint image into a 1-bit image with 0-value for 
ridges and 1-value for furrows.  After the operation, 
the fingerprint ridges are highlighted with black 
colour while furrows are white.  
 
(iii) Fingerprint Image Segmentation - In general, 
only a Region of Interest (ROI) is useful to be 
recognized for each fingerprint image. The image 
area without effective ridges and furrows is first 
discarded since it only holds background information. 
To extract the ROI, a two-step method is used. One is 
block direction estimation and direction variety 
check, and the second is intrigued from some 
Morphological methods.  
 
2) Minutiae Extraction 
(i) Fingerprint Ridge Thinning - Thinning is the 
process of reducing the thickness of each line of 
patterns to just a single pixel width. A good thinning 
algorithm should meet the requirements with respect 
to a fingerprint are 
a) The thinned fingerprint images are obtained as 
single pixel width with no discontinuities. 
b)  Each ridge should be thinning each ridge to its 
centre pixel. 
c) Singular pixels and noise should be eliminated. 
d)  Removal of pixels is not possible after completion 
of thinning process. 
 
In each scan of the full fingerprint image, the 
algorithm marks down redundant pixels in each small 
image window (3x3).  And finally removes all those 
marked pixels after several scans.  
 
(ii)  Enhanced Thinning - Ridge Thinning is to 
eliminate the redundant pixels of ridges till the ridges 
are just one pixel wide. Ideally, the width of the 
skeleton should be strictly one pixel. The skeleton has 
a two-pixel width at some erroneous pixel locations. 
An erroneous pixel is defined as the one with more 
than two 4 connected neighbors.  
 
(iii)  Minutia Marking - After the fingerprint ridge 
thinning, minutia marking points are relatively easy. 
The  bifurcation  and  termination  in  thinned  image  
is all  the  information  we  needed.  In general, for 
each 3x3 windows, if the central pixel is 1 and has 
exactly 3 one value neighbors, then the central pixel 
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is a ridge branch. If the central pixel is 1 and  has 
only 1 one-value  neighbor,  then  the  central  pixel  
is  a  ridge ending. 
 
3) Minutia Post processing 
(i)  False Minutiae Removal - The pre-processing 
stage does not totally heal the fingerprint image. For 
example, insufficient amount of ink leads to false 
ridge breaks and over inking leads to ridge cross 
connections. There are not totally eliminated. 
Actually all the earlier stages themselves occasionally 
introduce some artifacts which later lead to spurious 
minutia. This false minutia will significantly affect 
the accuracy of matching if they are simply regarded 
as genuine minutia. So some mechanisms of 
removing false minutia are essential to keep the 
fingerprint verification system effective. 
 
c. Minutiae Match  
Given two set of minutia of two fingerprint images, 
the minutia match algorithm determines whether the 
two minutia sets are from the same finger or not. An 
alignment-based match algorithm partially derived. It 
includes two consecutive stages: one is alignment 
stage and the second is match stage. 
 
1.  Alignment stage. Given two fingerprint images to 
be matched, choose any one minutia from each 
image; calculate the similarity of the two ridges 
associated with the two referenced minutia points. If 
the fingerprint similarity is larger than a threshold, 
transform each set of minutia to a new coordination 
system whose origin is at the referenced point and 
whose xaxis is coincident with the direction of the 
referenced point. 
 
2.  Match stage:  After we get two set of transformed 
minutia points, we use the elastic match algorithm to 
count the matched minutia pairs by assuming two 
minutia having nearly the same position and direction 
are identical.  
 
III. GSM (GLOBAL SYSTEM FOR MOBILE 

COMMUNICATIONS) 
 
Global System for Mobile Communications (GSM: 
originally from Group Special Mobile) is the most 
popular standard for mobile phones in the world. Its 
promoter, the GSM Association, estimates that 82% 
of the global mobile market uses the standard GSM is 
used by over 2 billion people across more than 212 
countries and territories. GSM differs from its 
predecessors in that both signalling and speech 
channels are digital call quality, and thus is 
considered a second generation (2G) mobile phone 
system. This has also meant that data communication 
was  built  into  the  system  using  the  3rd  
Generation Partnership  Project  (3GPP).  GSM also 
pioneered a low-cost alternative to voice calls, the 
Short message service.  GSM is a digital mobile 

telephone system that is widely used in Europe and 
other parts of the world. GSM uses a variation of 
Time Division Multiple Access (TDMA) and GSM is 
the most widely used of the three digital wireless 
telephone technologies (TDMA, GSM, and CDMA).  
GSM digitizers and compresses data then sends it 
down a channel with two other streams of user data, 
each in its own time slot. It operates at either the 900 
MHz or 1,800 MHz frequency band.  GSM is the de 
facto wireless telephone standard in Europe.  GSM  
has  over  one billion  users  worldwide  and  is  
available  in  190 countries. 
 
IV. HARDWARE DESIGN AND 

SOFTWARE DESIGN 
 
The design of entire system consists of two parts 
which are hardware and software.  The hardware is 
designated by the rule of embedded system and the 
step of software consisted of several parts. 
 
1) Hardware Design 
Initially, the bank server collects all the information 
regarding customer’s fingerprint and mobile number 
while opening an account. The IR reader is used to 
read the user’s bank card information and this result 
is transmitted to the microcontroller. The LCD 
displays the text “please wait while your information 
is being processed”. The fingerprint scanner is used 
to place the customer fingerprint. 

 
Figure 1: Block Diagram 

 
And this scanned fingerprint input is transferred to 
the server for the verification. The minutiae based 
fingerprint algorithm is used to identify and verify the 
customer fingerprint. After placing the fingerprint, 
the GSM modem sends the message to the authorized 
customer. The customer accepts/rejects the message 
depending on the situation. If the customer accepts 
that message, the user or third party person whom is 
authorized by the user, can withdraw money. But the 
certain amount is entered only by the authorized 
customer through mobile. If unauthorized customer 
use that account, the user rejects that message. The 
message will be sent and received through 
UART.The UART is connected to microcontroller. In 
the receiver side, the LCD displays “unauthorized 
customer”. And the relay unit is automatically 
switched on the camera, followed by the buzzer 
alarming sound and the door will be locked. 
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2) Software Design 
The system require the administrator mode set the 
mode, Admin mode this represent bank side used for 
administration purpose to register fingerprint and 
password  and  this  information  are  saved  in  bank 
server database. The system in User mode customer 
accessing ATM machine require customer fingerprint 
if all the recognition is right, the system would allow 
customer to enter PIN for accessing ATM machine, if 
authentication failure then it send message to 
authorized user and the camera will be ON and Door 
will be locked. 

 
Figure 2: Overall flowchart of Software 

 
V. SIMULATION 

 

 
 

Fig 3: Fingerprint registration while opening the bank account 
 

 
 

Fig 4: After registration the data is stored into database 
 

 
Fig 5: The authorized pattern is recognized and the access is 

provided 

 
 

Fig 6: The unauthorized pattern is recognized and the access is 
denied 

 

 
 

Fig 7: The GSM modem transmit the message to authorized 
user 

 
CONCLUSIONS 
 
Minutiae fingerprint recognition based secured 
money extraction using advanced wireless 
communication took advantages of the stability and 
reliability of fingerprint characteristics. Additional, 
the system also contains the original verifying 
methods which were inputting owner's password 
which is send by the controller. The security features 
were enhanced largely for the stability and reliability 
of owner recognition. The whole system was built on 
the technology of embedded system which makes the 
system more safe, reliable and easy to use. 
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