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Abstract - Mobile technology has significantly changed and accelerated the pace at which people access, acquire, share and 
generate data. Cell Phones are rich repositories of memories and content and has very sensitive data which needs to saved 
and protected at any cost. We can say that privacy has become an important aspect of life and cannot be compromised. 
 Recent judgement of Supreme Court declaring Right to privacy as fundamental right is testimony to this fact. In this paper 
the methods and apparatus are proposed to address the problem of compromised security and less flexibility by using method 
of different authentication system for different applications. The paper explains about the mechanism to provide Application 
lock for different applications in any communication device like mobile phones, camera etc. and Security and flexibility to 
application lock /unlock. It is tried to resolve problem of compromised security and less flexibility by using method of 
different authentication system for different applications. More secure Application lock with different authentication system 
for different applications using. 
a) Multiple authentication option decided by user based on haptic feedback to provide more security. 
 b) Using different pattern area based on the first letter of the Application. 
 c) In current scenario if user set the authentication system with pattern then he/she will have to unlock it through     pattern 
only. 
The methods explained in the paper provide more flexibility to user by giving user option to authenticate (unlock) 
application using password or pattern. This password can be system generated based on pattern or it can be set manually. 
System generated password based on the pattern drawn can be saved in database and while unlocking user can either use 
pattern area or pin(password) version of pattern drawn. 
 
Keywords - Application Lock, Haptics, System generated password. 
 
I. INTRODUCTION 
 
As every user carry so much precious data in his 
phone/applications, so that data security is the major 
concern these days. 
Data can be in any form like social media 
information, banking data, personal information, etc. 
These data are of great value to user which he does 
not want to share with anyone. Most critical aspect of 
phone privacy is data stored in application.  
So in order to secure data ,there is need to secure 
phone application by creating multiple locking 
method if same lock is applied on all application then 
breaking of one lock will complete expose the 
privacy of phone so multiple lock for different will 
make it more robust in security aspect. 
Further, 3rd party application is generally used to 
secure phone application, these 3rd party app is itself 
prone to multiple security issues. So best way to 
overcome it is to have inbuilt app security method in 
the phone itself. 
So there will be no need on depending 3rd party 
application. 
Also there will be system generated password which 
will enhance the privacy of application data. 
 
System Generated Password It is generated by the 
mobile system itself based on the pattern on the lock 
grid by the user. 
 
Application Lock: Application locks works as a 
privacy lock to let users protect their chatting tools, 
pictures and other applications. All mobile devices 

come equipped at least with a screen-lock 
mechanism. Security is very important now a day. No 
one want allow each person to check everything 
inside his/her phone; it may depend on person to 
person with whom he/she are interacting. On one 
hand a person may want to share the Application with 
some other person whereas on the other he/she may 
be want to hide it from someone. So Application lock 
does a good role in this. 
 
Traditional Application Lock: There are so many 
application locks solutions are available in market to 
with which user are dealing daily. But there are so 
many challenges with those application locks that 
make them weaken in security in this highly 
competitive era. 
- Same pattern or password for all application. 
- Fixed pattern area to be used. 
- Generally coming in 3*3 only. 
 
The security Loophole and problem explicitly in 
traditional methods, 
First loophole is that most people use a simple pattern 
or PIN code, so it is easy to break the password to an 
application by simple brute force method.  
Secondly same pin or pattern is used for all 
application. Hence breaking one password will 
expose all the application to intruder.  
Thirdly relying over 3rd party application which can 
itself be used by any intruder. 
 
Smart ApplicationLock: To overcome above 
problem we are providing Smart ApplicationLock 
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which will be moresecure because we are not making 
a common pattern for each application but it will be 
different as well dynamic too.Our solution may allow 
user to make different size pattern area to give 
password input which will depend on different 
Haptics.   
Here we will take 3*3 and 4*4 pattern area as an 
example but we are not restricted to these two 
numbers but user can set size of pattern area 
according to his choice. Moreover 3*3 pattern area is 
minimum requirement as this is the minimum size of 
pattern by which we can draw all letters. 
Complete flow chart shown in figure 1.1. 

 
Figure 1.1: Complete flow chart 

 
II. LOCKING PROCESS OF AN APPLICATION  
 
a. Long press on application icon: 
When user long press application icon in a haptic 
enabled device, there will be a new implemented 
“Lock Icon” on top of the screen. 
When user will drag the application icon over “lock 
icon” (implemented on the top screen) he will receive 
haptics from device (example: in beep or vibrations) 
.On the basis of haptics user can perform following 
actions: 
1. If user release the application icon on 1st Haptics -
> password, 

Screen will open to lock the   particular application. 
Then user need to set your manual password 
here,shown in figure.2.1. 

 

 
Figure 2.1:  Locking process 

 
2. If user release the application icon on 2ndHaptics -> 
Pattern grid will form with first alphabet of 
application in 3*3 matrixes. Points forming the First 
alphabet will be active and rest will be disable.Lock 
pattern will be drawn using active points,shown in 
figure.2.2and figure 2.3. 
 

 
Figure 2.2:  Locking process 

 

 
Figure  2.3:  Locking process 
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3. If user release the application icon on 3rd Haptics -> 
Pattern grid will form with first alphabet of 
application in 4*4 matrixes.  Points forming the First 
alphabet will be active and rest will be disabled. Lock 
pattern will be drawn using active points, shown in 
figure.2.4.  

 

 

 
Figure 2.4:  Locking process 

 
III. UNLOCKING PROCESS OF AN 
APPLICATION 
 
When user long press locked application icon in a 
haptic enabled device, user will receive haptics from 
device (example: in beep or vibrations) as on basis on 
haptics following action will be performed: 
Basic flow chart for unlocking process shown in 
figure 3.1. 
 

 
Figure 3.1: Unlocking process 
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a. Long press on an locked application icon: 
1.  If user release the application icon on 1 Haptics -> 
password screen will open to unlock the   particular 
application. Here user needs to enter system generated 
password or manual password, whatever was set for 
locking the application. 
Note:  This password can be system generated 
based on pattern or it can be set manually.  
System generated password - System generate 
password will generate based on your pattern,shown 
in figure.3.2. 
 

 
Figure 3.2:  Unlocking process 
 

In case:1 System generate password will be: 365 
In case :2 System generated password will be: 
DGFI. 
It depends on user in which form he wants to store his 
pattern in database , there will be an option for user by 
which he can decide how he want to store his patter ,it 
can be like case :1 or case :2. 
This will get generated whenever user locks the 
application with pattern and it will be stored in 
internal secured database. 
Manual password: This password will be set by user 
manually at time of locking process. (Refer I  point to 
set the password),shown in figure.3.3. 
 

 
Figure 3.3:  Unlocking process 

 
After entering the correct password, application will 
be unlocked and it will launch automatically. 

2.   If user release the application icon on 2 Haptics -> 
Pattern grid will form with first alphabet of 
application in 3*3 or 4*4 matrix by which it is locked 
(depending the information storedin DB at the time of 
setting the password). 
Points forming the First alphabet will be active and 
rest will be disabled. Lock pattern will be drawn using 
active points. 
Note : Minimum Grid Requirement is of 3*3 because 
less than this say 2*2 grid will not able to form all 
characters of English Alphabet, shown in figure.3.4. 
 

 
Figure 3.4Unlocking process 

 
IV. COMPARISION WITH ALREADY 
EXISTING SOLUTIONS 
 
In the existing solution, there is no such feature which 
supports the Application lock/unlock in 
communication devices framework itself. In this 
existing solution user need to use separate application 
for this purpose. 
Apart from above, in the existing solution, the user 
can lock the application in following way:  
 Application lock using same pattern area for all 

application. 
 Application lock with different authentication 

pattern like password or pattern but these are 
same for all application and will be set in device 
prior and static mechanism. 

 Device lock using application icon. 
 Mutual authentication between a server and a user 

of a haptic enabled device.  
 If user set the authentication system with pattern 

then he will have to unlock it through patter only. 
No flexibility is present. 

  
Some already exist solutions are: 
 
1. Secret ApplicationLock It tries to provide extra 
application security through Hidden eyes features. 
Hidden eye feature captures the image of unauthentic 
user attempting to hack the application. 
Limitations of this feature: It is post-mortem, 
corrective exercise. No is done to prevent the hacking. 
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Improvement in Our proposed idea: We tried to 
enhance security feature at preventive stage. 
By provide multiple lock for different application 
using different authentication method and different 
pattern area based on the first character of application 
name. 
2. LOCX It tried to provide extra application security 
through Chameleon features, 
It disguised as different display imperceptibly various 
chameleon styles is provide like crash in application, 
fingerprint display. 
Limitations of this feature:If hacker already knows 
about this feature, he could easily hack it. 
Improvement in Our proposed idea:By provide 
multiple lock for different application using different 
authentication method and different pattern area based 
on the first character of application name. 
3. Smart Application Lock It has feature that user 
can set different password for different applications. 
Password can be of 4 types: 

 Password number 
 Password character 
 Pattern 
 Gesture 

Limitations of this feature:It has used the same 
pattern area for every application. 
Improvement in Our proposed idea:By provide 
multiple lock for different application using different 
authentication method and different pattern area based 
on the first character of application name. 
 
V. ADDITIONAL EMBODIMENT 
 
1. In this proposed idea we used the first letter of 

Application to form the pattern area by active 
points and making the rest points in the Grid as 
inactive. 

2. We can extend this idea by providing options to 
user to select any letter of Alphabet as Grid 
pattern rather than just the first Letter of 
Application. This will add to one more level of 
security because to unlock user also need to the 

select letter of Alphabet to form the pattern Grid 
which will already be stored in database. 

3. We can also extend this Application lock /unlock 
Features to Hide/Unhide the application. 

 
CONCLUSION 
 
This locking system has several advantages.More 
secure Application lock with different authentication 
system for different application using multiple 
authentication option decided by user based on haptic 
feedback to provide more security and by using 
different pattern area based on the letter of alphabet 
with active and non-active points.It provides more 
flexibility to user by giving user option to 
authenticate (unlock) application using password or 
pattern and different size pattern area to give 
password input which will depend on different 
Haptics. 
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