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Abstract - The Wireless Sensor Networks (WSN) are deployed mostly in very large scale areas and hence the chances of 
occurrence of fault in the system is very high which can cause damage to the system and thus can cause system failure. Fault 
Tolerance is the property that lets a system continue its work even after some of the components of the system fails. 
Although after failure the quality of the output generated by the system might not be as good as expected but due to the fault 
tolerance property the process of the system will be maintained properly. This paper provides a general review on fault 
tolerance and some techniques used for fault tolerance in a wireless sensor network. 
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I. INTRODUCTION 
 
In last few years, due to the immense revolution in 
the technological area the world has observed a 
drastic expansion in the range of Wireless Sensor 
Networks and its impact in daily life of all human 
beings, which is still expanding. A typical Wireless 
Sensor Network consists of hundreds or thousands of 
tiny, inexpensive, low-power sensor nodes having 
limited memory and processing capability that 
colleborate with each other to accomplish a common 
task and have a very wide area of applications and 
services such as monitoring environmental and 
physical changes, event detections, security, target 
tracking etc. [1] Since the field has a vast range of 
applications a great deal of research have been 
conducted and are still going on, to develop sensor 
fault diagnosis methods in order to make the network 
more reliable, more efficient and less prone to faults. 
These methods can be classified into model-based 
method (which requires a model to represent the 
common system in which the sensors are deployed) 
and model-free methods (here, it is assumed that 
sensors are highly co-related and thus neighbour 
sensors have similar measurements).  
In WSNs, faults may occur due to number of reasons 
such as internal mechanical or electrical problems of 
the sensors, battery depletion, physical damage, or  
uncontrolled hazardous environment, etc. and in this 
case consequences can be severe in terms of human 
life, environmental impact or economic loss [2]. 
Since the WSNs are deployed in large scale so, if the 
damage occurs in a small level then it may or may not 
be a big issue but in case the damage occurs at a 
higher level then it can damage the network and the 
communication in the network badly so to overcome 
this problem Fault Diagnosis or Fault Tolerance 
method is used. This method lets the node identify its 
fault based on which different mechanisms and 
algorithms are applied so that the faulty node does 
not affect other parts of the system or network. And 
to apply those mechanism, first the faulty nodes and 

fault free nodes present in the network are need to be 
determined which is done by performing several tests, 
comparisons and simulation [3]. Sensor nodes are 
deployed in unattended and hostile network, thus  
sensor nodes  are expected to operate autonomously. 
The sensor faults are broadly categorized into two 
types as crash faults where a sensor node becomes 
inactive in the network and soft fault where the 
sensor node behaves arbitrarily [4,5]. Since faults are 
inevitable in Wireless Sensor Networks, therefore it is 
important to determine the set of fault free and faulty 
sensor nodes. The process of identifying both fault 
free and faulty sensor nodes in a Wireless Sensor 
Network is known as network diagnosis, which is the 
main focus of the proposed work. 
In this paper we have studied different fault tolerance 
methods. Section-2 depicts a brief litreture review of 
all the existing falut tolerance algorithm. In section-3 
we have idetified different problem statement on fault 
tolerance. Section-4 provides the work we are going 
to implement in the future.  
 
II. LITERATURE REVIEW 
 
In 2013, Arunanshu Mahapatro and Pabitra Mohan 
Khilar made a survey on Fault Diagnosis in Wireless 
Sensor Network [2] which describes some common 
sources of fault in a network, the need of Fault 
Diagnosis in Wireless Sensor Network and this 
survey also briefly describes the classification of 
faults and the taxonomy framework for fault 
detection techniqes(such as Centralized approach and 
Distributed approach). 
In June 2012, Mourad Elhadef and Amiya Nayak 
proposed a system-level Fault Diagnosis neural 
network approach [3]. In which, first of all the 
number of faulty nodes and fault free nodes are 
determined. This problem of determining the types of 
node is known as “System-Level fault diagnosis 
problem” and for this three types of diagnosis models 
are used which includes: testing, comparision and 
probabilistic models. In this paper, comparision based 
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diagnosis approach is used, which at last proved that 
this approach is more helpful in diagnosing the fault 
when partial syndromes and nondiagnosable systems 
are considered. 
Zhili Guan et al. proposed an approach known as 
Distibuted Fault Recovery Approach (DFRA) [6] for 
the wireless sensor networks so that the WSNs should 
be able to tolerate the failures of sensors and apply 
self recovery mechanism to gurantee the service and 
maintain proper communication between the nodes in 
the network. Here, Fuzzy theory is introduced for the 
fault- recovery problem and Genetic Simplex Method 
algorithm (GSMA) is designed. The network is 
divided into clusters and t here are 4 kinds of sensors 
ina cluster: cluster head (CH), active cluster member 
(ACM), fault cluster member (FCM) and redundant 
cluster member (RCM). Cluster head which is 
responsible for administrative tasks and active cluster 
member which sends data to CH. The GSMA 
overcomes the weakness of GA and combines the 
advantages of both GA and SM. At last, the simultion 
shows that GSMA has better performance and 
achieves longer network lifetime through the 
execution of the fault recoveryb approach. 
Hao Yuan, et al. in their paper [7] suggested that 
sensor nodes are usually low cost and works in an 
uncontrolled or hazardous environment, they may 
become faulty and unreliable. Generally, there are 
two types of node faults in WSN that are function 
fault and data fault. In function fault, the sensor node 
cannot deliver the data packet correctly and in the 
data fault, the node can deliver the data packets 
correctly. So there are two types of fault detection 
approaches i.e. centralized detection method and 
distributed detection method. This paper presents a 
novel fault detection approaches to address the 
problem of data fault detection in WSN. In a densely 
deployed sensor network, the probability of correct 
diagnosis is low especially in the existence of large 
set of faulty nodes. To address this problem, a novel 
method and Distributed Bayesian method is 
proposed, which can effectively identify with a large 
number of faulty nodes. The performance of DBA is 
better when the average number of neighbor nodes is 
large and the fault rate is high. 
Rama R. Panda et al. proposed an Efficient Algorithm 
for Fault Node Detection [8]. The paper decribes that 
the performance of wireless sensor networks degrades 
due to presence of faulty sensor node. The fault 
management process is divided into three phases such 
as  fault detection, diagnosis and recovery. The 
conventional fault detection methods where the faulty 
nodes is detected by measuring the out of the way of 
the sensor data. To overcome this problem algorithm 
was proposed called centralized robust fault detection 
algorithm to identify soft faulty sensor node present 
in the network. In this method each sensor node send 
the measured data to the central node and the central 
node detect the fault by analyzing the data. The result 

shows that the detection accuracy and false alarm rate 
performance is much better. 
H. Shalma and R. Rajesh proposed a Fault 
Manegement mechanism for WSN to diagnose fault 
[9]. This mechanism uses dijkstra’s algortihm for 
selecting neighbouring nodes during routing which is 
based on a single source shortest path 
algorithm(dijkstra’s) for event raising and data 
transmission and also uses multihop approach which 
is used during data routing. It maintains  the 
connectivity of the network by improving network 
lifetime and the network latency with less energy 
consumption during data transmission. 
 
III. PROBLEM STATEMENT 
 
1. Centralized fault detection  algorithm in WSN, 

using mean, mode, median and z-score. 
2. A Distributed Test based fault detection  

algorithm in WSN, using mean, mode, median 
and z-score. 

3. Distributed Neighbour Coordination fault 
detection  algorithm in WSN. 

4. Distributed Node Self fault detection  algorithm 
in WSN. 

5. A Distributed Hierarchical fault detection  
algorithm in WSN. 

6. Distributed Cluster based fault detection  
algorithm in WSN, using mean, mode, median 
and z-score. 

7. Multihop Fault Detection algorithm in WSN. 
 
CONCLUSION 
 
In this paper, we have studied and reviewed the 
previous available papers and have desribed the 
problems of Fualt Diagnosis in WSN which can be 
categorised as Centralized and Distributed Fault 
Detection techniques. Future investigation can be 
done on how to improve the current Centralized and 
Distributed Fault Detection techniques in order to 
enhance the performance of the WSNs.  
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