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Abstract - Due to active need of computer's in business and other organizations many networks has been established. In 
today scenario attacks on computer networks has increased to a great extend. Networks are very much needed but they are 
very prone to attacks. Network security is the security provided to a network from unauthorized access and risks. It is the 
duty of network administrators to adopt preventive measures to protect their networks from potential security threats. 
Computer networks that are involved in every day transactions and communication within the government, individuals, or 
business require security. The most common and simple way of protecting a network resource is by assigning it a unique 
name and a corresponding password. There are several types of attacks which can go through in our networks or edge 
devices. In this paper we will study different types of attacks and how  to protect our network. 
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I. INTRODUCTION 
 
The world is becoming more interconnected with the 
advent of the Internet and new networking 
technology. There is a large amount of personal, 
commercial, military, and government information on 
networking infrastructures worldwide. Network 
security is becoming of great importance because of 
intellectual property that can be easily acquired 
through the internet. Based on this research, the 
future of network security is forecasted. Many new 
trends that are also emerging will be considered to 
understand. 
 
Network security: 
System and network technology is a key technology 
for a wide variety of applications. Security is crucial 
to networks and applications. Although, network 
security is a critical requirement in emerging 
networks, there is a significant lack of There exists a 
“communication gap” between the developers of 
security technology and developers of networks. 
Network design is a well‐developed process that is 
based on the Open Systems Interface (OSI) model. 
The OSI model has several advantages when 
designing networks. It offers modularity, flexibility, 
ease‐of‐use, and standardization of protocols. The 
protocols of different layers can be easily combined 
to create stacks which allow modular development. 
The implementation of individual layers can be 
changed later without making other adjustments, 
allowing flexibility in development. 
 
When considering network security, it must be 
emphasized that the whole network is secure. 
Network security does not only concern the security 
in the computers at each end of the communication 
chain. When transmitting data the communication 
channel should not be vulnerable to attack. 

A possible hacker could target the communication 
channel, obtain the data, and decrypt it and re‐insert a 
false message. Securing the network is just as 
important as securing the computers and encrypting 
the message. When developing a secure network, the 
following need to be considered [1]: 
 
a. Access – authorized users are provided the means 
to communicate to and from a particular network. 
b. Confidentiality – Information in the network 
remains private. 
c. Authentication – Ensure the users of the network 
are who they say they are. 
d. Integrity – Ensure the message has not been 
modified in transit. 
e. Non-repudiation – Ensure the user does not refute 
that he used the network. 
 
Differentiating Data Security and Network Security: 
Data security is the aspect of security that allows a 
client’s data to be transformed into unintelligible data 
for transmission. Even if this unintelligible data is 
intercepted, a key is needed to decode the message. 
This method of security is effective to a certain 
degree. Strong cryptography in the past can be easily 
broken today. Cryptographic methods have to 
continue to advance due to the advancement of the 
hackers as well. When transferring cipher text over a 
network, it is helpful to have a secure network. This 
will allow for the cipher text to be protected, so that it 
is less likely for many people to even attempt to break 
the code. A secure network will also prevent someone 
from inserting unauthorized messages into the 
network. Therefore, hard ciphers are needed as well 
as attack‐hard networks [2]. 
 
The relationship of network security and data security 
to the OSI model is shown in Figure 1. It can be seen 
that the cryptography occurs at the application layer; 
therefore the application writers are aware of its 
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existence. The user can possibly choose different 
methods of data security. Network security is mostly 
contained within the physical layer.Layers above the 
physical layer are also used to accomplish the 
network security required [2]. Authentication is 
performed on a layer above the physical layer. 
Network security in the physical layer requires failure 
detection, attack detection mechanisms, and 
intelligent counter  measure strategies [2]. 
 

 
Figure 1: Based on the OSI model, data security and network 

Security have a different security function. 
 
 
II. SECURITY GOALS FOR THE NETWORKS 
 
Data Confidentiality: 
Confidentiality is the ability to conceal messages 
from a\ passive attacker so that any message 
communicated via the sensor network remains 
confidential. This is the most important issue in 
network security. A sensor node should not reveal its 
data to the neighbours. 
 
Data Authentication: 
Authentication ensures the reliability of the message 
by identifying its origin. Attacks in sensor networks 
do not just involve the alteration of packets; 
adversaries can also inject additional false packets 
[4]. Data authentication verifies the identity of the 
senders and receivers. Data authentication is achieved 
through symmetric or asymmetric mechanisms where 
sending and receiving nodes share secret keys. Due to 
the wireless nature of the media and the unattended 
nature of sensor networks, it is extremely challenging 
to ensure authentication. 
 
Data Integrity: 
Data integrity in sensor networks is needed to ensure 
the reliability of the data and refers to the ability to 
confirm that a message has not been tampered with, 
altered or changed. Even if the network has 
confidentiality measures, there is still a possibility 
that the data integrity has been compromised by 

alterations. The integrity of the network will be in 
trouble when: 
a. A malicious node present in the network injects 
false data. 
 
b. Unstable conditions due to wireless channel cause 
damage or loss of data.[4] 
 
Data Availability: 
Availability determines whether a node has the ability 
to use the resources and whether the network is 
available for the messages to communicate. However, 
failure of the base station or cluster leader’s 
availability will eventually threaten the entire sensor 
network. Thus availability is of primary importance 
for maintaining an operational network. 
 
Data Freshness: 
Even if confidentiality and data integrity are assured, 
there is a need to ensure the freshness of each 
message. Informally, data freshness [4] suggests that 
the data is recent, and it ensures that no old messages 
have been replayed. To solve this problem a nonce, or 
another time related counter, can be added into the 
packet to ensure data freshness. 
 
Self-Organization: 
A wireless sensor network is a typically an ad hoc 
network, which requires every sensor node be 
independent and flexible enough to be self-organizing 
and self-healing according to different situations. 
There is no fixed infrastructure available for the 
purpose of network management in a sensor network. 
This inherent feature brings a great challenge to 
wireless sensor network security. If self-organization 
is lacking in a sensor network, the damage resulting 
from an attack or even the risky environment may be 
devastating. 
 
Time Synchronization: 
Most sensor network applications rely on some form 
of time synchronization. Furthermore, sensors may 
wish to compute the end-to-end delay of a packet as it 
travels between two pair wise sensors. A more 
collaborative sensor network may require group 
synchronization [4] for tracking applications. 
 
Secure Localization: 
Often, the utility of a sensor network will rely on its 
ability to accurately and automatically locate each 
sensor in the network. A sensor network designed to 
locate faults will need accurate location information 
in order to pin point the location of a fault. 
Unfortunately, an attacker can easily manipulate non 
secured location information by reporting false signal 
strengths, replaying signals. This Section has 
discussed about the security goals that are widely 
available for wireless sensor networks and the next 
section explains about the attacks that comm. Only 
occur on wireless sensor networks. 
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III. ATTACKS ON NETWORKS 
 
Attacks on networks are as follows: 
Eavesdropping: 
Interception of communications by an unauthorized 
party is called eavesdropping. Passive eavesdropping 
is when the person only secretly listens to the 
networked messages. On the other hand, active 
eavesdropping is when the intruder listens and inserts 
something into the communication stream. This can 
lead to the messages being distorted. Sensitive 
information can be stolen this way [8]. 
 
Viruses: 
Viruses are self‐replication programs that use files to 
infect and propagate [8]. Once a file is opened, the 
virus will activate within the system. 
 
Worms: 
A worm is similar to a virus because they both are 
self‐replicating, but the worm does not require a file 
to allow it to propagate [8]. There are two main types 
of worms, mass‐mailing worms and network aware 
worms. Mass mailing worms use email as a means to 
infect other computers. Network‐aware worms are a 
major problem for the Internet. A network‐aware 
worm selects a target and once the worm accesses the 
target host, it can infect it by means of a Trojan or 
otherwise. 
 
Trojans: 
Trojans appear to be benign programs to the user, but 
will actually have some malicious purpose. Trojans 
usually carry some payload such as a virus [8]. 
 
Phishing: 
Phishing is an attempt to obtain confidential 
information from an individual, group, or 
Organization [9]. Phishers trick users into disclosing 
personal data, such as credit card numbers, online 
banking credentials, and other sensitive information. 
 
IP Spoofing Attacks: 
Spoofing means to have the address of the computer 
mirror the address of a trusted computer in order to 
gain access to other computers. The identity of the 
intruder is hidden by different means making 
detection and prevention difficult. With the current IP 
protocol technology, IP spoofed packets cannot be 
eliminated [8]. 
 
Denial of Service: 
Denial of Service is an attack when the system 
receiving too many requests cannot return 
communication with the requestors [9]. The system 
then consumes resources waiting for the handshake to 
complete. Eventually, the system cannot respond to 
any more requests rendering it without service. 
 
 

Node Subversion: 
Capture of a node may reveal its information 
including disclosure of cryptographic keys and thus 
compromise the whole sensor network. A particular 
sensor might be captured, and information (key) 
stored on it might be obtained by an adversary. [6] 
 
Node Malfunction: 
A malfunctioning node will generate inaccurate data 
that could expose the integrity of sensor network 
especially if it is a data-aggregating node such as a 
cluster leader [6]. 
 
Node Outage: 
Node outage is the situation that occurs when a node 
stops its function. In the case where a cluster leader 
stops functioning, the sensor network protocols 
should be robust enough to mitigate the effects of 
node outages by providing an alternate route [6]. 
 
Physical Attacks: 
Sensor networks typically operate in hostile outdoor 
Environments. In such environments, the small form 
factor of the sensors, coupled with the unattended and 
distributed nature of their deployment make them 
highly susceptible to physical attacks, i.e., threats due 
to physical node destructions. Unlike many other 
attacks mentioned above, physical attacks destroy 
sensors permanently, so the losses are irreversible. 
For instance, attackers can extract cryptographic 
secrets, tamper with the associated circuitry, modify 
programming in the sensors, or replace them with 
malicious sensors under the control of the attacker. 
 
Message Corruption: 
Any modification of the content of a message by an 
attacker compromises its integrity. [9] 
 
False Node: 
A false node involves the addition of a node by an 
adversary and causes the injection of malicious data. 
An intruder might add a node to the system that feeds 
false data or prevents the passage of true data. 
Insertion of malicious node is one of the most 
dangerous attacks that can occur. Malicious code 
injected in the network could spread to all nodes, 
potentially destroying the whole network, or even 
worse, taking over the network on behalf of an 
adversary.[9] 
 
Node Replication Attacks: 
Conceptually, a node replication attack is quite 
simple; an attacker seeks to add a node to an existing 
sensor network by copying the node ID of an existing 
sensor node. A node replicated in this approach can 
severely disrupt sensor network’s performance. 
Packets can be corrupted or even misrouted. This can 
result in a disconnected network, false sensor 
readings, etc. If an attacker can gain physical access 
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to the entire network he can copy cryptographic keys 
to the replicated sensor nodes. By inserting the 
replicated nodes at specific network points, the 
attacker could easily manipulate a specific segment of 
the network, perhaps by disconnecting it altogether. 
[1] 
 
Passive Information Gathering: 
An adversary with powerful resources can collect 
information from the sensor networks if it is not 
encrypted. An intruder with an appropriately 
powerful receiver in well designed antenna can easily 
pick off the data stream. Interception of the messages 
containing the physical locations of sensor nodes 
allows an attacker to locate the nodes and destroy 
them. Besides the locations of sensor 
nodes, an adversary can observe the application 
specific content of messages including message IDs, 
timestamps and other fields. To minimize the threats 
of passive information gathering, strong encryption 
techniques needs to be used. [8] 
This section explained about the attacks and their 
classification that widely happens on wireless sensor 
networks. The next section discusses about the 
security mechanisms that are used to handle the 
attacks. 
 
SECURITY MECHANISMS 
 
Following are the various security mechanisms: 
 
Low-Level Mechanism: 
 
Low-level security primitives for securing sensor 
networks includes, 
a. Key establishment and trust setup 
b. Secrecy and authentication 
c. Privacy 
d. Robustness to communication denial of service 
e. Secure routing 
f. Resilience to node capture 
 
Key establishment and trust setup: 
The primary requirement of setting up the sensor 
network is the establishment of cryptographic keys. 
Generally the sensor devices have limited 
computational power and the public key 
cryptographic primitives are too expensive to 
Follow. Key-establishment techniques need to scale 
to Networks with hundreds or thousands of nodes. In 
addition, the communication patterns of sensor 
networks differ from traditional networks; sensor 
nodes may need to set up keys with their neighbors 
and with data aggregation nodes. The disadvantage of 
this approach is that attackers who compromised 
sufficiently and many nodes could also reconstruct 
the complete key pool and break the scheme. [1] 
 
 
 

Secrecy and authentication: 
Most of the sensor network applications require 
protection against eavesdropping, injection, and 
modification of packets. Cryptography is the standard 
defense. Remarkable system trade-offs arise when 
incorporating cryptography into sensor networks. For 
point-to-point communication[2], end-to-end 
cryptography achieves a high level of security but 
requires that keys be set up among all end points and 
be Incompatible with passive participation and local 
broadcast. Link-layer cryptography with a network 
wide shared key simplifies key setup and supports 
passive participation and local broadcast, but 
intermediate nodes might eavesdrop or alter 
messages. The earliest sensor networks are likely to 
use link layer cryptography, because this approach 
provides the greatest ease of deployment among 
currently available network cryptographic 
approaches. [6] 
 
Privacy: 
Like other traditional networks, the sensor networks 
have also force privacy concerns. Initially the sensor 
networks are deployed for legitimate purpose might 
subsequently be used in unanticipated ways. 
Providing awareness of the presence of sensor nodes 
and data acquisition is particularly 
important. [1] 
 
Robustness to communication denial of service: 
An adversary attempts to disrupt the network’s 
operation by broadcasting a high-energy signal. If the 
transmission is powerful enough, the entire system’s 
communication could be jammed. More sophisticated 
attacks are also possible; the adversary might inhibit 
communication by violating the 802.11 medium 
access control (MAC) protocol by, say, transmitting 
while a neighbor is also transmitting or by 
continuously requesting channel access with a 
request-to send signal.[1] 
 
Secure routing: 
Routing and data forwarding is a crucial service for 
enabling communication in sensor networks. 
Unfortunately, current routing protocols suffer from 
many security vulnerabilities. 
For example, an attacker might launch denial of- 
service attacks on the routing protocol, preventing 
communication. The simplest attacks involve 
injecting malicious routing information into the 
network, resulting in routing inconsistencies. Simple 
authentication might guard. 
 
CONCLUSION 
 
Network security is an important field that is day by 
day very raipdly gaining attention as the internet 
expands. The security threats and internet protocol 
were analyzed to determine the necessary security 
technology. The security technology is mostly 
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software based, but many common hardware devices 
are used. The current development in network 
security is not admirable. This paper focuses on the 
various types of attacks and their classifications in 
wireless sensor networks and the security mechanism 
widely used to handle those attacks. This survey will 
probably motivate future researchers to come up with 
elegant and more powerful security mechanisms and 
make their network safer. 
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