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Abstract— The paper proposes a schema for a two stage data security achieved through the use of image and text 
encryption through AES algorithm along with embedding the encrypted text in encrypted image at the sender side. 
Respective keys are generated for each of the stages of Image and Text Encryption along with Data Hiding.  At the receiver 
side depending on available key either the vessel image or cipher text or both can be retrieved thus achieving transmission of 
secured data. 
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I. INTRODUCTION 
 
In recent years, signal processing in the encrypted 
domain has attracted considerable research interest. 
The purpose of steganography is to hide the very 
presence of communication by embedding message 
into innocuous-looking cover objects. Also as an 
affective and well known means for privacy 
enhancement, encryption converts the ordinary or 
human readable signal into unintelligible or cipher 
data.  
Data hiding is the technique by which some data is 
hidden into a cover media or vessel. The data may be 
any valid text related to the image such as 
authentication data or author information. At the 
receiver side it must be able to extract the hidden 
data. In some high-precision and sensitive 
applications such as medical, military and remote 
sensing, security is highly desired. Hence it is highly 
desired that the original image should be perfectly 
recovered after data extraction. A data hiding 
technique satisfying this requirement is known as 
reversible data hiding. They are also called lossless or 
noise free data hiding. 
With the lossy compression method presented in, an 
encrypted gray image can be efficiently compressed 
by discarding the excessively rough and fine 
information of coefficients generated from orthogonal 
transform. When having the compressed data, a 
receiver may reconstruct the principal content of 
original image by retrieving the values of 
coefficients. 
The owner of the image cannot trust the assistant or 
channel administrator completely. In such cases, 
when the owner needs to keep the secrecy of the 
image or any such media, he may first encrypt the 
image using an encryption key. The channel 
administrator, without any knowledge about the 
original image content, has to hide data into the 
encrypted image using a data hiding key. 

Reference presented a practical scheme. A content 
owner could encrypt the original image using an 
encryption key, and a data-hider can embed 
additional data into the encrypted image using a data-
hiding key though he does not know the original 
content. With an encrypted image containing 
additional data, a receiver may first decrypt it 
according to the encryption key, and then extract the 
embedded data and recover the original image 
according to the data-hiding key. In the scheme, the 
data extraction is not separable from the content 
decryption. In other words, the additional data must 
be extracted from the decrypted image, so that the 
principal content of original image is revealed before 
data extraction, and, if someone has the data-hiding 
key but not the encryption key, he cannot extract any 
information from the encrypted image containing 
additional data. 
Separable means, if the receiver is having the data 
encryption and data hiding key, he can extract the 
data, but cannot decrypt the image. If he is having 
image encryption key only, it is possible to decrypt 
the image, but cannot extract the hidden data. If the 
receiver is having all three keys, he can extract the 
hidden data and recover the original image. 
 
II. SYSTEM APPROACH 

 
The proposed system suggests that sender encrypts 
data and the original uncompressed image using the 
AES algorithm and then after encryption, system will 
auto generate the data encryption and image 
encryption keys. Then user compresses the LSBs of 
the encrypted image using a compression technique 
and then user hides encrypted data into encrypted 
image. The system will auto generate data-hiding key 
during the data hiding process. The prevention of 
keys getting hacked is one of the main concerns and 
highlights of our system. After successfully 
completion of process sender sends the file with new 
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extension to the receiver using existing mail system 
and all keys will be sent privately. 
 At receiver end with an encrypted image containing 
additional data which is also encrypted, if a receiver 
have data-hiding and data encryption keys, then he 
can extract the additional data and get original data 
though he does not know the image content. If the 
receiver has all three the data-hiding key, data 
decryption key and the image decryption key, he can 
extract the additional data. 
 
III. WORKING OF PROPOSED SYSTEM 

 
A. Registration 
The new user have to register for the system, admin 
will provide the authority for the new user. The user 
must login to perform any operation, the record of 
login session will store at admin. 

 
 

B.  Image Encryption 
The sender shall browse an image which is intended 
for encryption from the computer and encrypt the 
image while system shall auto generate an encryption 
key. 
 
C.  Data Encryption 
The sender shall select data he wants to send and 
encrypt it while system auto generates a data 
encryption key. 
 
D.  Data embedding 
Sender shall hide this encrypted data in the originally 
encrypted image while the system auto generates a 
data hiding key. 
 
E. Sending File 
The sender will send the file with any extension (user 
defined) using internet connection and all keys will 
send privately. 
 
F.  Image Decryption 
After receiving the file from sender if receiver has 
Image Encryption key then he will only be able to 
decrypt the image and not the original data. 
 

G.  Data Decryption 
If the receiver has both Data Hiding and Data 
Encryption keys then he will able to unhide and 
decrypt data to get the original data. 
 
H.  Both Operation 
If the receiver has all three keys then he will able to 
perform all three operation i.e. Image decryption, 
Data extraction and Data Decryption. 
 
IV. WORKING OF AES ALGORITHM 
 
The primary algorithm used in the proposed scheme 
is AES algorithm for encryption of both image and 
data. 
AES is worldwide adopted standard for encryption of 
electronic data which supersedes the Data Encryption 
Standard (DES). AES is a symmetric key algorithm 
which means same key is used for both encrypting 
and decrypting data. 
For our scheme we are implementing AES algorithm 
considering a key size of 128 bits meaning 10 cycles 
of repetitions (transformation) are performed. 
 
I. Process 

I. The main loop of AES performs following 
functions. 
  i.  SubBytes() 
 ii. ShiftRows() 
iii. MixColumns() 
iv. AddRoundKey() [5] 
 
 Each step is explained as below: 
 
 SubBytes : 
  
Processing each byte in state matrix is replaced with a 
SubByte S(ai,j) through an 8 bit substitution box, the 
Rijndael S-Box. This operation provides non linearity 
in the cipher. While performing decryption, Inverse 
SubByte step is used (reversing steps used in 
SubByte). 
 
 ShiftRows : 
 
TheShiftRows step operates on the rows of the state; 
it cyclically shifts the bytes in each row by a certain  
offset. As illustrated in the diagram below for AES 
the first row is left unchanged. Each byte of second 
row is shifted one to the left. Similarly third and 
fourth row is shifted by offsets of two and three 
respectively. The importance of this step is to avoid 
the columns being linearly independent in which case 
AES degenerates into four independent block ciphers. 
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 MixColumns: 
 
In the MixColumns step, the four bytes of each 
column of state are combined using an invertible 
linear transformation. The MixColumns function 
takes four bytes as input and outputs four bytes. 
Together ShiftRows, MixColumns provides diffusion 
in the cipher.  
 
 AddRoundKey : 
 

 
In the AddRoundKey step, the subkey is combined 
with the state. For each round, a subkey is derived 
from the main key using Rijndael’s key schedule; 
each subkey is same as state. The subkey is added by 
combining each byte of state with the corresponding 
byte of subkey using bitwise XOR. 
 
With the system in implementation we have the 
following memory requirement: 
 

TABLE I.  Memory Required In Hard Disk For Aes 
Implementation 

Memory Required for 
implementation of all 
algorithm (MB) 

Memory required 
implementation of 
whole system (MB) 

5 (approx.) 150 (approx.) 
 

Each encryption technique has its own positives and 
negatives. For our proposed system we shall apply 
various techniques to analyze its performance.  
 
V. FEATURES OF PROPOSED SYSTEM 
 
A. Provision of 3 independent keys for enhanced 
security and usage dependent 
Encrypted data is hidden in Encrypted Image with 
separate keys for Data Encryption, Image Encryption 
and Data Hiding.  
 
 
 
 
 
 
 
 
 
 
 
 
 

The 3 keys can be used for either Image Decryption 
or Data Decryption. 
 
B. Failure measures 
To perform any operation the user has only a certain 
number of attempts. If user fails to perform any of 
operation then the system goes into a non responding 
state and one mail with receiver computer IP address 
is send to the admin. 
 
C. Admin as the Main Authority 
Admin of system has all the authority such as 
blocking, unblocking any user, approving or 
disapproving users etc. 
 
CONCLUSION AND FUTURE WORK 
 
Our research helped us in constructing secure 
transmission of secrete file preventing any third party 
intrusion and security level of data is increased by 
encrypting data as well. Separate protection is 
provided for keys during decryption process if any 
intruder attacks on system. The systems previously 
available as suggested in were too mainstream. We 
tend to provide enhanced usability with user having 
the authority to get only the original image, the 
original data or both as per the privilege.  
In future we can use audio, video instead of image as 
cover or vessel for transmission of hidden encrypted 
data. 
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