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Abstract: A wireless network differs fundamentally from a network of noiseless bit pipes. The broadcast nature of the 
medium results in signals transmitted by a node to be overheard by all, making it easier to eavesdrop. Further, an 
interference result from multiple transmissions overheard by all nodes and fundamentally alters the methods with which 
information theoretic secrecy can be provided. n this paper, we consider confidential message transfer for wireless networks 
of arbitrary size within an information theoretic secrecy framework. In order to address this problem with the simplest model 
which retains the characteristics of a wireless communication medium, namely, broadcast and interference, we consider a 
line network. The source and the destination in this network are connected by a chain of nodes, any or all of which, despite 
being a part of the network, and willing to carry out relaying functions, are not to be trusted with the information sent from 
the source to the destination. To this end, all of these nodes need to be treated as potential eavesdroppers. The achievable 
rate obtained indicates that imposing secrecy constraints penalizes the capacity by at most 1bit per channel use. Therefore, it 
is concluded that information theoretic secrecy can be guaranteed for this model irrespective of eavesdropping relays and a 
fixed modest cost for the end-to-end rate using simulations in the network simulator. 
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I. INTRODUCTION 
   
Wireless Networking is rapidly becoming the 
dominant means to communicating any and all 
information. Providing an end- to-end secure 
communication in Wireless Sensor Network using 
Untrusted Relays.Wireless sensor network 
applications include ocean and wildlife monitoring, 
manufacturing machinery performance monitoring, 
building safety and earthquake monitoring, and many 
military applications. A 2- hop network is considered 
where a source and destination can communicate only 
via relay nodes who are an eavesdropper. A message 
is sent from a source to destination, where the 
intermediate relay nodes produce a noise to that 
message which doesn’t provide the secret message 
transfer. For this the source node performs encoding 
and generates sequence of lattice points. The noise 
generated by relay nodes is added to this lattice points 
and transferred to destination node. Here the lattice 
point problem reduction such as decoding is done for 
the recovery of message sent by the source node. 
Security in WSN can be done by Working on key 
distribution schemes, modifying existing encryption 
algorithms, working on the IDS side of things.A 
secure transfer of all this information is as important 
as reliability. 
A prominent concern, as we collectively become a 
wireless society, is to ensure confidentiality of 
information communicated in this open medium from 
unauthorized parties. In this network, secure 
communication is possible between the source and 
the destination despite the fact that the signals 
transmitted by the source can reach the destination 
only through the route using these untrusted nodes. 
Furthermore, we show that the achievable end-to-end 

secrecy rate found in this paper is independent of the 
number of hops .Hop is one portion of the path 
between source and destination data packets pass 
through routers and gateways on the way. Each time 
packets are passed to the next device, a hop occurs. 
To see how many hops it takes to get from one host to 
another ping or trace route/trace path commands can 
be used. 
A Digital Data is to be reliably transmitted over a 
Discrete Memory less Channel (DMC) that is 
subjected to a wiretap at the receiver. The Encoding 
by the Transmitter and Decoding by the Receiver are 
permitted. The merit here is that this wiretap is 
possible in providing a perfect secrecy. This Secrecy 
can be limited in certain ways. First, there are three 
general types of secrecy system: (1) concealment 
systems, including such methods as invisible ink, 
concealing a message in an innocent text, or in a fake 
covering cryptogram, or other methods in which the 
existence of the message is concealed from the 
enemy; (2) privacy systems, for example speech 
inversion, in which special equipment is required to 
recover the message; (3) “true” secrecy systems 
where the meaning of the message is concealed by 
cipher, code, etc., although its existence is not hidden, 
and the enemy is assumed to have any special 
equipment necessary to intercept and record the 
transmitted signal. 
The Relay Channel is considered not only as a sender 
who helps the transition of messages but as a wire-
tapper who can learn something about the transmitted 
message. The coding theorem for the relay can be 
done by Digital signatures or ElGamal.  Providing an 
achievable secrecy rate for the general untrusted 
relays channel, and proceed to investigate the 
questions for two types of relay network with 
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orthogonal components. Capacity- equivocation 
region and prove that the relay-destination link does 
not help in increasing secrecy rate and therefore the 
untrusted relays should not be deployed if perfect 
secrecy is desired. Achievable secrecy rate which 
calls relay’s cooperation and improves the secrecy 
rates as compared to treating it simple as an 
eavesdropping node. By cooperative methods with 
untrusted relay is much beneficial.  
The Gaussian Channels with secrecy constraints, 
however the efforts to date relay on random codes 
.The role of noisy feedback is established using a  
wiretap channel .The feed-forward and feedback 
signals share the same noisy channel In a  full-duplex 
destination node, judicious use of feedback increases 
the capacity of  source-destination in the absence of 
wiretap[6].Lattice is bounded in a shaped region . 
One of the critical advantages offered by lattice codes 
is that the algebraic structure of the lattice lends itself 
to the use of efficient decoding techniques, e.g., 
lattice decoding. Given the received signal vector, a 
naive lattice decoder returns the closest point of the 
underlying lattice to that vector, ignoring the shaping 
region entirely.  
The security of new construction is based on the 
conjectured computational difficulty of lattice –
reduction problems, providing a possible alternative 
to existing public key encryption algorithms and 
digital signatures. The surce-destination 
communicates via relay nodes in a 2hop networks. 
Both transmit a superposition signal where the relay 
receives. Privacy Amplification & Algebraic 
Manipulation Detection (AMD) code. Through this 
implementation this satisfies the transmitted message 
must be secret from the relay node and the destination 
node must be able to detect any attack that relay node 
launch reliability and fast. Detection of this type is 
closely related to physical layer implementation. 
Confidential message of arbitrary size transferred in 
wireless networks within an information theoretic 
secrecy framework. In order to address this problem 
with the simplest model which retains the 
characteristics of a wireless communication medium, 
namely, broadcast and interference, we consider a 
line network. 
The source and the destination in this network are 
connected by a chain of nodes, any or all of which, 
despite being a part of the network, and willing to 
carry out relaying functions, are not to be trusted with 
the information sent from the source to the 
destination. To this end, all of these nodes need to be 
treated as potential eavesdroppers. 
In this network, secure communication is possible 
between the source and the destination despite the 
fact that the signals transmitted by the source can 
reach the destination only through the route using 
these untrusted nodes. Furthermore, we show that the 
achievable end-to-end secrecy rate found in this paper 
is independent of the number of hops. 
 

II. RELATED WORK 
 
2.1 Lattice Points 
The encoder of the inner code takes inputs as 
sequence of lattice points and computes the lattice 
points to transmit in the next phase based on the rule. 
The relay nodes and the destination node receive a 
superposition of the signals transmitted by its 
neighbor and decode the modulus sum of the lattice 
points contained in the received signals. The lattice 
points are in the form of Ex-Or ed form  (1)   Each 
node then either forwards the decoded lattice points 
or transmits jamming signals according to the 
protocol. 
t  j  d        (1) 
 
2.2 Stochastic Encoder 
The outer code is also essential to provide the stated 
secrecy rate. The signals received by each relay node 
is a superposition, i.e., real sum -not the modulo sum- 
of two N dimensional vectors transmitted by its two 
neighbors. Thus, it does not hold and there will still 
be some information leaked to the relay node from 
the signals it receives. The outer code, which is a 
random binning scheme, is used to eliminate this 
leakage. Uses a stochastic encoder which provides 
sufficient randomness to confuse the eavesdropper. 
The stochastic encoder of the outer code uses a 
random binning scheme proposed. 
 
2.3 Performance Evaluation 
During simulation time the events are traced by using 
the trace files. The performance of the network is 
evaluated by executing the trace files. The events are 
recorded into trace files while executing record 
procedure. In this procedure, we trace the events like 
packet received, Packets lost, Last packet received 
time etc. These trace values are write into the trace 
files. This procedure is recursively called for every 
0.05 ms. so, trace values recorded for every 0.05 ms. 
 
III. PROPOSED SYSTEM 
 
Consider source node, Destination node and relay 
nodes where the relay nodes are considered as 
eavesdroppers. Each node are half-duplex that is 
either it can receive or transmit signal at a time but 
not both. 
 
3.1 System Model 

figure 1 
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The sender node is responsible for sending the 
message and performs the Ex-OR operation with 
lattice point code book see in figure 1.The lattice 
point code book contains a collection of lattice points 
in the integer format such that related lattice points 
can match for performing the Ex-OR operation. Then 
the sequences of lattice points are generated such that 
the message are coded and sent to the relay node. 
Generally the relay nodes are considered either one or 
all as eavesdroppers. This node is responsible for 
generating noisy message which are added to the 
incoming lattice points. Each relay node is 
responsible for generation of noise and insertion.  
Finally destination node decodes to get the message 
back. 
 
3.2 Functional Model 
The source node sends the message and performs 
encoding and generates sequence of lattice points. 
The encoding is done by a random binning scheme in 
a mathematical way. Keeping the message 
confidential this encoding is performed. The Ex-OR 
operation is done with the  lattice points which are in 
the lattice point code book see in figure 2. This lattice 
point code book represents lattice points which are in 
integer format. Then the sequence of lattice points are 
generated, which makes the message more 
authenticated such that the other nodes cannot read 
the content of a message.   
Then the sequences of lattice points are sent to the 
relay node where the relay node is responsible for 
generation of noise which is added to the message. 
Here the role of relay node is to produce noise and 
add them to the incoming message sequence. By this 
they might change the message content or eliminate 
some messages which are to be sent to destination 
node. The role of destination node is to decode the 
noisy message and get back the original message. 
This decoding can be performed by lattice point 
problem detection so that the message can be 
obtained originally.   

 
figure 2 

3.2.1 Encoding 
Encoding is performed for transformation of data so 
that it can be properly (and safely) consumed by a 
different type of system, e.g.binary data being sent 
over email, or viewing special characters on a web 
page. The goal is not to keep information secret, but 
rather to ensure that it's able to be properly 
consumed.Encoding transforms data into another 
format using a scheme that is publicly available so 
that it can easily be reversed. It does not require a key 

as the only thing required to decode it is the algorithm 
that was used to encode it. 
 
3.2.2 Generation of lattice points 
A point at the intersection of two or more grid lines in 
a point lattice. A set of dots in a grid is a distinct 
differences configuration (DDC) if the lines 
connecting pairs of dots are different either in length 
or in slope. The lattice point can be obtained by 
equation (2) 
A = i + − 1      (2) 
 
3.2.3 Noise Generation and Insertion 
Gaussian noise represents a statistical 
noise having probability density function  equal to 
that of the normal distribution, which is also known 
as the Gaussian distribution. In other words, the 
values that the noise can take on are Gaussian-
distributed.The probability density function P of a 
Gaussian random variable Z is given by equation (3) 

PG(Z) =
√ πσ e

( µ)
σ     (3) 

 
3.2.4 Decoding 
Decoding is the ability to read words by translating 
written symbols into the sounds of spoken 
language.According to Kerchoff’s principle decoding 
in Wireless Networks isthe security of a cryptosystem 
does not depend on keeping the secret key to the 
crypto algorithm. This security depends only on 
keeping the secret key. It is the technique of 
retrieving back the message.  
 
IV. IMPLEMENTATION 
 
Providing an end-to-end secure communication with 
untrusted relays in WSNs. Untrusted relay is the path 
where unsecure communication is taken over. 
Message is obtained from the sender. Encode the 
message using random binning scheme and find out 
the lattice points. In the source node performing Ex-
OR operation with 3 different points. Noise is 
generated and inserted with that signal. Decoding that 
signal to reduce the noise and finally message is 
transmitted to receiver. These are done practically in 
NS2 (Network Simulator 2).   
It is discrete event simulator modelling network 
protocols it can be like a packet, link, queues or 
protocols. It is a visual playback, error models. It was 
simulated in the year 1989 as REAL by keshav and 
then in 1995 as  ns by Floyd, McCanne at LBL then 
1997as ns-2 by the VINT project (Virtual Inter 
Network Testbed) at LBL, Xerox PARC, UCB, 
USC/ISI and now ns-2.29 maintained at USC/ISI and 
ns-2.30 pending  to release. The main advantage of 
this simulator is cost efficient, ease for coding which 
takes C/C++ language. Depends on Tcl/Tk, OTcl, 
TclCL. It uses Animate traces from simulation and 
GUI for constructing simple simulations. Its pre and 
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post processing can be Traffic, topology generation 
and Analysing the trace output with awk, etc 
 
4.1 Message Path Tracking 

Total number of nodes: 35, Source node:1, 
Destination node:1, intermediates are Relay nodes 
and rest are treated as Mobile nodes. The coding is by 
the hash methodologies which is a security tool in 
Wireless Sensor Network area. 
 
4.1.1 Node Creation and Configuration 
Node creation is nothing but the creation of the 
wireless nodes in the network scenario that is 
decided. Node configuration essentially consists of 
defining the different node characteristics before 
creating them. They may consist of the type of 
addressing structure used in the simulation, defining 
the network components for mobile nodes, turning on 
or off the trace options at Agent/Router/MAC levels, 
selecting the type of adhoc routing protocol for 
wireless nodes or defining their energy model. 
Simulator::node-config accommodates flexible and 
modular construction of different node definitions 
within the same base Node class. For instance, to 
create a mobile node capable of wireless 
communication, one no longer needs a specialized 
node creation command. Nodes can be created as  
Create 35 nodes 
set n(0) [$ns node] 
$n(0) set X_ 200 
$n(0) set Y_ 101 
$n(0) set Z_ 0.0 
$ns initial_node_pos $n(0) 50 
 
4.2 Encoding 

A unique way of using hash functions is ‘one way 
hash chain’. The technique is diagrammatically 
represented in figure 3. This concept [8] was firstly 
used to provide one time password authentication and 
later for one time use of digital cash. One way hash 
chain is the list of values that are generated by 
applying a hash function on an initial value 
repeatedly. Every value, except the initial one, is 
therefore generated by applying hash function to its 
previous value exactly one time. This way, any value 
from that list can be authenticated by providing the 
previous value in the sequence as a key. Therefore the 
values of a chain can be used in the reverse order of 
their generation.  

 
Figure 3 

 
The problem with hash chain is to synchronize the 
authentication process with the revealing of the 
validating keys. A message will be incorrectly 
invalidated if time duration in which the validating 
key (the previous hash value from the hash chain) is 
being advertised is missed. Many of the 
implementations of one way hash chains in ad hoc 

network are based on TESLA[4] protocol which was 
initially developed for authenticating broadcast 
messages. The equation for this type of encoding can 
be (4) which also get the details from (5)  
FRSA ((N,d), FRSA ((N,e),x))  = xedmod N   (4) 
d = e-1mod (P-1)*(Q-1).    (5) 

 
4.3 Generation and Insertion of Noise 
Gaussian noise represents a statistical 
noise having probability density function  equal to 
that of the normal distribution, which is also known 
as the Gaussian distribution. In other words, the 
values that the noise can take on are Gaussian-
distributed. The probability density function P of a 
Gaussian random variable Z is given by equation (3). 

 
4.4 Decoding 
Decoding is the methodology for eliminating the 
noise and retrieval of original message. The best 
decoding method for decoding is Viterbi method, 
which defines as the Viterbi algorithm is an algorithm 
for elimination of Gaussian noise which is mostly 
used for finding the likely sequence of hidden states 
is called the Viterbi path which results in a sequence 
of observed events. The equation here used for 
decoding (6) for one message and (7) for sequence of 
messages 
V1, k = P(y1 k⁄ ). πk  (6) 
Vt, k = P(yt k⁄ ). max x s (ax, k. Vt − 1, x) (7) 
 
CONCLUTION 
 
In this work, we have considered a source destination 
pair which can communicate only over a chain of 
untrusted relay nodes. The problem here is secrecy is 
not obtained perfectly because of noise generation in 
the intermediary. I propose the encoding by random 
binning scheme with the lattice point generation and 
for decoding the lattice point detection method is 
performed. By this way the message is obtained back. 
Other way of encoding and decoding can be 
performed by cryptographic algorithms such as RSA, 
Digital Signatures also for the noise detection the 
Intrusion detection methods can be applied.  
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