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Abstract—The three pillars of information security are integrity, confidentiality and availability and in this paper the 
confidentiality is assured by digital watermarking and the integrity is assured by SD-AEIS. Watermarking is the process of 
hiding digital information in a carrier signal the hidden information should, but does not need to contain a relation to the 
carrier signal. Digital watermarking holds significant promise as one of the keys to protecting proprietary digital content in 
the coming years. It focuses on embedding information inside a digital object such that the embedded information is in 
separable bound to the object. It is typically used to identify ownership of the copyright of such signal. Digital watermarks 
may be used to verify the authenticity or integrity of the carrier signal or to show the identity of its owners. It is prominently 
used for tracing copyright infringements and for banknote authentication. The advanced image encryption standard will 
encrypt the image and will protect from any attack from the third party. 
 
Index Terms—Watermarking, Encryption, SD-AIES 
 
 
I. INTRODUCTION  
 
The advent of the Internet and the wide availability of 
computers and printers make digital data exchange 
and transmission a simple task. However, making 
digital data accessible to others through networks also 
creates opportunities for malicious parties to make 
salable copies of copyrighted content without 
permission of the content owner. To secure the 
multimedia content various technologies are used e.g. 
Cryptography, steganography and watermarking. 
Cryptographic techniques are used to change the 
meaning of the documents. Steganographic 
techniques are used to conceal the existence of the 
important content. Watermarking schemes are used 
for protection and or authentication of multimedia 
content.  
A digital watermark is an invisible signature 
embedded inside an image to show authenticity and 
ownership.  An effective digital watermark should be 
perceptually invisible to prevent obstruction of the 
original image. It should be statistically invisible to 
prevent detection, and it should also be robust to 
many image manipulations, such as filtering, additive 
noise, and compression. Digital Watermarking is the 
process of embedding information into digital 
multimedia content such that the information can 
later be extracted or detected for a variety of purposes 
including copy prevention and control. Digital 
watermarking has been proposed as a new, alternative 
method to enforce the intellectual property rights and 
protect digital media from tampering.  It involves a 
process of embedding into a host signal a 
perceptually transparent digital signature, carrying a 
message.  
Semi-fragile watermarking techniques are used for 
both authentication and protection of data. 
Multimedia content authentication  applications  are  
in  the  domains  but  are  not limited  to  defense,  

law, commerce, online banking, surveillance, mailing 
and sharing multimedia data etc. Many researchers 
have put their efforts in the area of watermarking. 
Their contributions include content authentication, 
content verification, tampering localizations, content 
verification etc. However, robust watermarking 
techniques are insensitive to malicious attacks and 
thus it is difficult to detect the distortions or 
alternations performed in the watermarked content. In 
this paper, the respected image will be watermarked, 
and later the watermarked image will be embedded 
with the help of modified or featured closest point 
transform. And later the embedded watermarked 
image will be taken as the output image and will sent 
to the sender by using SD-AIES. SD-AIES, advanced 
image encryption standard which is introduced by 
Somdip Dey in 2012. The digital watermark contains 
data that can be used in various applications, 
including digital rights management, broadcast 
monitoring and tamper proofing. There are three 
categories of watermarking techniques developed for 
specific goals, robust watermarking, fragile 
watermarking and semi-fragile watermarking. 
 
II. PROPOSED APPROACHES 
 
A.  Image Watermarking 
The respected image is watermarked in general. 
Generally, a watermark is an invisible signature 
embedded inside an image. Thus, the authenticity and 
ownership is showed off. An effective digital 
watermark should be perceptually invisible to prevent 
obstruction of the original image. It should be 
statistically invisible to prevent detection, and it 
should also be robust to many image manipulations, 
such as filtering, additive noise, and compression. 
Watermarking is the process of embedding 
information into digital multimedia content such that 
the information can later be extracted or detected for 
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a variety of purposes including copy prevention and 
control. Digital watermarking has been proposed as a 
new, alternative method to enforce the intellectual 
property rights and protect digital media from 
tampering. It involves a process of embedding into a 
host signal a perceptually transparent digital 
signature, carrying a message.  
 
B.  Embedding Watermark 
The image embedding is done with the watermarked 
image.  This will assure the security, even if the third 
party erases the watermark, they will fail to see the 
letter inside the image. Only one technique has been 
applied so far, so here in this paper, it uses two 
techniques where the watermarks will be visible and 
invisible in the same image. 
 
C.  SD-AIES 
The security of digital information in modern times is 
one of the most important factors to keep in mind. 
For this reason, in this paper, proposes a new 
standard method of image encryption. The proposed 
method co nsists of four different stages. Firstly, a 
number is generated from the password and each 
pixel of the image is  converted to its equivalent  
eight binary  numbers  and  in  that  eight  bit  
number, the number of bits, which  are equal to the 
length of the number generated from the password, is 
rotated and reversed. In the second stage, extended 
hill cipher technique is applied by using involuntary 
matrix, which is generated by same password used in 
second stage of encryption to make it more secure. In 
the third stage, generalized modified vernam cipher 
with feedback mechanism is used on the file to create 
the next level of encryption. Finally, in the last stage, 
the whole image file is randomized multiple number 
of times using modified MSA randomization 
encryption technique and the randomization is 
dependent on another number, which is generated 
from the password provided for the encryption 
technique. 
 
1.  Generation Of A Number From The Key In this 
step, we generate a number from the password 
(symmetric key) and use it later for the randomization 
method, which is used to encrypt the image file. The 
number generated from the password is case sensitive 
and depends on each byte (character) of the password 
and is subject to change if there is a slightest change 
in the password. 
 
2.  Modified Bits Rotation and Reversal Technique In 
this method, a password is given along with input 
Image. Value of each pixel of input image is 
converted into equivalent eight bit binary number. 
Now we add the  ASCII Value  of  each  byte  of  the  
password  and  generate  a  number from the 
password. This number is used for the Bits Rotation 
and Reversal technique i.e., Number of  bits to be 
rotated to left and reversed will be decided by the 

number generated by adding  the  ASCII  Value  of  
each  byte  of  the  password.  This generated number 
will be then modular operated by 7 to produce the 
effective number (NR), according to which the bits 
will be rotated and reversed. Let N  be  the  number 
generated  from  the  password  and  NR  (effective  
number)  be the  number  of  bits  to  be  rotated  to  
left  and  reversed.  The relation between N and NR is 
represented by equation (1).  NR =N  mod 7 ------  eq. 
(1) ,where ‘7’ is the number of iterations required to 
reverse entire input byte and N = [n1 + n2 + n3 + n4 
+……nj], where n1, n2, ……nj is the ASCII Value of 
each byte of the password. 
 
3.  Extended Hill Cipher Technique this is a new 
method for encryption of images proposed in this 
paper. 
Algorithm of Extended Hill Cipher technique:  
Step 1: An involutory matrix of dimensions m×m is 
constructed by using the input password.  
Step 2:  Index value of each row of input image is 
converted  into  x-bit binary number, where  x is 
number of bits present in binary  equivalent  of  index  
value  of  last  row  of  input  image. The resultant x-
bit binary number is rearranged in reverse order. This 
reversed-x-bit binary number is converted into its 
equivalent decimal number.  Therefore weight of 
index value of each row changes and hence position 
of all rows of input image changes.  i.e., Positions of 
all the rows of input image are rearranged in Bits-
Reversed-Order. Similarly, positions of all columns 
of input image are also rearranged in Bits Reversed-
Order.  
Step  3:  Hill  Cipher  technique  is  applied  onto  the  
Positional Manipulated  image  generated  from  Step  
2  to  obtain  final encrypted image. 
 
4.  Generalized Modified Vernam Cipher The use of 
modified Vernam Cipher is an important thing in this 
method. The feedback mechanism in the modified 
Vernam Cipher is the game changing method and it 
makes the entire cipher system very secure.  Even if 
there is a slight change in the original file, the entire 
content of the final encrypted file will be totally 
different from the encrypted file in previous state. 
The module of modified Vernam Cipher, which is 
used in this method called TTJSA. TTJSA method is 
a  combination of 3 distinct cryptographic methods, 
namely, (i) Generalized  Modified Vernam  Cipher  
Method,  (ii)  MSA  method  and  (iii)  NJJSA 
method. To begin the method a user has to enter a 
text-key, which may be at most 16 characters in 
length. From the textkey, the randomization number 
and the encryption number is calculated using a 
method proposed by Nath et al. A minor change in 
the text-key will change the randomization number 
and the encryption number quite a lot. The method 
have also been tested on various types of known text 
files and have been found  that,  even  if  there  is  
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repetition  in  the  input  file,  the encrypted file 
contains no repetition of patterns. 
 
III. MODIFIED MSA RANDOMIZATION 
 
We have used the same concept of randomization but 
instead of doing the randomization on the key matrix, 
we applied the randomization technique on the whole 
file after picking up each block from the image file. 
Basically, the whole file is broken up into number of 
blocks of data and then randomization technique is 
applied on each block of data of the image file, then 
after the completion of andomization method, each 
block is written down in the output file as the final 
encrypted image file. 
 

BLOCK DIAGRAM 

 
Fig 1: System architecture 

 
Fig 2: SD-AIES method 

 
IV. RESULTS 
 
The visible, invisible watermarks and encryption is 
done to the image for the security. Even if the sender 
breaks the encryption after receiving the image from 
the owner, the visible and invisible watermarks will 
protect the ownership of that particular image from 
the sender. The encryption is given for the 
information security from computer hackers and un 

authorized persons.  Thus the result will be the 
extreme security of the image 
 
CONCLUSION 
 
In this paper, use of both invisible and visible 
watermarks is used. The visible watermark is used 
firstly and then some data will be embedded to the 
image for the additional security. At a time, both are 
used for the extended security. And also method for 
sending to someone by encrypting the image files via 
SD-AIES. It is very successful to encrypt the image 
perfectly to maintain its security and authentication. 
 
FUTURE SCOPE 
 
In future, the security of method can be further 
enhanced by adding more secure bit and byte 
manipulation techniques to the system. And also, 
embedding the watermark with more security will be 
good for the extended privacy.  
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