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Abstract: Cryptography is one of the most widely used methods all over the world. Data is needed to be kept secret and that 
should not be disclosed anywhere. Hence to prevent our data, it is necessary to use some or the methods for doing so. There  
are  many  places and  institutions  where  in  the  data  is  needed  to  be confidential. If the data is lost then there might be a 
tremendous loss. There are various ways in which the cryptography method can be implemented.  Previous Encryption for 
Images included symmetric key combination. Advanced encryption for images is a cryptography technique which is based 
on bits rotation and reversal, extended hill cipher, modified Randomization.  This can be used to encrypt any type of image. 
In addition to the technique, Visual Cryptography is added so as to make it highly secured. In this, mainly four things are 
going to be done.1) Image is accepted. 2) Generate the shares of the input image. 3) Combine  the  shares  which  we  have  
generated  and  4)  Image  verification.  Encrypted image and original image is then compared with hash MD5 algorithm to 
check whether correct image is obtained or not.  
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I. INTRODUCTION  
 
Communication technology is increasing day by day. 
As the technology is increasing security of data is a 
big issue in front of us. There is lots of application 
where we see that data is to be keep hidden from 
unwanted users. Some of the main applications where 
we see it are in banking and defence. In banking 
system the data must be totally secured. Neither a 
single data should go to the unauthorized user; else 
all privacy will go waste. The leakage of data in 
defence system  can  be  highly  fatal  and  can  cause 
too  much  destruction.  Due to this security issue, 
many, almost all the institutions try and use many 
types of techniques for securing their data. But, 
cryptography hackers are always trying to break the 
cryptographic methods or retrieve keys by different 
means. Hence the cryptographic hackers always try to 
find different keys and try to hack the data. 
Cryptography can be basically classified into two 
types: 
1. Symmetric Key Cryptography 
2. Asymmetric Key Cryptography. 
 
In  Symmetric  Key  Cryptography,  only  one  key  is  
used  for  encryption  purpose  and  the  same  key  is  
used  for decryption purpose as well. Whereas, in 
Asymmetric Key Cryptography one key is used for 
encryption and another publicly generated key is used 
for the decryption purpose. In symmetric key, it is 
easier for the whole process because only one key is 
needed for both encryption and decryption. Although 
today, public key cryptography such as RSA or 
Elliptical  Curve  Cryptography  is  more  popular  
because  of  its  high  security.  The advantage of 
symmetric key cryptography is that the key 
management is simple. Only one key is used for both 
encryption and decryption purpose. Many methods 
are used for implementing symmetric key. In 

symmetric key method, the key should never be 
revealed / disclosed to the outside world or to other 
user and should be kept secure. The key should be 
known to sender and the receiver only and no one 
else. If the key is available to that users then all the 
security are lost. Also keyless encryption decryption 
can be done so that the users cannot be able to attack 
in any possible way. In this paper we are basically 
going to create mainly four modules. They are 
1)Image Acceptance, 2) Generating Shares. 3) 
Combine Shares and 4) Verify shares. Various 
algorithms are used for creating all these modules. 

 
Fig 1: Block Diagram of the system 

 
The technique, AEI, which is used to encrypt and 
decrypt the images, follows the following algorithm: 
Step-1: Selection of Image. 
Step-2: Generate Image shares 
a) Image encryption technique by using bits rotation 
and reversal method based. 
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b) The Extended Hill Cipher technique for Image 
Encryption. 
c) Modified MSA Randomization for password. 
d) After then shares will be created in the given 
location. Step-3: Combine the shares of Images 
a) Modified MSA Randomization for password. 
b) The Extended Hill Cipher technique for Image 
Encryption. 
c) Image encryption technique by using bits rotation 
and reversal method based. 
d) Then original image (decrypted image) 
Step-4:Image verification done by usingMD5 Hash 
key algorithm. 
 
II. PROPOSED METHOD 
 
1. Image Selection 
In this module, we select images. The images can be 
of any size and with any extension. User can select  
any number of images as input, but can process on 
only one of them. User can see all the details related 
to that image as well as view the image. User can also 
remove the image. 
2. Generate Shares of the Image 
After  selection  of  the  image,  the  further  process  
can  be  applied  on  that  image.  It consists of three  
algorithms.  Firstly  ,  Bit  rotation  and  reversal  
technique  is  applied  on  that  image. Then extended 
hill cipher algorithm is applied on the output of bit 
rotation and reversal. At last, Modified 
Randomization technique is applied on the image. 
And hence we get an encrypted image (shares i.e. 
copies of the images ). 
3.Combine the shares 
The reverse process of the above is carried out in 
combine shares modules. The output will be the 
decrypted image. 
4.Verification 
In this, we verify the decrypted image with the 
original image to check integrity of image. 
 
III. ALGORITHM 
 
1) Bit Rotation and Reversal  
In this the value of each pixel of the image is 
converted into eight bit binary number. The bits are 
rotated and reversed so that the values get 
interchanged among themselves. The changes will 
only be known to the user but other will not be able to 
know that. Passwords can also be predefined so that 
the number that gets generated, the same number of 
times the it needs to be rotated and reversed. Let 
‘Len’ be the length and LR is the length after reversal 
then the equation becomes 
LR = L mod 7 where ‘7’ is the number of iterations 
required to reverse entire input byte. 
Pin(i,j)  [B1B2B3B4B5B6B7B8] 
If LR=5, then 
[B6B7B8B5B4B3B2B1]  Pout(i,j) 

Since, the weight of each pixel is responsible for its 
colour, the change occurred in the weight of each  
pixel of input image due to Bits Rotation & Reversal 
generates the encrypted image. 
 
2) Extended Hill Cipher 
There are various ways in which extended hill cipher 
can be applied. One of the ways is of creating an 
involuntary matrix. Here as we are not going to use 
any passwords, so it depends on the developer in 
which way he maintains the consistency. One  
method  is  he  maintains a  header  which  has  the  
data  and  all  the  assumed values. 
Index value of each row of input image is converted 
into x-bit binary number, where x is number of bits  
present  in binary  equivalent  of  index  value of  last  
row  of  input  image. The resultant x-bit binary 
number is rearranged in reverse order. This reversed-
x-bit binary number is converted into its equivalent 
decimal number.  
Therefore weight of index value of each row changes 
and hence position of all rows of input image 
changes.  
i.e., Positions of all the rows of input image are 
rearranged in Bits-Reversed-Order. Similarly, 
positions of all Columns of input image are also 
rearranged in Bits-Reversed-Order. Hill Cipher 
technique is applied to obtain final encrypted image. 
 

TABLE 1 shows various input and encrypted image 
respectively, where the encryption process is carried 

out by using Extended Hill Cipher technique. 

 
 
3) MSA Randomization 
MSA method is basically a substitution method 
where we take 2 characters from any input file and 
then search the corresponding characters from the 
random key matrix and store the encrypted data in 
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another file.MSA  method  provides  us  multiple  
encryptions  and  multiple  decryptions.  The  key  
matrix  (16x16)  is formed  from  all  characters  
(ASCII  code  0  to  255)  in  a  random  order.  
Modified Randomization method algorithm, which is 
followed in this AEI method, is: 
Step-1: Function cycling () 
Step-2: Function up_shift () 
Step-3: Function right_shift() 
Step-4: Function left_diagonal_randomization () 
Input Image 
Generate Shares 
(Encryption) 
Combine Shares 
(Decryption) 
Output Image 
Verification 
(Original Image) and (Decrypted Image) 
 
Step-5: Function cycling () for “code” number of 
times 
Step-6: Function downshift () 
Step-7: Function left_shift() 
Step-8: Function right_diagonal_randomization () 
These steps vary as per the developer. But these steps 
are fixed. In Modified Randomization, how many 
times the operation is needed to be performed are not 
fixed. It depends upon the random number for every 
image. The whole structure of the image file is 
messed up using Randomization technique. 
 
4) Hash MD5 
The MD5 message-digest algorithm is widely used 
cryptographic hash function producing a 16-bye hash 
value, typically expressed in text format as a  32 digit 
hexadecimal number. MD5 has been utilized  a  wide  
variety  of  cryptographic  applications  are  is  also  
commonly  used  to  verify  data  integrity.  MD5 is 
an algorithm that is used to verify the data integrity 
through the creation of message digest from data 
input that is claimed to be a unique to that specific 
data as a fingerprint is to the specific individual.  
MD5 gives more assurance of data security. In this 
the decrypted image is compared with the original 
image. If the images are of the same shares then the 
data is encrypted and the original image is retrieved 
back. 
 
 
 
 
 
 
 
 
 
 
 
 
 

IV. FUTURE SCOPE 
 
This technique can be used to encrypt secret images. 
We can also hide secret message or password in those  
images and then encrypt it using AEI technique and 
forward it over a communication network securely. 
Further this technique can be extended by adding bit-
manipulation to the existing system. Also we can try 
for making more number of shares so that the security 
can be increased and it becomes difficult for hackers 
to decrypt.  
 
CONCLUSION  
 
Here is an attempt to propose a paper based on image 
encryption.  Here it consists of four stages. The first 
stage implies image acceptance. The second stage is 
based on encryption which included the algorithms 
such as bit rotation and reversal, extended hill cipher, 
Modified Randomization Technique. Here we obtain 
the shares of the images. In the third stage, decryption 
process is done by hash MD5 algorithm.  
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