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Abstract - Steganography is a form of security technique through obscurity, the science and art of hiding the existence of a 
message between sender and intended recipient. Steganography has been used to pelt stealthy information’s in numerous 
types of records, with digital images, audio and video. The three most important parameters for image steganography are 
noiselessness, payload, and sturdiness. Different applications have different requirements of the steganography technique 
used. This paper aims to provide an impression of image steganography, its practises and methods. Steganography is the 
exercise of whacking secretive or penetrating data within somewhat that seems to be nobody out to the common. Various 
transporter file arrangements can be used, but digital images are the furthermost widespread because of their occurrence on 
the internet. 
For conceal secret message in images, there be a large variability of steganography methods some are more multifaceted 
than others and all of them have relevant robust and weak points. Different solicitations might involve entire faintness of the 
stealthy information, although others involve a huge stealthy message to be concealed. 
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I. INTRODUCTION 
 
The innovativeness behind developing image 
steganography approaches allowing to its usage in 
numerous organizations to conversation between its 
associates, as well as, it can be used for 
communication between members of the military or 
intelligence operatives or agents of enterprises to 
hide secret information or in the field of surveillance. 
The key objective of using the steganography is to 
avoid drawing responsiveness to the communication 
of hidden data. If suspicion is raised up, then this 
goal that has been intended to attain the security of 
the secret messages, because if the hackers noted any 
modification in the sent information then this 
observer will try to know the hidden information 
inside the message. One of the most common 
purposes that intruders can be able to gain unofficial 
access of facts and they can use this facts for their 
personal purpose, to harm somebody, modify and 
attack . As the technologies are endlessly rising due 
to promises of information to be hacked or 
unauthorized are also rising and in modern era 
communication need special kind of security from 
intruders. It’s not only limited up to data or 
communication, it also spread on computer network 
because internet is only the medium to exchange the 
message. So, providing more safety to computer 
network is more significant because most of the 
information is transmitted over the internet. The main 
motive to deliver is to maintain the confidentiality, 
reliability, accessibility and also to stop the illegal 
use of information.  
 
1.1 CRYPTOGRAPHY 
The skill of cryptography is measured to be intuitive 
along with the art of writing. As societies developed, 

humanoid grew systematized in tribes, groups, and 
kingdoms. This led to the emergence of ideas such as 
power, battles, supremacy, and politics. These 
thoughts promote powered the accepted essential of 
people to interconnect clandestinely with 
discriminatory beneficiary which in turn safeguarded 
the unceasing development of cryptography as well. 
The origins of cryptography are originated in Roman 
and Egyptian civilizations. The importance of 
information and communication systems for society 
and the global economy is intensifying with the 
increasing value and quantity of data that is 
transmitted and stored on those systems. At the same 
time those systems and data are also increasingly 
vulnerable to a variety of threats, such as 
unauthorized access and use, misappropriation, 
alteration, and destruction. The whacking of data is 
called encryption, and when the data is unconcealed, 
it is called decryption. A cipher is used to accomplish 
the encryption and decryption. Merriam-Webster’s 
Collegiate Dictionary defines cipher as ―a method 
of transforming a text in order to conceal its 
meaning.‖ The information that is being hidden is 
called plaintext; once it has been encrypted, it is 
called cipher text. To hide any data two techniques 
are mainly used one is Cryptography other is 
Steganography. In this paper we use Cryptography. 
Cryptography is the knowledge of defending data, 
which offers approaches of translating data into 
incomprehensible form, so that Legal User can 
access Information at the Endpoint. Cryptography is 
the science of using mathematics to encrypt and 
decrypt data. 
 
1.1.1 AES 
AES (Advanced Encryption Standard) Algorithm: is 
based on the principle of substitution permutation 
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network. AES is a combination of substitution and 
permutation. It is used for encryption of electronic 
data. This algorithm is flexible and supports fixed 
key size of 128, 192 and 256 bits. However, AES as 
a fixed block size and key size with minimum of 128 
bits and maximum of 256 bits. Data length of 128 bit 
is divided into four basic operation blocks. These 
blocks arranged as a 4x4 column matrix of bytes i.e. 
called the state. For full encryption, the data is passed 
through number of rounds Nr (Nr=10, 12, 14). In 
AES, key size specifies the number of repetitions of 
transformation rounds where plain text is converted 
in to cipher text. 128 bit keys has 10 cycles of 
repetition 192 bit keys has 12 cycles of repetition 256 
bit keys have 14 cycles of repetition. Each round as 
many steps, in that four step are similar but stages are 
different and encryption key depend itself on steps. 
By applying the reverse rounds to transform to obtain 
original plain text from cipher text encryption key is 
used. For each round separate 128bit key is required 
in AES. Some of the round steps are Sub byte, Shift 
row, Mix column, Add round key. 
 
1.1.2 ECC 
An Elliptic Curve Cryptography (ECC) technique is 
an algebraic structure of elliptic curves over finite 
fields where public key cryptography is used. In 
prime case, field is defined by P and binary case, 
field is defined by m and f. The elliptic curve is 
defined by the constants a and b. Then cyclic 
subgroup is defined by its generator point G. 
It is also known as public key cryptography. The 
equation of an elliptic curve is given as y2=x3+ax+b. 
Key generation of both public key and private key is 
very important. The sender will encrypt the message 
with public key receiver and private key is decrypted 
by receiver. 
To generate public key Q=d*p equation is used 
where d=random number selected with on the range 
of 1 to n-1. 
P= point on the curve 
Q is the public key 
d is the private key 
 
1.1.3 Blowfish 
Blowfish encryption algorithm is designed to 
perform various rounds of encryption. The 
encryption process is used now to hide the image 
specifics and to generate a new image with dizzy 
image specifics. The image details are made hidden 
in chaotic way to create a new image with less 
amount of details. The image is not made completely 
unreadable because it provokes the hacker to crack 
into the encryption, whereas a low resolution less 
detail encryption can be easily mistaken as a bad 
image. The decryption process is the reverse process, 
which is used to obtain the original image by using 
the reverse engineering of the cryptographic process 
on the receiver’s end. 
 

1.1.4 Blowfish has 16 rounds. 
i The input is a 64-bit data element, x. 

ii Divide x into two 32-bit halves: xL, xR. 
iii Then, for i = 1 to 16: 
iv xL = xL XOR Pi 
v xR = F(xL) XOR xR 

vi Swap xL and xR 
vii After the sixteenth round, swap xL and xR again to 

undo the last swap. 
viii Then, xR = xR XOR P17 and xL = xL XOR P18. 

ix Finally, recombine xL and xR to get the ciphertext. 
 
1.1.5 Asymmetric Key Cryptography 
In the two-key system is also known as the public 
key system, one key encrypts the information and 
another, mathematically related key decrypts it. The 
computer sending an encrypted message uses a 
chosen private key that is never shared and so is 
known only to the sender. If a sending computer first 
encrypts the message with the intended receiver’s 
public key and again with the sender’s secret, private 
key, then the receiving computer may decrypt the 
message, first using its secret key and then the 
sender’s public key. Using this public-key 
cryptographic method, the sender and receiver are 
able to authenticate one another as well as protect the 
secrecy of the message. 
 
1.1.6 RSA 
RSA is a public key algorithm created through 
Rivest, Shamir and Adleman. The key used for 
decryption and encryption is different but related to 
each other. RSA included a both public and a private 
key. For encryption of message everyone well known 
of public key. And for the decryption of encrypted 
message only use of private key to decrypt that 
message. The generation of key in RSA algorithm is 
done using following way.  

1. Select two different large prime number m and n. 
2. For security region, the integer’s m and n should be 

selected at random, and also should be of same bit 
length. Prime integers can be efficiently create 
applying a primarily test. 

3. Calculate x = mn; x is used as the modulus for both 
the public and private keys. 

4. Select the public key (i.e. the encryption key) E such 
that it is not a factor of (m − 1) and (n − 1). 
 
II. CRYPTOGRAPHY  
 
Cryptography is a process of stowing and conveying 
data in a precise practice so that only persons for 
whom it is anticipated can recite and process it. 
Cryptography is strictly associated to the corrections 
of cryptology and cryptanalysis. Cryptography 
comprises methods such as microdots, amalgamation 
confrontations with images, and additional ways to 
fleece information in stowage or transfer. In today's 
computer-centric world, cryptography is extreme 
usually coupled with motocross plaintext (regular 
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text, occasionally denoted to as rich text) into cipher 
text (a process called encryption), then back again 
(known as decryption). Personalities who exercise 
this arena are identified as cryptographers. 
Recent cryptography is extremely grounded on 
calculation theory and processor trial; cryptographic 
procedures are intended around computational 
hardness assumptions, making such algorithms hard 
to break in practice by any adversary. It is 
hypothetically conceivable to disruption such a 
scheme, but it is infeasible to do so by any known 
practical means. These activities are therefore termed 
computationally sheltered; hypothetical 
improvements, e.g., enhancements in integer 
factorization systems, and quicker calculating 
equipment need these explanations to be repeatedly 
adapted. Here occur information theoretically 
protected arrangements that provably cannot be 
fragmented even with unrestrained subtracting 
power—an example is the one-time pad—but these 
schemes are more difficult to implement than the best 
theoretically breakable but computationally secure 
mechanisms. 
 
III. PERVIOUS METHODOLOGY 
 

 
Fig 1: Block diagram of previous method 

 
1. Symmetric key encryption technique: AES 

algorithm is used for encryption of message and 
the result is treated as cipher text one. 

2. Asymmetric encryption technique: ECC (Elliptic 
Curve Cryptography) standard technique, ECC 
algorithm is then used for encryption process. 
This will result in cipher text two. 

3. LSB compression technique (Abraham Lempel 
Jacob) is then applied for the cipher text. which 
is known as dictionary, will be sent to the 
recipient uses a table created by LSB to replace 
the repetitive succeeding characters with a 
binary code, at the end of the compression 
process, will be used for extracting original 
secret message. 

4. Using Knight Tour algorithm the compression 
algorithm and unique knight tour algorithm LSB 

Steganography technique increases the quality 
and capacity of the image. 

 
Previous Proposed Algorithm 
 
1. Encryption: plain text will be encrypted using 
two encryption algorithms 
 AES (Advance Encryption Standard) algorithms 
 ECC (Elliptic Curve Cryptography) 
ECC (Elliptic Curve Cryptography) 
 Public key cryptography. 
 The principle operation in ECC is point 
multiplication 
AES (Advance Encryption Standard) algorithms 
 128,192 & 256 bits combination of data and key 

size are supported by AES. 
 128 bits is divided into 4 basic operation blocks 

organized as 4X4 matrix state 
 N – number of rounds (10,12,14) 
 Transformation of sub bytes 
 Transformation of Shift rows 
 Operation on Mix Columns 
 Add round key operation 
 
2. Compression: LZW compression technique is 
used 
3. Embedding: Knight Tour Algorithm. 
4. Decryption: The reverse procedure of Encryption 
algorithm is implemented to get back the secret data 
[3]. 
 
IV. PROPOSED METHODOLOGY 
 
In the previous methodology there were some short 
comings like 

1. The implementation of knight tour 
algorithm is very complex, the time 
complexity of this algorithm is O(Kn). 

2. The problem with this algorithm is that most 
available moves as next vertex on the path is 
tends to have the knight visit the middle 
square early on the tour. 

3. Knight tour is taking so much time to visit 
every vertex of the square board. It is 
depend on the system performance it 
requires high configuration system 
otherwise take too much time.  

4. While visiting in square board there may 
have possibility to skip some nodes that 
causes loss of data. 

5. ECC provides security with 160 bit as some 
security provides 1024bit like RSA 
encryption so we don’t need to compress 
file regarding Knight tour. 

In our methodology we have implemented the LSB 
stenography after using AES and ECC encryption 
techniques. Two layer encryption makes stronger 
than other techniques. This combination provides a 
stronger stenography techniques by which encryption 
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of data are done more effectively. Every bit of data 
gets clearer encryption using AES and ECC. LSB 
stenography is advance and powerful technique 
which makes a surety to handle and care the data 
with care. LSB stenography uses AES (Advance 
Encryption standard) for advance encryption of data 
which uses symmetric key for private and public key 
generation. 
After AES, ECC encryption technique is used for 
encrypting the data encrypted by AES previously. 
ECC uses the techniques called private and public 
key generation for sender and user who are suppose 
to exchange their private and public key with each 
others. 
In the phase of stenography AES encryption comes 
forward to encrypt plane text. AES is an iterative 
rather than Feistel cipher. It is based on 
‘substitution–permutation network’. It encompasses 
of a sequence of associated procedures, some of 
which encompass substituting involvements by 
explicit productivities (replacements) and others 
encompass shambling bits nearby (transformations). 
Interestingly, AES performs all its computations on 
bytes rather than bits. Hence, AES treats the 128 bits 
of a plaintext block as 16 bytes. These 16 bytes are 
organized in four columns and four rows for 
dispensation as a background − 
Unlike DES, the amount of rounds in AES is mutable 
and be contingent on the size of the key. AES usage 
10 rounds for 128-bit keys, 12 rounds for 192-bit 
keys and 14 rounds for 256-bit keys. All of these 
sequences practice a dissimilar 128-bit round key, 
which is intended after the imaginative AES key. 
In second phase ECC encryption receipts an input 
which is formed by AES. The properties and 
functions of elliptic curves have been studied in 
mathematics for 150 years. Their use within 
cryptography was (separately) from the University of 
Washington, and Victor Miller at IBM. An elliptic 
curve is not an ellipse (oval shape), but is represented 
as a looping line intersecting two axes (lines on a 
graph used to indicate the position of a point). ECC 
is grounded on belongings of a specific kind of 
calculation shaped after the calculated collection (a 
set of morals for which processes can be achieved on 
any two memberships of the collection to create a 
third member) derived from points where the line 
intersects the axes. Growing a opinion on the 
curvature by a number will generate another point on 
the curvature, but it is very difficult to find what 
number was used, even if you know the original 
point and the result. Equations based on elliptic 
curves have a characteristic that is very valuable for 
cryptography purposes: they are relatively easy to 
perform, and extremely difficult to reverse. 
Stenography is a branch of information hiding. It 
allows the people to communicate secretly. As 
increasingly more material becomes available 
electronically, the influence of stenography on our 
lives will continue to grow. Many confidential 

information were leaked to a rival firm using 
stenographic tools that hid the information in music 
and picture files. The application of stenography is 
an import and motivation for feature selection. A 
new stenographic algorithm for 8bit(greyscale) or 
24bit (colour image) . 
 
Proposed Algorithm 

1. Take plane text message as input. 
2. Perform AES encryption using symmetric 

key and generate Cypher text. 
3. In the next step perform ECC encryption on 

output of AES and generate double 
encrypted cipher text. 

4. Select png format file for stenography. 
5. Select cipher text generated by ECC 

cryptography. 
6. Perform LSB stenography with random 

method. 
7. Perform vice versa process to decrypt 

message. 
 
Out comes 
 

 
Fig 2: Block diagram of proposed method 

 
V. EVALUATION OF PROPOSED 
ALGORITHM 
 
Steganography is derived from the Greek word 
steganos which literally means “Covered” and 
graphy means “Writing”, i.e. covered writing. 
Steganography is the skill and science of whacking 
information in such approach that no one apart from 
transmitter and receiver recognize the information. 
The paper describes the steganalysis technique for 
the detection of secret message in the image. The 
strong and weak point of this technique is mentioned 
briefly. Steganography function is used to hide a 
secret message in any media such as text, image, 
audio and video. There are many algorithms used for 
hiding the information. One of the simplest and best 
known techniques is Least Significant Bit (LSB). 
This paper focuses on image Steganography and 
hiding the message in the Least Significant Bit (LSB) 
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method. We also converse the LSB technique used 
for numerous file presentations. 
 
CONCLUSION 
 
Cryptography deals with taking a message and 
making it appear as random noise, unreadable to an 
outside world. Steganography is not intended to 
replace cryptography but supplement it. Steganalysis 
is the art of detecting the hidden messages embedded 
in digital media using steganography. Both 
Steganography and Steganalysis must acknowledge a 
excessive deal of devotion from law administration 
and the mass media. The paper describes an 
evaluation of LSB steganography for different file 
formats. The strong and weak points of these file 
formats in LSB based image steganography are 
mentioned briefly. One would require a very large 
cover image to be able to hide a secret message 
inside a BMP file. The 800 x 600 pixels of BMP 
image file found to have less web applications. For 
this reason, LSB based image steganography is used 
with other file formats. PNG does not support 
animation like GIF. PNG works well in online 
applications such as World Wide Web. LSB in GIF 
is a very efficient algorithm to use when embedding 
a reasonable amount of data in a gray scale image. 
We can hide the data into video files for future work. 
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