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Abstract - Security is an essential service for wired and wireless network communications. The success of mobile ad hoc 
networks mainly depends on in its security level. The characteristics of mobile ad hoc network (MANET) has many 
challenges and opportunities in achieving security parameters such as confidentiality, authentication, integrity, availability 
and non-repudiation. There are different type of attacks that target the weak points of MANET, Black-hole attack and Gray 
hole  attack  are the most prominent among these. Most of the research is focused on detect and how avoid these attacks by 
compromising the performance of the network. In this paper, we present security analysis of routing protocol in general and 
DSDV in particular under Grayhole  attack.  
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I. INTRODUCTION 
 
A MANET is a collection of devices or nodes that 
transmit by a wireless communication medium. 
MANET dose not required any centralized control or 
network infrastructure  and hence its deployment is 
fast and cheap. Another important quality of a 
MANET is flexible dynamic network topology and 
nodes are able to move freely. Nodes cooperation is 
play vital role to transit packets to one  another when 
destinations node are out of their direct transmission 
range. Applications of the MANET includes 
emergency disaster relief, community networking  
and military operations over a battlefield[1]. 
 
There are mainly five MANet security parameters as 
described next [1]:  
 
A. Confidentiality 
Protection of any information from being exposed to 
the unauthorized entities, because intermediate 
mobile nodes receive the packets for other recipients. 
The information being routed in MANet can be 
eavesdropped [2]   
B. Availability  
Services should be available whenever required and 
should endure survivability regardless of attacks. 
C. Authentication  
Allow a nodes to define the characteristics of the 
peer node it is communicating with, without which 
an attacker would impersonate other node thus 
gaining unauthorized access to resources. 
D. Non-repudiation 
Ensures that the receiving and sending nodes can 
never deny ever sending and receiving of the 
messages. Non-repudiation is useful in identifying 
and isolating and compromised nodes. 
E. Integrity 
Guarantees that a message transmitted is never 
altered. 
 

II. PROBLEM STATEMENT  
 
Security is important concern in all type of network. 
MANETs are extremely vulnerable to security attacks 
as compared to other wired networks because of 
following characteristics: lack of central authority, 
insecure working environment, shared broadcasting 
channel and physical vulnerability etc[3].  
A Malicious nodes in MANET act as an obstacle in 
transmission as it will absorb the data and reduce 
packet delivery ratio, degrades the performance, 
decreases throughput and increase the packet loss. To 
secure a MANET avoiding  attack is highly essential 
task[4]. 
 
III. ROUTING IN MANET 
 
MANET has different routing protocols which can be 
divided into two ways i.e., proactive and reactive 
routing protocol.  
In proactive routing, such as in Destination Sequence 
Distance Vector (DSDV) information about all the 
nodes is stored in the routing table. Nodes in the 
network time to time exchange information about 
network topology, and if any change in the route 
needs to be updated in the routing table. While in 
reactive routing, also known as on demand routing, 
route’s are generated only when source node wants to 
communicate with destination node. There is another 
routing which utilizes the benefits of both proactive 
and reactive routing which is termed as, hybrid 
routing[5]. 
 
IV. OVERVIEW OF DSDV 
 
DSDV protocol is a table-driven routing protocol of  
MANETs. Every node will maintain a table to list the 
details of all other nodes. Every node has a single 
entry in the routing table as shown in Figure.1 and 
Table 1. The entry contains information about IP 
address of node’s, last known sequence number and 
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the hop count no. to reach that    node[5]. The table 
also store track record of the neighbor node to reach 
the destination and the time stamp of the last update 
received for that node. 
 

 
Fig. 1. Topology graph of the MANET 

 
Destination 
Sequence 

Next 
hop 

Metric Sequence 
Number 

1 - 0 S40_1 
 2 2 1 S340_2 
 3 3 1 S22_3 
 4 4 1 S334_4 
 5 2 2 S76_5 
 6 3 2 S84_6 
 7 2 3 S94_7 
 TABLE I. ROUTING TABLE FOR NODE 1 

 
V. ATTACKS ON DSDV 
 
Attacks are divided into two categories passive and 
active attacks.  At a finer level, we group the active 
attacks by their target features. 
 
A. Passive attacks 
A malicious host can behave as a passive attacker by 
ignoring functions supposed to be accomplish by it. 
Silent discard is an example of passive attacks on 
DSDV[6].An attacker drops the data silently in place 
of forwarding a packet to the next hop by hiding  
partial routing information. 
Another example of passive attack in DSDV when 
malicious host is hide the available paths to specific 
hosts when it broadcasts its routing table.  It is not 
easy to differentiate passive attacks from Byzantine 
failures in ad hoc networks. For example, a packet 
drop can also occur due to movement of host or 
unreliable wireless media. The impacts of passive 
attacks in DSDV can be limited by  dynamic changes 
in topology and availability of multipath among 
nodes[7]. 
B. Active attacks 
The malicious node generates an active attacks such 
as Blackhole and Grayhole those degrades 
performance of network. Attacker  introduces fake 
informations to confuse routing procedures and in  

DSDV such false informations are  passed in the 
routing packets. There are following ways by which 
these attacks are possible in DSDV 
1) Attack due to false distance vector: The partial 
understanding of overall topology allows false 
distance vector attack in DSDV. The malicious host 
can collect routing information direct from its 
neighbors and claim in the routing update that the 
destination node is few hops  from it even if it does 
not have no path in its routing table. The source node 
will choose the path offered by the attacker and the 
data packets will be lost or compromised. 
2) Attack due to False destination sequence: To 
check the freshness of routing information DSDV use 
destination sequence number in the routing update 
packets. When more than one paths are available for 
destination node, a node always accept the request 
that have largest sequence number, The malicious 
node can assign itself  a large false destination 
sequence number and attracts the traffic data.  
3) Gray-hole attack on DSDV protocol: Gray-hole 
attack is found on the network layer It acts as slow 
poison. It is variation of the black hole attack [8]. In 
Gray-hole attack node shows the misbehavior and 
discards the packets partially which ware sent by 
source node. 
 
VI. SECURITY ANALYSIS OF DSDV 
 
If malicious node wants to attack on DSDV, it has to 
propagate the false root information well in advance 
and must update after some period to keep it alive. 
The probability that the fake root is detected depends 
upon how long it exist.  
In proactive protocol It is difficult for the malicious 
node to attack a targeted connection without affecting 
others. This constraint increases the possibility that 
the attacker is located and detected [9]. 
A. False routes propagation  
In a DSDV the routes will be propagated within a 
growing round area by routing exchanges. A false 
routes in DSDV propagates fast and has strong 
impacts. 
B. Communication overhead  
Communication overhead is the limitation of DSDV, 
an attacker can uses same routing packet to send 
many false routes information. At this point, 
attacking on proactive protocols is more 
communication efficient for an attacker. 
C. False routes cancellation  
To avoid being identified the malicious node try to 
cancel out the false routes originated from it.  Node 
updates the status of current routes when either break 
is in active link or the shorter path or fresher path is 
available. The attacker in DSDV can stop sending 
false routes to cancel the impacts. 
The new updates will be propagated to the neighbors 
and the false routes will be smoothly replaced.  
Detection of false routes 
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It is difficult to detect false distance vector attacks in  
DSDV because the nodes cannot have overall view of 
the connectivity. The false destination sequence 
attacks can be detected by the victim if it finds that 
the sequence has never been generated by it. Because 
in DSDV the nodes regularly exchange their routing 
tables, we can estimate the maximum propagation 
delay of the false sequence from the attacker to the 
victim by the product of routing packet broadcast 
interval and their distance in hops. If the false 
sequence outruns the real number when it arrives at 
the victim, the attack will be detected.  
 
VII. PERFORMANCE PARAMETER 
 
For evaluating the performance of the communication 
system different parameter are used such as 
throughput, PDR, end to end delay and Normalized 
Routing Load NRL etc. The description of this 
parameter is depicted below [10]. 
 
A. Throughput  
Throughput is defined as the ratio of total number of 
packets, delivered and total simulation time. 
Mathematically, it can be written as: 

                    Throughtput

=
N

100                                         (1)    
Where N is the number of packets received 
successfully by all destinations. 
B. Packet Delivery Ratio(PDR) 
It is the ratio is of number of packets received 
(CBRrecv) by the destination to the number of packets 
originated by source (CBRsour). 

                        PDR

=
ΣCBRrecv
ΣCBRsour                                       (2) 

 
C. Packet Loss 
Packet loss calculate the no. of  packets dropped by 
nodes due to different reasons. packet lost should be 
low  for better performance of the protocol [11].  
Packet lost = No of packet sent – No of packets 
received (3) 

 
VIII. SIMULATION 
      
To analyze the performance of DSDV in normal as 
well as under Grayhole attack the Ns-2 (ver. 2.34) 
simulator was used. 

 
TABLE II:  Parameters for Simulation 

 

Mobility(m/s) Throughput(kbps) PDR 
(%) 

Packet 
Loss 

05 3.56 86 630 
10 3.56 86 640 
15 3.5 85 650 
20 3.45 85 670 
25 3.47 84 700 
30 3.5 85 650 

TABLE III. PERFORMANCE ANALYSIS OF DSDV 
PROTOCOL 

 
Mobility(m/

s) 
Throughput(kb

ps) 
PDR(

%) 
Packe
t Loss 

05 3.28 70 300 
10 3.24 68 300 
15 3.22 

 
68 310 

20 3.2 67 320 
25 3.2 66 300 
30 3.22 67 300 

TABLE IV. PERFORMANCE ANALYSIS OF DSDV 
PROTOCOL WITH GRAYHOLE ATTACK 

 
Fig. 2 Effect of Grayhole attack on Throughput 
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Fig. 3 Effect of Grayhole attack on PDR 

 
Fig. 4 Effect of Grayhole attack on Packet loss 

 
IX. EFFECTS OF GRAYHOLE ATTACKS ON 
DSDV 
 
Under attack condition throughput and PDR are very 
low and values of these parameters get decreased as 
the mobility of nodes is increased.  
Due to low throughput and PDR in attack condition, 
packet loss is very high and its value increased as the 
mobility of nodes is increased.  
The variation in  all above parameters is also increase 
due to gray hole attack. 
 
CONCLUSION 
 
This paper mainly focused on DSDV routing 
algorithms in MANET along with their comparison 
on various parameters. We have studied and 
simulated the DSDV routing protocols under 
Grayhole attack to a certain level and We find that it 
has drawbacks such as less throughput, low packet 
delivery ratio and high packet loss . To provide more 
security and immovability in MANETs it is required 

to develop efficient security mechanism and secure 
routing against different attacks. 
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