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Abstract - The wireless sensor network (WSN) is connected with a physical sensor or other things. The wireless sensor is 
connected to the internet using current technologies and communication protocols.Some reports describe WSN is a Internet of 
Things (IoT).The massive uses and speed up of the WSN, from small network to large industrial applications, raise new serious 
problems that are related to security.Recent reports on internet security strongly highlighted vulnerability of IoT, and the risks 
continue to increase exponentially, especially with the sensor of tiny network.Wireless sensors connected to the internet will 
create a lot of threats. To avoid network threats, security approaches must take place to ensure a set of criteria that is a 
resistance to attacks, data authentication, access control, and client privacy.Due to limited tiny, wireless sensor capacities as a 
CPU, memory and the energy, need a cryptographic algorithm and concepts of cryptosystem based on embedded. RSA is a 
powerful cryptographic algorithm based on a number theory. In most of cases, we use RSA algorithm to secure 
communications, data and keys exchanges in an internet.RSA is one of the famous cryptographic algorithms that involves 
robust the encryption and decryption processes. This paper describes a key generation cryptosystem using Arduino. It is a 
popular open-source microcontroller which has been widely used in many applications. Due to its low cost, convenience and 
flexibility, it develops rapidly and is applied widely. The objective of this work is to generate a public key based on mid-scale 
prime number and is to distribute the key as soon as possible. A cryptosystem can be used as wireless sensor network gateway. 
 
Index Terms - RSA, Cryptosystem, Arduino, Key Distribution. 

I. INTRODUCTION 
 
Internet has grown from a smallnetwork of some 
nodes to a global networkconnecting billions of nodes. 
Internet is usedto exchange information andservices 
[1]. The internet has been developed step by step. Web 
1.0 is used for navigate and web 2.0 is used to dynamic 
communication between client and server. Web 3.0 is 
called Internet of Things (IoT). These technologies 
enable the communication between objects to the 
internet.With the development of technology in the 
internet, IoT’s objects have been being smarter than 
previous traditional network devices.The result is an 
increase of the number of objectsconnected to the 
Internet. And the number of connected devices will be 
increasedmore and more [2].In this way, the network 
threats includingthe system attack, the data 
authenticity, access controland user privacymight be 
naturally increased.Lots of sensing data are 
electronically transmitted and stored periodically. The 
wireless network securityfor sensor is more critical, 
because the smart objects have limitedcapacities, 
memory and energy [3]. It must be prevent of 
unauthorized access or damage to critical information. 
Most of wireless system defines the security method to 
access controls [4], [5]. Clear text is commonly used to 
communicate each other in the wireless network like 
wireless sensor network. Therefore security of 
wireless sensor network is very weak. This means that 
a way to protect the message is needed in the wireless 
sensor network.Therefore for secure communication 
we used RSA cryptographic algorithms [6]-[8]. 
 
Public key cryptography relies on the use of a public 
key and a private key. The public key is normally and 

freely distributed without compromising the private 
key, which is to be normally kept secret by its owner. 
The public key is used to encrypt plaintext messages 
and to verify signatures the private key is used to sign 
messages and to decrypt the ciphertexts to obtain the 
plaintext messages [9].We apply these cryptographic 
techniques to secure information in order to provide 
confidentiality from an unauthorized access. In the 
secret network, data are tunneled through 
cryptographic algorithm for making secret 
communication.RSA is a public-key and an 
asymmetric cryptographic algorithm proposed in 
1977. Itssecurity mechanism is based on the 
complexity of factoring largeprimes. Also, RSA 
requires a computing power and large system resource 
to encode and decode a message.While efficient 
algorithm for factoring large numbers into prime 
factors is undiscovered, RSA algorithm security is still 
ensured. Inventors of this algorithm suggest the prime 
number used to generate the keys have more than 
100-digit length. Thus, the multiplication result of that 
prime value is larger than 200-digit length. According 
to RSA’s authors, attempt to find a factor of 200-digit 
number takes computing time for 4 billion years. 
Prime numbers which has more than 100 digits, that 
are considered safe for the RSA algorithm, will 
certainly take a longer computing time when 
compared to using prime numbers that have relatively 
fewer digits [10].In this paper, we propose an 
advanced RSA algorithm for embeddedsystem and 
wireless sensor network.To participate in resolving 
this problem, we proposean advanced method to 
exchange secure information and securingall the 
wireless sensor network,improving it with the 
encryption RSA algorithms. 
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II. RSA ALGORITHM 
 
The RSA algorithm is derived from Euler’s Totient 
function and Euler’s Theorem. 
 
A. Euler’s Totient function 
Euler’s Totient function symbol is Φ(n), which refers 
to the number of the positive integers that are less than 
n and coprime with n. 
Theorem 1. If n=p·q is the product of two different 
prime numbers p and q, thenΦ(n) = (p - 1)·(q – 1) 
Proof.Φ(n) =the number of the positive integers that 
are less than p·q and coprime with p·q 

=p·q -the number of multiples of p or qwhich belong 
tothe set{1,2,…,p·q} 

= p·q – (q+p- 1) 
= (p - 1)·(q - 1) 

 
B. Euler’s Theorem 
Theorem 2. Let m be a positive integer and suppose (a, 
m) = 1. Then: 
a Φ(m)≡ 1 (mod m) 
Proof. Let r1, r2,…., rΦ(m) be a reduced residue system 
modulo m. Equivalent, ar1, ar2, …., arΦ(m) is also a 
reduced residue system modulo m. Thus we have  
(ar1)(ar2)···(arΦ(m))≡r1r2··· rΦ(m) (mod m) 
since ar1, ar2, …., arΦ(m) , being a reduced residue 
system, must be congruent in some order to r1, r2, …., 
rΦ(m). Hence a Φ(m)r1r2··· rΦ(m)≡r1r2··· rΦ(m) (mod m). 
Since a Φ(m)≡ 1 (mod m). 
C. Euclid Theorem 
Theorem 3. Suppose a positive integer a, b are not 
both 0, and let d = (a, b). Then d is the smallest positive 
integer that can be expressed as a linear combination 
of a and b. 
Proof. Since the set of all linear combination of a and 
b clearly contains positive integers, it contains a 
smallest positive element m, (m=as+bt). We rewrite a 
= qm + r, where 0 ≤ r <m. Then r = a - qm = a – q 
(as+bt) = (1-qs)a+(-qt)b, and hence r is also a linear 
combination of a and b. But r<m, so it follows from the 
definition of m that r = 0. Thus a = q m, that is, m|a; 
similarly, m|b. therefore m is a common divisor of a 
and b. 
Since d divides a and b, d divides any linear 
combination of them. Hence d divides m and thus d ≤ 
m. Since d is the greatest common devisor, we must 
have d = m. 
D. RSA 
RSA is one of the famous cryptographic algorithm 
used by modern computers to encrypt and decrypt 
messages. It is an asymmetric and public key 
cryptographic algorithm and based on number theories. 
Asymmetric means that there are two different keys. 
This is also called public key cryptography, because 
one of them can be given to everyone. The other key 
must be kept private. It is based on the fact that finding 

the factors of an integer is hard (the factoring 
problem).RSA stands for Ron Rivest, Adi Shamir and 
Leonard Adleman, who first publicly described it in 
1977.A user of RSA creates and then publishes the 
product of two large prime numbers, along with an 
auxiliary value, as their public key.The prime factors 
must be kept secret. Anyone can use the public key to 
encrypt a message, but with currently published 
methods, if the public key is large enough, only 
someone with knowledge of the prime factors can 
feasibly decode the message. 
1. Key Generation 
The keys for the RSA algorithm are generated the 
following way, 

 
RSA algorithm ensures that packet on the network is 
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confidential and authenticated, thus it provides secure 
communication over the network.RSA algorithm is 
based on the difficulty in factoring very large 
numbers. Based on this principle, the algorithm uses 
prime factorization as the secret tunnel. It uses public 
key in which anyone use the key to encrypt the data 
and send over the network. It provides authentication 
and secret communications [11]. 
 
III. PRELIMINARY 
 
Zhenjiu Xiao, Yongbin Wang and Zhengtao Jiang 
proposed four-prime RSA digital signature algorithm 
[12]. They try to improve it and get more operation 
efficiency. Four-prime RSA used the hash function 
SHA512 to make message digest. Their algorithm 
optimized large number modular exponentiation with 
Chinese remainder theorem. A limitation of this paper 
is that the key size of proposed algorithm is large 
which is modified further by many authors.Qasem 
Abu Al-Haija, Mashhoor Al Tarayrah, Hasan 
Al-Qadeeb and Abdulmohsen Al-Lwainmi proposed a 
tiny RSA cryptosystem based on Arduino for small 
scale networks [13]. They proposed and designed a 
microcontroller based RSA. They were found that the 
trade of between message size and the encryption time 
can be drawn as a liner relationship according to the 
block size of the encryption phase. A limitation of this 
paper is that proposed algorithm requires a lot of 
system memory for public key. Ritu Patidar and 
Rupali Bhartiya proposed modified RSA 
cryptosystem based on offline storage and prime 
number [14]. They proposed a new algorithm concept 
to present the modified form of RSA algorithm in 
order to speed up the implementation of RSA 
algorithm during data exchange across the network. 
Proposed algorithm includes the architectural design 
and enhanced form of RSA algorithm through the use 
of third prime number in order to make a modulus n 
which is not easily decomposable by intruders. They 
were used to store the key parameters of RSA 
cryptosystem before it starts the algorithm. A 
limitation of this paper is that someone can access a 
storage like database and someone can hack the key. 
B.Persis Urbana Ivy, Purshotam Mandiwa and 
Mukesh Kumar proposed a modified RSA 
cryptosystem based on ‘n’ primenumbers. To secure 
information over the network, methoddevelops the 
existing RSA algorithm for using four primenumbers 
to factorize the large prime number [15]. The 
primenumbers are used to provide security in the 
network.The security of RSA depends on 
factorization. Thelarge prime numbers are not easily 
factorized. This paper proposesa modified RSA 
cryptosystem using ‘n’ prime numberswhich is not 
easily breakable. This technique providesmore 
efficiency and reliability over the network. Themajor 
drawback of this method is factorization. If thehacker 
factorizes the modulus n then whole RSA lock willbe 
opened and from these keys are easily 

generated.Problem DefinitionRSA algorithm works 
slowly and provides less securityover the network. To 
increase the speed of computation ofRSA algorithm 
and to increase the security we need tomodify the RSA 
algorithm which can be done by thirdprime number 
and offline storage method. Sonal Sharma, Prashant 
Sharma and Ravi Shankar Dhakar prposed RSA 
algorithm using modified subset sum cryptosystem 
[16]. The proposed algorithm is an asymmetric 
cryptographic technique using Knapsack 
cryptosystem. The Knapsack cryptosystem is based on 
superincreasing subsequence. That is, each element of 
the set is greater than the sum of all the numbers before 
it. The problem is ‘easy’ and solvable in polynomial 
time with a simple greedy algorithm. This proposed 
method presents a Modified Subset Sum over RSA 
Public Key Cryptosystem (MSSRPKC). This method 
is secure against brute force and mathematical attack 
on RSA. A limitation of this paper is that it is based on 
one way function therefore it cannot be used for 
authentication. Also it slows down the execution 
process as compared to RSA. 
 
IV. PROPOSED ALGORITHM 
 
The security and speed of proposed algorithm are 
increased through Arduino cryptosystem that generate 
a prime number set. Keys of proposed algorithm are 
stored in Arduino which is identical in the wireless 
sensor network. All parameters which are used in 
proposed algorithm are generated and stored 
frequently. There are two memory block inside an 
Arduino to save the keys.First memory block contain 
the values of prime numbers pi, pi+2, n and Φ(n). piand 
pi+2 is a Mersenne prime number.n is a modulus. 
Second memory block contain the values of e, d, pi+1. 
Proposed algorithm use the third prime number 
like pi+1 thus if anyone want to hijack the network 
packet to guess the value of modulus, he or she 
cannot get complete value of n because n depends 
on all three prime numbers n = pi ·  pi+1 ·  pi+2. 
 
A. Key Generation 
The keys for the proposed algorithm are generated the 
following way, 
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B. Key Distribution 
1. A sensor attached on the wireless network sends a 

notification packet to the sensor gateway. 
2. A sensor gateway receives a notification from one 

or more sensors. 
3. Sensor gateway requests a public key to the 

Arduino. 
4. Arduino generates a key and others. 
5. Arduino sends a public key to the sensor gateway. 
6. Sensor gateway broadcast a public key at once. 

 
Proposed sensor gateway request a public key to 
the Arduino frequently. So, this network model use 
a public key that is changed as soon as possible. 

 
C. Message Encryption 

 
 

 

 
 
(4)  1 = 1 - 0·1334 
(5)  -1334 = 0 - 1·1334 
(6)  -8 = 0 – 1·8 
(7)  10673 = 1-(-1334)·8 
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h) 17·(10673) ≡1(mod 22680) 
 
V.  ENTIRE SYSTEM DESIGN 
 
RSA algorithm is a public key cryptography method. 
It is an asymmetric technique, based on two different 
key pair’s public and private keys. Figure 1 explains a 
sequence of the proposed algorithm. 
 

 
Fig 1. Key Distribution Sequence 

 
Fig 2. Wireless Sensor Gateway 

 

 
Fig 3. Logical Memory inside Arduino 

 

 
Fig 4. Entire System 

The microcontroller is used in many control systems 
for several advantages such as the flexibility, ease of 
use, cost and size. Proposed system used a key 
generator for RSA public key. Figure 2 describes a 
wireless sensor gateway using Arduino, Beaglebone 
Black (Sensor Gateway) and XBee (ZigBee) module. 
There are two logical memories inside Arduino. 
Figure 3 describes the memory. Memory #1 stores the 
private keys and Memory #2 stores the public keys. 
Figure 4 describes the entire system structure. 
 
Wireless security in the WSN is very important. 
Because someone can hijack a packet on running 
wireless sensor network. Therefore, this paper 
proposes a public key distribution method using a 
RSA algorithm that is distributed frequently. 
 
VI. VALIDATIONS 
 

RSA Proposed RSA 
Select p and q to calculate 
common modulus n. 

Select Mersenne prime 
numbers p1, p2, … , pn 
and select 3 numbers. 

The Strength of large 
prime number depend on 
two variables p and q 

Strength of the modulus n 
depends on the 3 prime 
numbers. 
The digit of n is least 7 
digit. Because of the 
calculation is required lots 
of the times some minute. 

Here the p, q, e and d are 
calculated at the time of 
data communication. 

The 3 prime numbers are 
stored in local memory 
and updated frequently 

This is use a larger 
number more than 200 
digit. 

This is use a small 
number. 

Table 1. Comparison of Algorithms 
 
Table 1. explains a proposed algorithm briefly. 
Proposed algorithm uses a small number for fast 
calculation and update. Therefore, someone who 
wants to hijack or hack the public key and the modulus 
n could know the key, but the key or the modulus n is 
no longer available. 
 
CONCLUSIONS 
 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,             Volume-5, Issue-9, Sep.-2017 
http://iraj.in 

 Key Generation Cryptosystem using an Arduino in the Wireless Sensor Network 
 

106 

Today, many cryptographic algorithms and a lot of 
security protocols have adopted the RSA 
algorithm.Some certification bodies that require 
higher security evenadopted the modulus of 2048-bit 
RSA signature algorithm,which undoubtedly would 
have been a huge challenge forcomputational 
efficiency of the RSA algorithm. Aiming at 
thisproblem, this paper proposed a public key 
distribution algorithm that is distributed frequently. It 
can be concluded that the discussed system, and 
proposed prototype present the basic level of wireless 
sensor gateway. Directions of future work will be to 
move ZigBee to Wi-Fi. This paper was supported by 
Kumoh National Institute of Technology. 
 
REFERENCES 

 
[1] R. Weber, "Internet of Things – New security and privacy 

challenges," Computer Law and Security Review, Science 
Direct, vol. 26, no. 1 pp. 23-30, Jan 2010. 

[2] I. Agranat, “Embedded web servers in network devices”, 
Communication Systems Design, Mar. 1998. 

[3] P. Pereira, J. Eliasson, R. Kyusakov, and M. Johansson, 
“Enabling Cloud-connectivity for Mobile Internet of Things 
Applications,” IEEE Seventh International Symposium on 
Service-Oriented System Engineering, pp. 518-526, 2013. 

[4] Y. Lee, K. Hong and Y. Son, “A Study on the Smart Virtual 
Machine for Smart Devices,” Information-an International 
Interdisciplinary Journal, International Information Institute, 
vol.16, no.2, pp.1465-1472, 2013. 

[5] K. Gill, S.H. Yang, F. Yao, and X. Lu, “A ZigBee-Based 
Home Automation System,” IEEE Trans.Consumer 
Electronics, 2009. 

[6] L. Richao, S. Lianfeng, and H. Jing, “Design and 
Implementation of a Wireless Sensor Network Gateway 
supporting Multi-mode Wide Area Access and Video 
Monitoring,” The 1st International Conference on 
Information Science and Engineering, 2009. 

[7] I. Misiruk, O. Timoshenk, V. Taran, and I. Garkusha, “Data 
Acquisition System Based on Arduino Platform for 

Langmuir Probe Plasma Measurements,” Applied Physics 
and Engineering, 2016 II International Young Scientists 
Forum on IEEE, Kharkiv in Ukraine, pp. 128-131. 2016. 

[8] A. Sangeetha, B. Naveenkumar, A. Ganesh, and N. Bharathi, 
“Experimental validation of PID based cascade control 
system through SCADA-PLC-OPC and internet 
architectures”, Measurement, vol. 45, no. 4,pp. 643-649, 
May 2012. 

[9] S. Singh, A. Khan, S. Singh, “Performance Evaluation of 
RSA and Elliptic Curve Cryptography,” 2016 2nd 
International Conference on Contemporary Computing and 
Informatics, pp. 302-306, 2016. 

[10] S. Iswari, “Key Generation Algorithm Design Combination 
of RSA and ElGamal Algorithm,”, 2016 8th International 
Conference on Information and Electrical Engineering, 
Yogyakarta, Indonesia, pp. 1-5, 2016. 

[11] R. Rivest, A. Sharmir, and L. Adleman, “A Method for 
Obtaining Digital Signatures and Public-Key 
Cryptosystems,”, Communications of the ACM, vol. 21, no. 
2, pp. 120-126, Feb 1978. 

[12] Z. Xiao, Y. Wang, and Z. Jiang, “Research and 
Implementation of Four-prime RSA Digital Signature 
Algorithm,” IEEE Trans. Computer and Information Science 
(ICIS), pp. 545-549, Jun 2015 

[13] Q. A. Haija, M. A. Tarayrah, H. A. Qadeeb, and A. A. 
Lwaimi, “A Tiny RSA Cryptosystem Based On Arduino 
Microcontroller Useful For Small Scale Networks,” Procedia 
Computer Science 34, International Symposium on 
Emerging Inter-networks, Communication and Mobility, pp. 
639-643, 2014 

[14] R. Patidar and R. Bhartiya, “Modified RSA Cryptosystem 
Based on Offline Storage and Prime Number,” IEEE Trans. 
Computational Intelligence and Computing Research, pp. 
1-6, 2013. 

[15] B. P. Urbana, P Mandiwa, and M. Kumar, “A Modified RSA 
Cryptosystem Based On ‘n’ Prime Numbers,” International 
Journal Of Engineering And Computer Science 1.2, pp. 
63-66, 2012. 

[16] S. Sharma, P. Sharma, and R. Dhakar, “RSA Algorithm 
Using Modified Subset Sum Cryptosystem”, International 
On Computer and Communication Conference Technology, 
pp. 457-461, Sep 2011. 

 
 
 
 
 
 

 


