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Abstract - An ad hoc network is a wireless networking paradigm for the mobile host. It is made together with separate devices 
for communicating with each other directly. Mobile users will want to communicate in a secure way where no fixed wired 
infrastructure is available. Security is one of the most important issues in ad hoc network for security-sensitive applications. 
Although there are different advantages over the networks, still there are various security problems which affect the networks 
in several ways.  Different research has been done in recognizing and resolving the issues in the networks. This paper surveys 
different approaches to provide safety and secure communication in Mobile Adhoc networks. We have discussed the 
difference between each mentioned Ad hoc networks with its strength and weakness while providing the secure 
communications through networks wireless topology. 
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I. INTRODUCTION 
 
Ad hoc Network is a gathering of wireless mobile 
routers. Mobile routers are within a communication 
range and can communicate directly through wireless 
networking paradigm. The routers are free to move 
randomly and organize themselves arbitrarily; thus, 
the network’s wireless topology may change rapidly 
and randomly. During the communication process, 
security has become a most important concern to 
provide protected communication between mobile 
nodes in an unfriendly environment. 
In this paper, we will discuss various security issues 
and techniques of the different wireless networks. 
MANETs is a group of wirelessly connected nodes. 
Since there is no intermediate support, nodes can join 
and leave the network easily [1]. Because of those 
problems, in the network layer, there are many types 
of attacks are raised and the routing protocol is not 
secure. VANET is one of the categories of MANETs. 
In this, the communication is initiated between 
Vehicles to Road side Units (RSUs) and Vehicles to 
Vehicles via wireless technology. FANET is the sub 
category of VANETs. FANETS cannot be created only 
with the help of single Unmanned Aerial Vehicle 
system. This system has done different technological 
developments and advanced the operation of 
multi-UAV system in military and civil applications. 
Unfortunately, the ad hoc nature that makes these 
networks attractive also introduces many complex   
communication problems. Although some of the first 
ad hoc networks were deployed in the early 1970's, 
significant research problems remain unanswered 
[25]. As authors [5] have rightly told, many research 
scholars were attracted towards this domain to 
investigate for further research and learning. 
Numerous problems and challenges exist in this field 
because of the frequent and unpredictable MANET 

topology changes. N numbers of on-going research 
problems are base involving widespread situations for 
Adhoc. When researchers prosper any methods or 
protocols, they need to collate their methods with 
other existing approaches. In this paper, we have the 
survey from the year of 2011 to 2017. 
 
II. SECURITY ISSUES AND ATTACKS IN THE 
NETWORKS 
 
Review Stage Adhoc networks are vulnerable to 
various attacks not only from the outside but also 
within the network infrastructure itself. Ad hoc 
network is mainly denoted to two different levels of 
attacks. The first level of attack occurs, during the 
basic mechanisms of the ad hoc network such as 
Routing. In contrast, the second level of attacks tries to 
damage the whole security mechanism employed in 
the network.[4]. Some of the main attacks are briefly 
discussed in the below. 
A.  Internal attacks 
Internal attacks directly lead to the attacks on nodes 
available in network and links communication 
between them. This type of attacks may relay the 
wrong type of routing information to other nodes [2,5] 
 

 
Fig.1: Active & Passive attacks in MANETs 

 
Internal attacks are sometimes more complicating to 
handle as compare to the External attacks, because 
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internal attacks occur due to more authenticated 
nodes. 
B. External attacks 
These types of attacks are trying to cause blockage in 
the network, denial of services (DoS), and post wrong 
routing information etc. External attacks prevent the 
network from normal network communication and 
producing extra overhead to the network system. The 
External attacks can classify into two sub categories, 
one is Passive attacks and another is Active attacks. 
There are multiple attacks in MANETs; we are 
categorizing some of them on the basis of the protocol 
stack. From this, here we will concentrate on the 
attacks in the network layer. 
 

 
Fig.2: Classification of attacks in MANETs 

In Vehicular Ad hoc networks comprise of mobile 
nodes, fixed infrastructure (Road Side Access Point) 
and wireless interconnection which to allow 
communicate with each other. The main goal of this 
network service is to provide safety while driving. Few 
surveys illustrate 60% of accidents can be avoided if 
the driver gets the caution before the accident take 
place. VANET has come out with a solution and 
become a key component of Intelligent Transportation 
System (ITS).  Improving the traffic efficiency and 
providing better road safety service is the main 
intention of Intelligent Transportation System (ITS). 
VANETs shares or provide the purpose road safety 
information, traffic analysis normal data (files, audio, 
video etc) using continuous internet connectivity [24]. 
On the basis of Membership: Any authorized or 
unauthorized node can perform a malicious activity in 
the network. Membership function highly affects the 
impact of the attack and its prevention. There are two 
types of attackers on this basis;  
• Internal Attackers (Im): These are the authorized 
member nodes that perform a malicious activity to 
gain the personal benefit or just to disturb the network. 
These attackers put stronger impact than the external 
one.  
• External Attackers (Em): They are the intruders who 
try to enter in the network either by impersonation or 
other attacks. 
 On the basis of Activity: Whether an attacker is active 
and makes frequent changes to network or not, the 
attackers are classified as: 
 • Active Attacker (Aa): These types of attackers try to 
alter the network information and generate malicious 
packets and signals. Attacks made by them are more 
effective than that made by passive attackers.  
• Passive Attackers (Pa): These types of attackers do 
not alter the network information. They silently sense 
the network.

 
III. A SURVEY BETWEEN 2010-2016 FOR SECURITY ISSUES IN ADHOC NETWORKS 
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IV. RELATED WORK AND TECHNIQUES 
USED 

 
A.  Intrusion Detection Techniques (IDS) 
The IDS is not a new concept in the Network side 
research. According to the definition in the 
Wikipedia, an Intrusion Detection System (or IDS) 
generally detects unwanted manipulations or systems 
[21]. Moreover there is some kind of differences 
between the traditional wired network and the 
MANET, intrusion detection technique which is 
developed first in the wired network communication 
and has overcome very important security solution for 
the wired network systems, has also gained some 
observations from the researchers when they enhance 
the security solution for the Mobile Ad hoc network. 
In the following, we discuss something about typical 
Intrusion detection systems in the Mobile Ad-hoc 
networks in details [20]. 
B. Cluster-based Intrusion Detection Techniques 
for MANETs 
Now we have discussed cooperative intrusion 
detection agent architecture for the mobile ad hoc 
networks in the previous section. However, all of the 
nodes in the framework must have an IDS system, 
through that the Intruder is find out. Hence that was a 
healthy one; there was some drawback over that. 
While the state IDS was active till the transmission 
came to end. Though the mobile node is has run from 

battery or some energy saving machine. Due to the 
limited power supply in the mobile node networks, 
this framework may cause some nodes behave in a 
selfish manner and not combine with other nodes. 
If the IDS were in the state alive, the battery will drain 
up fast, hence to overcome this defect, to solve this 
problem Huang et al. present a cluster- based intrusion 
detection techniques for ad hoc networks [9]. 

 
Fig.3: Internal structure of IDS agents. 
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Basically, there are four states in the cluster formation 
system: Start, group, done and lost. All the nodes in 
the mobile network will be in the initial state of first, 
which it means that they will analyze their own traffic 
and intrusion detection behaviors. There are two steps 
that will finish before we get into the cluster head of 
the network: group computation and Cluster head 
computation. A group clique is defined as a set of 
nodes are paired with members can communicate with 
a direct wireless link. The clique is a little more 
restricting than the cluster. 
In IDS agents, the communication is between local 
and Global system. The Local agents it consists of 
Detection engine, data collection, and the local 
response area, where the transmission is started from 
the source to destination, through each IDS the 
investigation will be done. Whether the person where 
authenticated or not. With the help of Global 
communication system, it will trace out from the 
neighboring IDS nodes and send back the results. 
C. Cluster-based Intrusion Detection Techniques 
for MANETs 
Now we have discussed about cooperative intrusion 
detection agent architecture for the mobile ad hoc 
networks in the previous section. However, all of the 
nodes in the framework must have a IDS system, 
through that the Intruder are find out. Hence that was 
a healthy one; there was some drawback over that. 
While the state IDS was active till the transmission 
was comes to end. Though the mobile node is has run 
from battery or some energy saving machine. Due to 
the limited power supply in the mobile node networks, 
this framework may cause some nodes behave in a 
selfish manner and not combine with other nodes. 
If the IDS were in the state alive, the battery will drain 
up fast, hence to overcome this defect, to solve this 
problem Huang et al. present a cluster- based intrusion 
detection techniques for ad hoc networks [9]. 

 

 
Fig.4: Finite state machine of the Cluster protocol. 

 
Basically there are four states in the cluster formation 
system: Start, group, done and lost. All the nodes in 
the mobile network will be in the initial state of first, 
which it means that they will analyze their own traffic 
and intrusion detection behaviors. There are two steps 
that will finish before we get into the cluster head of 
the network: group computation and Cluster head 

computation. A group clique is defined as a set of 
nodes are paired of members can communicate with 
direct wireless link. The clique is a little more 
restricting than the cluster.  
The Cluster based protocol is mainly used in the case 
of person loses its connection with the old cluster head 
lost their state and initiates cluster recovery protocol to 
re-produce a new cluster head band. In the normal IDS 
was each and every node as a service to avoid the 
intruder. But in case cluster a group nodes are 
collected and that was maintain by single IDS 
processor. By collecting of some nodes and maintain a 
single IDS processor, where the energy was saved and 
the transmission power also increased by the network 
environment. The cluster based protocol will maintain 
by a same IDS agents and that was communicate with 
the local and Global host. 
ARAN: Authenticated Routing for Ad-hoc Network 
(ARAN), is basically AODV protocol. In this process, 
signed certificates to nodes are provided by the third 
party CA. When a node is coming into the network, it 
should send requests certificates to CA. In this 
approach, the Asymmetric cryptographic technique is 
used to authenticating secure route discovery and for 
the freshness of rote timestamps are used. 
ARAN basically has 5 steps [23];  
 Certification  
 Authenticated Route Discovery 
 Authenticated Route Setup 
 Route Maintenance  
 Key Revocation 
 
At each step, route authentication process takes place 
in each intermediate node via the addition of sign and 
certificate. ARAN helps to solve the impersonation 
problems in VANETs. 
 
CONCLUSION 
 
In this survey paper, we have tried to inspect the 
security issues in MANETs, VANETs, and FANETs. 
Due to the Mobility and the open source media, the 
mobile networks are much susceptible to all kind of 
security risks manners, such as intrusion, disclosure 
and etc. As a result, the security needs in the mobile 
network and much higher than those of traditionally 
closed infrastructure networks. In this paper, we have 
discussed the Intrusion concepts, since intrusion is 
carried out only in the cryptography methods. By 
enhancing new techniques in the cryptography were 
bonding each other of networking, it will give better 
results. 
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