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Abstract - In order to make online payment more secure and trustworthy, Merchant as well as Client needs to be verified. In 
current scenario only Client is verified against Merchant server (ex. giving captcha to distinguish between User and 
machine) and not vice versa. In our system we mainly focus on two-way authentication. Client verifies Merchant and Vice a 
versa by using Visual cryptography. Visual cryptography is applied on confidential data such as QR Code (on One-time 
password, QR Code is applied then) from which two shares are generated. One share is send to Client through Email and 
other is send to Merchant. Merchant in tern send share to Client. This way client trust is gained by merchant server for secure 
online transaction.  
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I. INTRODUCTION 
 
In a traditional business issues related to trust are 
very less as compared to e-commerce system. 
Traditionally, a customer/client sees a product, 
examines it and then makes a payment by cash or 
credit cards. In e-commerce shopping customer does 
not see or examines actual product and the method of 
payment is electronically.  
Online Payment System enables to pay for goods 
electronically by using integrated hardware and 
software systems. So customer needs a verification 
for merchant whether merchant is authenticated or 
not. 
In our system we are building a functionality which 
will verifies both customer as well as merchant by 
using a trusted party called ‘Bank’. This methodology 
is called as ‘Two-way authentication’. 
 
II. RELATED WORK 
 
A brief survey related to work in online payment 
system is described in this section. An “Online 
payment system using steganography and visual 
cryptography” is presented in [1] but the paper 
doesn’t focus on possible phishing attacks. In [1] 
there isn’t a way to detect whether the site is genuine 
website or Phishing website. 
 
III. FEATURES OF SECURE ONLINE 
PAYMENT SYSTEM 
 
Following are the features of our system: 
 
1) Visual Cryptography 
 
 Visual Cryptography i.e. VC is not used 

currently in any Online Shopping websites. 
 VC is secret sharing methodology where in it 

uses encryption techniques to hide information in 

images so that it can only be decrypted by 
combining two shares. 

 By using VC it is possible to validate both Client 
and Merchant from each other. 

 
2) One Time Password Authentication (OTP) 
 
 Visual Cryptography i.e. VC is not used 

currently in any Online Shopping websites. 
 An OTP is password which is valid for only one 

time transaction or session. OTP avoids number 
of problems associated with traditional 
password-based authentication techniques. 

 The most important advantage of using OTP is it 
is not vulnerable to replay attacks. This means 
that if an intruder steals password and try to send 
it next time to conduct a transaction will not be 
able to use it because that password will no 
longer be valid.   

 OTP can be generated by using various methods 
they are 

o Using mathematical algorithm to 
generate new password based on 
previous one. 

o Using mathematical algorithm where 
new password will be based on counter 
and/or challenge.  

 Based on time-synchronization between the 
authentication server and the client providing the 
password.        

 
3) Quick Response Code (QR Code)  
 
 QR Code is type of matrix barcode which 

contain information about the item to be 
attached. 

 QR code contains black module arranged on 
white background. 

 
4) Share Generation 
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 Share generation can be done using Visual 

cryptography. 
 Share generation increase confidentiality and 

availability. 
 
5) Anti-phishing 
 
 Phishing is an attempt to withdraw sensitive 

information such as username, password, 
credit/debit card details etc. by acting as a 
trustworthy entity in electronic communication. 

 By using this system we can detect phishing 
websites. 

 
6) Online Shopping 
 
 Online Shopping is way through which we can 

view product information through internet and 
buy a product online through filling credit or 
debit card information and shipping of product 
through courier. 

 Phishing attack and Identity theft are the 
common attacks done on Online shopping 
through the intruder. 

 
IV. DESIGN 
 
In this project there will be mainly three entities namely Client, Merchant server and trusted 3rd party called 
Bank Server. Client will initiate the product request; bank server will verify merchant and merchant server will 
process the request. Refer figure 1 for better understanding of project. 

 
Figure 1: Process of Online Secure System 
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The task of Client is given below: 
 
1. Client will select Product and will login to 

merchant server. 
2. Client will generate merchant verification 

request. 
3. Validate merchant using OTP generated by 

combining two shares. 
 
The task of Merchant server is given below: 
 
1. Send User ID and Server ID to bank server for 

verification of merchant, requested by Client. 
2. Send Share 1 to client. 
3. Process the Client request of purchasing a 

product. 
 
The task of Bank Server is given below: 
 
1. Validate Merchant as per client requests 
2. Generate OTP 
3. Generate QR 
4. Generate share1  
5. Generate share2 
 
V. PROPOSSED FLOW 
 
Following are the prerequisites that should be 
followed: 
1. User/Customer should have registered 

himself/herself in bank. 
2. Merchant Site should be registered in the Bank 

(In this process Bank will have each and every 
details of merchant as well as will verify 
Merchant site). 

3. User/customer should have Login Id, user 
password as well as transaction password in 
order to buy product. 

4. QR scanner should be present in computer or in 
an android phone. 

 
Following steps shows the overall process of secure 
online payment system: 
1. Client will search product. 
2. If client decides to buy product he/she needs to 

login using login id and user password. 
3. At this time one verification request will go to 

Merchant Server. 
4. Merchant server in turn will forward the request 

to bank server. 
5. Details such as Server ID, Server Password and 

URL will get forwarded.  
6. Now, Bank server will check if the user is 

genuine or not (If the user is genuine his/her 
entry will be present in bank server). 

7. After checking user entry, Bank will check 
whether Merchant is genuine or not. 

8. If everything is correct then OTP will be 
generated and on that OTP Visual cryptography 

will be applied and two shares will be generated 
otherwise go to step no 14. 

9. One share will be forwarded to Merchant site. 
10. Merchant will forward that share to User. 
11. And another will be directly send to User via 

mail through bank. 
12. Now On the User side tow shares will be 

combined to form one single share which will 
have OTP embedded into it. 

13. If after combining OTP is present then User will 
get payment gateway through which he/she will 
perform payment activity. 

14. If somehow Merchant details are not present in 
the system of bank then Bank will know that the 
current merchant is not genuine. So Bank will 
generate random image which will have garbage 
number. So this indication will be forwarded to 
User. Now User can’t perform payment activity. 

15. By following these process User will know 
whether or not Merchant is genuine or not. 

 
VI. IMPLEMETATION DETAILS 
 
There is around 3 modules in this project namely 
Product Module, Admin Module and Client Module. 
Product module is basically manages category as well 
as adding, deleting, updating product information by 
administrator. There is one to many relationship 
between category and product. This task will be 
performed on Merchant site in order to manage 
inventory. Following is the process of Product 
module: 
1. In order to add category you need to mention 

Category name such as Electronics, shoes, 
Women Cloths etc. 

2. After adding category you can perform update 
and delete tasks. 

3. Once you have added category successfully, you 
can link product to any category as well as 
mention product name, description, cost and 
photo of product.  

4. You can perform updating, deletion task on 
product information. 

 
Admin module manages addition and deletion of 
server as well as new user. This task will be 
performed on Bank site. Following is the process of 
Admin module: 
1. In order to add new server, we need to mention 

Server name, Password and URL where the 
server is residing. 

2. After adding server you can perform update and 
delete tasks. 

3. Also you can add User details such as Full name, 
contact number, address, email id, account 
number. 

4. After adding user details you can perform update 
and delete tasks. 

Client Module manages functionality of client such as 
login process, combining two shares to find OTP, 
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validation on OTP, report the client whether the site 
is phishing or genuine website. Following is the 
process of Client module: 
 
1. First Client will login and select product to buy. 
2. The request will go to Merchant server; in return 

two shares will be generated. 
 
Client will combine two shares to validate if the site 
is phishing website or genuine one. 
 
VII. RESULT 
 
Following is the result of secure online payment 
system using Visual cryptography 
 
1) Admin Module 
  
Admin Module which is available at Bank side will 
be responsible of managing new user/customer of 
different merchant. This task will be performed by 
administrator. 
Following figures shows the admin module 
 

 
Figure 2: Admin Module First Page 

 

 
Figure 3: Admin Module Login Page 

 
Figure 4:  Admin Module add new server 

 

 
Figure 5:  Admin Module add new server 

 
2) Product Module 
Product Module which is available at Merchant side 
will be responsible of managing new inventory. This 
task will be performed by administrator. 
 

 
Figure 6:  Product Module Login page 

 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,             Volume-5, Issue-9, Sep.-2017 
http://iraj.in 

 Implementing Visual Cryptography for Secure Online Payment System 
 

65 

 
Figure 7:  Product Module add new Product 

 
3) Client Module 
 
Client Module which is available at client side. 
Customer can view product and if he/she decided to 
buy product then Merchant Server will be verified in 
order to make payment. This task will be performed 
by any user whose details are present in bank server. 
 

 
Figure 8:  Client Module search page 

 

 
Figure 9:  Client Module login page 

 
Figure 10:  Client Module combining Shares  

 
After combing shares one password is generated if 
Merchant is genuine one. If the merchant site is 
geuine only then payment gateway is available for 
payment. In this way phishing and non-phishing 
website is detected. 
 
CONCLUSION 
 
In online shopping system phishing attacks on secret 
information is very common. Our system can separate 
phishing website from genuine website by using 
Visual cryptography. Visual cryptography basically 
hides secret information (ex. OTP) in images and 
divides image into two shares so in order to decrypt 
we need to combine two shares to get the secret 
information. In our system we will generate two 
shares and on those shares will generate QR code. 
This share will be sent to customer and merchant 
website. If the merchant website is phishing website 
then OTP will not get generated, so user can 
differentiate between phishing website and genuine 
website. 
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