
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,             Volume-5, Issue-9, Sep.-2017 
http://iraj.in 

 Ecrk-Ih - Elliptical Curve Random Key Generation Integral Hashing for IEEE 802.11 Multi-Rate Wireless Networks 
 

55 

ECRK-IH - ELLIPTICAL CURVE RANDOM KEY GENERATION 
INTEGRAL HASHING FOR IEEE 802.11 MULTI-RATE WIRELESS 

NETWORKS 
 

1SWAPNIL S. TALE, 2JYOTI B KULKARNI 
 

Sinhgad College of Engineering. Pune-411041, Maharashtra, India 
E-mail: 1swapnil.tale.compu@gmail.com, 2ms.jyotikulkarni@rediffmail.com 

 
 
Abstract - Physical layer of wireless network IEEE 802.11 supports multiple link rate which requires desired Signal-to-
Interference-and-Noise Ratio (SINR). In case of transmission failure in Distributed Coordination Function (DCF) of IEEE 
802.11 adopted exponential back-off to reduce congestion and hoping in channel. In this context adoption of back-off 
algorithm and multirate in traditional link of wireless communication leads to excessive transmission attempts in the 
network. To improve the number of channel attempts DCF of IEEE 802.11 resets back-off window to minimal value for 
successful transmission while traditional link increase the data rate. Due to contrast between increased data rate and minimal 
back-off value overall transmission attempts in wireless network which leads to performance degradation of wireless 
network. To resolve this limitation in this paper proposed a Elliptical Curve Random Key Generation Integral Hashing 
(ECRK-IH). The proposed ECRK-IH co-ordinate the back-off and adapt rate of the wireless network. ECRK-IH is the 
receiver-assisted rate adaptation protocol with modification of overhead controlling in the IEEE802.11. ECRK-IH algorithm 
is developed based on contention window calculation and construction of malicious. Key generation in proposed mechanism 
is based on performance elliptical curve mechanism with integral hashing scheme. Further other network parameters like 
average false positive and network change also evaluated for effective functionality of proposed ECRK-IH. Simulation 
results demonstrated that proposed approach perform effectively in terms of Packet delivery ratio (PDR), overall delay, 
Packet loss ratio (PLR) and routing in network. 
 
Keywords - Multi- rate, Back-off, IEEE 802.11, ECRK-IH, SINR, Network Contention 
 
I. INTRODUCTION 
 
Rapid development in wireless communication 
network leads to evolution of orthogonal frequency 
division multiplexing (OFDM) (Thompson et al., 
2008) due to increase in data rate of IEEE 802.11 
physical layer. In this context increase in data rate 
degrades throughput efficiency of the wireless 
network which is stated as ratio between throughput 
of the network and data rate of physical layer. On the 
other hand development of multimedia application 
communication in wireless communication diverse 
quality of service (QoS) since IEEE 802.11 network 
itself designed to provide best-effort service (Feng et 
al., 2012; Zhao et al., 2015). IEEE 802.11 
inefficiency in throughput is due to tight coupling 
between contention and transmission process. Multi - 
rate transmission in IEEE 802.11 coupling provides 
dictates execution of whole channel in two processes. 
Entire system of IEEE 802.11 provides transmission 
in either system either in contention bases or 
transmission state with minimal channel utilization. 
Main factors involved in performance of IEEE 802.11 
is Basic Service Set (BSS) of access point also known 
as Basic Service Set (BSS). In IEEE 802.11 system 
pointed that for 1500 bytes efficiency of the wireless 
system decreased by 60% at the rate of 54Mb/s (Feng 
et al., 2012; Zhao et al., 2015) with minimal value of 
10% with network speed of 1Gb/s (Perahia et al., 
2011). The experimental analysis stated that backoff 
strategy reduces 30% of wireless communication 
network (Kreutz et al., 2015) with reduced QoS 
support in the coupling transmission. IEEE 802.11 

parameter provides static configuration for 
differentiated services in contention process with 
diverse QoS requirement. In order to minimize 
decouple aforementioned process to reduce 
contention overhead and QoS guaranteed services 
(Zhao et al., 2017). 
To balance channel with high throughput (HT – 
802.11n and 802.11ac) and Very High Throughput 
(VHT – 80.11ac) BSS handle the data with common 
modules and procedures. Supported channels for 
IEEE 802.11 are IEEE 802.11n supports 20 - 40 
channels and 802.11ac support channel varied from 
20MHz, 40MHz, 80 MHz and 160MHz where wider 
channel increases throughput of network.  Office and 
campus environment for IEEE 802.11 utilizes 20MHz 
and 40MHz channel to avoid interference in nearby 
cells (Abu-Tai&Bhatti., 2017). For fair resource 
allocation among the users in IEEE 802.11 
maximizing trade - off  between system and for 
network fairness (Blough et al., 2014). To increase 
the overall fairness of the system with increased 
network performance with minimal allocation 
different constraints and notations are used widely 
(Lan et al., 2010). Fairness allocation in wireless 
multi-rate network is based on resource requirement 
which is inversely proportional to the user dependent. 
In case of multi-rate network data of different link 
rate are coexist with proportional fairness in two 
notions. Rate - based fairness proportional each user 
is provided with communication chances for 
transmission of equal amount of data. Application of 
multi-rate transmission in IEEE 802.11 causes 
performance anomaly where users performance 
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degrades with lowest quality channel throughput 
(Heusse et al., 2003). To resolve anomaly in multi - 
rate communication system time - based proportional 
fairness is introduced where transmission time is 
equal for each channel in the network. Fairness in 
network depends on time utilized for data link rate, 
bandwidth and number of users. Fairness of network 
is proportional to allocated bandwidth and inversely 
proportional to resource requirement (Gambiroza et 
al., 2004). 
To withstand multi-rate transmission requirement, 
fairness, QoS and throughput for seamless 
communication of multimedia data in channels 
cryptography based hashing is evolved. Widely 
cryptography algorithm are utilized for security and 
authentication applications such as message 
authentication (Zhang et al., 2010; Dong&Li., 2009; 
Chowdhury et al., 2014), password protection (Das et 
al., 2004), digital signature generation (Jeng et al., 
2010). The hash function uses arbitrary length string 
as input and generates output of fixed length. 
Generally fixed length hash are defined as message 
digest majority of hash functions are one-way hash 
which is difficult for identification of pre-defined 
hash value. Hash function can be differentiate by 
inputs based on message and secret key. The common 
hash functions are MD5 and SHA - 1 where both 
derived from MD4(Jeng et al., 2010). It have 
advanced properties like SSL certificate or digital 
signature and vulnerability specificallt for SHA - 1 
(Stevens., 2007). Some other type of hashing 
involved are SHA - 2 and SHA - 3 for wider 
conventional network scenario (McEvoy et al., 2006). 
In conventional approaches hashing is widely adopted 
in WSN for security constraints (Jararweh et al., 
2012) due to limitation in network in terms of 
lightweight security, memory size and low battery life 
it leads to need for lighweight scheme (Kumar et al., 
2012; Qen& Chen., 2012). In traditional approach not 
conventional solution is provided (Qen& Chen., 
2012)to resolve this hash-based signature scheme is 
evolved for unicast and multicast communication. 
The signature generation scheme provides 
appropriate signature generation and verification 
process one of example is ECDSA (elliptic curve 
digital signature algorithm). Most important property 
of this signature scheme is collision resistance which 
is major constraint for multi-rate communication 
network to achieve QoS, throughput and efficiency.  
 
II. CONTRIBUTION OF PAPER 
 
The aim of this research paper to provide effective 
technique for multi - rate wireless communication 
system. Proposed scheme uses Integral hashing 
scheme in elliptical curve based cryptography 
technique for improving performance of multi - rate 
network. Developed approach is incorporated in both 
sender and receiver side of the wireless 
communication system based on IEEE 802.11. 

Simulation performance of proposed approach is 
comparatively analyzed with existing approaches 
adopted in multi - rate wireless network. The paper is 
organized as presenting about network design 
parameters and characteristics followed by contention 
window technique. Next section of paper provides 
evaluation parameters and next section provides 
proposed approach. Final section of this paper 
provides simulation analysis parameter. 
 
III. NETWORK DESIGN 
 
Multi - rate wireless network with DCF provides 
several performance enhancement in wireless 
communication network. Wireless communication 
network considered in this research are created based 
on certain assumptions and stated as follows: The 
ISO/OSI physical layer of network is considered as 
multi - rate of operations. Physical layer of wireless 
network is capable of MAC layer provides multi - 
rate in ISO/OSI. Another assumption considered in 
this research is MAC layer of the network provides 
information to ISO/OSI model regarding selected 
data rate. Routing decision in the network is taken in 
network layer which concentrate on inter - layer 
wireless network communication. 
 
IV. MULTI-RATE MODEL 

 

 
Table. 1 NS2 Simulation Parameters 

 

 
Table. 2 IEEE 802.11 Ranges 
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Multi-rate model presented in this paper as per the 
standard IEEE 802.11 by specifying ranges and rate 
(Medepalli et al., 2004). The another part of paper 
provides simulation performance of the network 
where the entire simulation is performed using NS - 2 
simulator. Simulation is carried for SINR and 
throughput performance of the proposed signature 
scheme by multi - rate extension file available in Rice 
Networks Group (Awerbuch et al., 2004). In previous 
research work implementation is performed through 
RBAR and OAR protocols and MAC layer of 802.11 
were modified by physical parameters based on the 
Lucent ORiNOCO PC Card (Anjum et al., 2003). 
Existing research work estimate the carrier sense 
(CS) threshold specification based on setting 
acceptable difference of threshold and carrier sense. 
Threshold estimated for carrier sense in receiver side 
is observed as 1.0 Mbps which is almost equal to 
default carrier sense of -78dBm with threshold 
receiver - 64 dBm for simulation parameters. 
Traditional approach for wireless communication 
system provides considerable in small and loss value 
to minimal amount. The parameters implemented in 
NS2 simulation software are listed in table 1 and 2. 
The values provided table 1 and table 2 is provided 
with respect to ground model with respect to ranges 
set of similar proportions with magnitude regardless 
of the communication system.  
 
V. CONTENTION-AWARE TRANSMISSION 
TIME 
 
MAC layer model of IEEE 802.11 throughput model 
shares wireless channel access to the each user in the 
network. Throughput model of the IEEE 802.11 
contains nodes with varying transmission rate with 
weighted service factor to gain channel access in 
specific time interval. Basic MAC access model 
provides transmission opportunity (TXOP) in IEEE 
802.11 to gain access in communication network. In 
this paper multi - rate wireless communication system 
uses Contention - Aware Transmission Time (CATT) 
metrics for detection of key difference parameters 
based on routing metrices. Developed wireless 
communication system in this research are modeled 
using IEEE 802.11 DCF mechanism for handling of 
stochastic process in three interval such as successful 
transmission interval Tsuc, Collision interval Tcol 
and idle interval time Tidl in wireless 
communication. Time interval involved in wireless 
communication system depends on encoding of 
physical layer with RTS/CTS mechanism 
(Prasad&Moelard., 1999).  Transmission attempt in 
network is based on packet in slot where N is total 
number of slots in wireless channel. Saturation 
condition in nodes need to transmit packet for node 
with equal transmission rate for achieving acceptable 
throughput in single node. 
 
 

VI. EVALUATION PARAMETERS 
 
Developed multi - rate wireless communication 
network performance is aimed to minimize SINR 
with average speed, cost, effectiveness, resource 
utilization etc. In order to evaluate the performance of 
the proposed signature based scheme in multi -rate 
communication network conventional research 
utilizes false alarm rate estimation and accuracy 
detection scheme. Still the examination of false alarm 
rate and accuracy detection is challenging in 
conventional approaches proposed signature based 
scheme is evaluated using the confusion matrix. False 
estimation in multi - rate wireless communication is 
evaluated using performance of system using attack 
environment in terms of communication overhead, 
computation overhead for differentiate normal and 
abnormal behavior in the network. Confusion matrix 
of the communication network contains true negative 
and true positive values for classification for 
evaluation of actual performance of the signature 
based communication network. In this true negative 
(TN) is stated as label of successful transmission rate 
of and actual normal value of the communication 
system. True positive (TP) of the system is defined as 
successful transmission and label in the 
communication network. False positive (FP) is used 
for differentiation of attacks in the communication 
network in similar manner False negative (FN) is 
used for incorrect classification of normal events in 
the communication network.  
 

 
Table.3 RSR Table 

 
False positive rate (FPR) is also stated at False alarm 
rate (FAR) which is proportion of original data and 
attack in the network. FRR in the multi - rate 
communication network causes low performance 
evaluation in the wireless communication system. 
TNR provides the proportionate of attacks and 
detection rate or sensitivity in the wireless network. 
Through the above statement it is clearly observed 
that for effective wireless network performance both 
TP and TN need to be minimized. Simulation 
performance requires high detection rate and false 
alarm rate with minimal false positive value and 
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reducing false positive rate of the system. False 
positive value of the system leads to minimal or low 
accuracy for generalization of attack alerts and etc. 
Effective techniques need to minimize false positive 
rate overall increase in accuracy of system without 
modification.  
 
VII. PROPOSED ALGORITHM 
 
The proposed communication network 
providesRdifferent rates and physical layer 
parameters are states as r1, r2, . . . , rR with increase 
in rate. Communication transmitter uses optimal 
contention (optCWrR) window technique for higher 
rate transmission rate rR. After the highest data rate 
rR back-off algorithm completes in transmitter end. 
The optimal rate of transmission in sender in multi -
rate system is based on transmit rate ri. The 
functionality of the proposed ECRK - IH algorithm 
deals with two parameters which conjointly based on 
link rate and contention window adoption. In receiver 
assisted multi -rate network developed ECRK - IH for 
IEEE 802.11 uses link adaption strategy and 
adjustment in contention window. As defined in 
previous section IEEE 802.11 DCF needs CSMA 
approach for station sense before transmit channel in 
channel attempts transmission. Wireless network 
station attempts to access data energy in the system is 
below the carrier - sense threshold system. EACK - 
IH characterize each station in the wireless network 
constantly track the detection of energy level. Energy 
level in the wireless network environment is denoted 
as E based in average energy statistics in the time 
interval. Communication pair of wireless network is 
established between transmitter tx and receiver rx and 
corresponding energy level of the system is denoted 
as Etx and Erx.  
Proposed ECRK - IH Algorithm 
1. Start 
2.  While data packet transmitter ri 
3. Generate public key by selection of random 
number 
4. Select arbitrary string 
5. Compute integral hashing Fq 
6. RSR table evaluation based on sustainable rate 
rjwith respect to Erx 
7. if (i != j) then 
8. Set ECRK - IH flag for true positive value 
evaluation 
9. Set ECRK - IH control field 
10. Else 
a) Set ECRK - IH flag false 
11. Compare the power level Ediff; 
12. if (Ediff == 0) then 
13. Else 
a) Set true value for CW flag 
b) if (Ediff <0) then 
14. Decrease CW 
15. else 
16. Increase CW by set value 1 

17. if (( kK <|Ediff| ≤ k+1K ) && (0 ≤ k <K − 1)) 
then 
18. Set k= b2 and b3 
19. Else 
20. K − 1 = (b2b3) 
21. Return  
Comparison of Erxto Etxable to provide minimal 
congestion difference between rate selection and 
contention window system. To approximate the 
asymmetric congestion difference between 
transmitter and receiver energy information 
piggyback approach is adopted. In this paper 
proposed ECRK - IH scheme utilizes the information 
performed using contention tuning scheme in the 
trasmitter end. Rather than creating overhead 
proposed ECRK - IH uses reserve fields for 5 bits in 
PLCP header to carry feedback. Feedback acquired 
from receiver utilizes ECRK - IH transmit rate and 
contention window size are induced in transmitter. 
On the receiver end performing rate and contention 
window (CW) are estimated based on transmit rate by 
ECRK - IH. Current transmit rate of the system is 
evaluated based on environmental energy factor Erx. 
The sustainable rate of wireless network with 
minimal SINR in this research uses Rate Selection 
Reference (RSR) table. The SINR value of multi - 
rate wireless network is practically obtained through 
varying hardware functionality. Both transmitter and 
receiver maintains RSR table for appropriate 
functionality. 
 
VIII. SIMULATION PERFORMANCE 
ANALYSIS 
 
The functionality of wireless network is based on the 
performance of efficiency, loss and successful 
transmission rate of packet in the network. In this 
paper, proposed a effective ECKH - IH approach for 
effective transmission of data packet in the multi-rate 
wireless network. In the multi - rate scenario SINR is 
the major constraint for effective transmission and 
reception of data packet. To avoid congestion in 
channel this research uses ECRK - IH generates 
random key generation with integral hashing with 
elliptical curve approach. The proposed approach 
minimizes payload in data transmission in channel 
with appropriate number of bits. Proposed ECRK - 
IH approach simulation performance is based on NS2 
simulation software. Simulated results observed for 
proposed ECRK - IH is comparatively analyzed and 
presented in this section. The simulation performance 
of proposed approach is comparatively examined 
with other existing approaches like ARF 
withCOLLIE (AC), Adaptation of Link Rate and 
Contention Window (ARC), Receiver-based Auto-
rate (RBAR)and EnhancedAdaptation of link Rate 
and Contention window (EARC) 
Routing Overhead 
Routing overhead is critical scenario in wireless 
network system by small sized packet entire network 
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aware of characteristics of network. Through the 
available information in wireless network channel 
routes the packet for transmission of data in the 
network with effective utilization of available 
bandwidth.  

 
Figure 1: Comparison of routing overhead 

 
The figure demonstrates the performance comparison 
plot for the routing overhead in the multi - rate 
wireless network for proposed approach. Through the 
simulation graph it is clearly observed that proposed 
ECRK - IH provide effective routing overhead than 
other existing algorithm. Also it is identified that 
EARC algorithm also provides almost similar 
characteristics as of ECRK - IH algorithm. Other 
approaches AC, RBAR and ARC routing values are 
significantly higher than the proposed approach. As 
the time increases routing overhead also increases in 
the ECRK - IH and for time 90 the value is obtained 
as 28 which is significantly minimal than other 
approaches.  
Packet Loss Ratio 
Packet loss ratio (PLR) is plays important role in the 
wireless network particularly for multi - rate 
environment due to congestion PLR may affected by 
several factors. PLR is the successful reception of 
data packets from sender to receiver. Effective 
wireless network need to have minimal PLR ratio of 
minimal range. PLR is measured through number of 
packets received to the number of packets transmitted 
over the network.   
 

 
Figure 2: Comparison of PLR 

 
PLR of proposed approach is drastically minimum 
than the other existing approaches in the network. 
The performance plot of the PLR stated that as the 
time increases PLR rate also increases i.e PLR 
increases with increase in number of packets in the 
IEEE 802.11 network. Maximum PLR is observed for 
proposed ECRK - IH approach is 0.15. In case of 

other approaches maximum PLR value for AC, ARC, 
RBAR, EARC are 0.97, 0.85, 0.57 and 0.23 
respectively. 
Packet Delivery Ratio (PDR) 
PDR is the contrast factor for PLR, in PDR number 
of packets received in the receiver end is evaluated 
with respect to the number of transmitted packet. 
Effective wireless network need to have significant 
PDR value for effective performance in the network.  

 
Figure 3: Comparison of PDR 

PDR for proposed ECRK - IH is maximal than other 
technique in IEEE 802.11 network. Maximum PDR 
value for proposed approach is 0.98. Here EARC 
algorithm provides almost similar characteristics as of 
ECRK - IH whose PDR value is 0.96. Whereas AC, 
ARC and RBAR values are 0.4, 0.47 and 0.58 
respectively. 
Overall Delay 
Overall delay is defined as time taken by the packet 
to reach between sender to receiver in wireless 
network.  

 
Figure 4: Overall Delay comparison 

Similar to other characteristics performance overall 
delay also minimal for proposed ECRK - IH 
techniques. The maximum delay obtained for 
wireless network of proposed approach is 30 minimal 
than other techniques.  

 
Table.4 Performance Comparison 

 
The table 4 provides comparative performance 
analysis of proposed approach with other existing 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,             Volume-5, Issue-9, Sep.-2017 
http://iraj.in 

 Ecrk-Ih - Elliptical Curve Random Key Generation Integral Hashing for IEEE 802.11 Multi-Rate Wireless Networks 
 

60 

approaches. Comparative analysis of table also 
illustrated that proposed ECRK - IH scheme perform 
effectively rather than other approaches in the multi -
rate wireless IEEE 802.11 network. 
 
CONCLUSION 
 
Multi - rate transmission in IEEE 802.11 coupling 
provides dictates execution of whole channel in two 
processes. Entire system of IEEE 802.11 provides 
transmission in either system either in contention 
bases or transmission state with minimal channel 
utilization. Multi - rate transmission in the network 
provides desired SINR and congestion which leads to 
loss of signal and error. In order to resolve this in this 
research proposed a ECRK - IH approach for 
effective functioning of IEEE 802.11 wireless 
network. Simulation performance of proposed 
approach is evaluated under different scenario of 
routing overhead, PLR, PDR and overall delay in 
network. Performance evaluation of results illustrated 
that proposed approach performs effectively than 
other techniques. 
 
REFERENCES 
 
[1] Zhao, Qinglin, et al. "CSMA/CQ: A Novel SDN-Based 

Design to Enable Concurrent Execution of Channel 
Contention and Data Transmission in IEEE 802.11 
Networks." IEEE Access 5 (2017): 2534-2549. 

[2] Thompson, Steve C., et al. "Constant envelope OFDM." 
IEEE transactions on communications 56.8 (2008). 

[3] Feng, Xiaojun, et al. "Use your frequency wisely: Explore 
frequency domain for channel contention and ACK." 
INFOCOM, 2012 Proceedings IEEE. IEEE, 2012. 

[4] Zhao, Qinglin, et al. "Method and System for Contention 
Queuing using a Queue-Based MAC Protocol." U.S. Patent 
Application No. 14/828,159. 

[5] Perahia, Eldad, and Michelle X. Gong. "Gigabit wireless 
LANs: an overview of IEEE 802.11 ac and 802.11 ad." ACM 
SIGMOBILE Mobile Computing and Communications 
Review 15.3 (2011): 23-33. 

[6] Kreutz, Diego, et al. "Software-defined networking: A 
comprehensive survey." Proceedings of the IEEE 103.1 
(2015): 14-76. 

[7] Heusse, Martin, et al. "Performance anomaly of 802.11 b." 
INFOCOM 2003. Twenty-Second Annual Joint Conference 
of the IEEE Computer and Communications. IEEE Societies. 
Vol. 2. IEEE, 2003. 

[8] Gambiroza, Violeta, Bahareh Sadeghi, and Edward W. 
Knightly. "End-to-end performance and fairness in multihop 
wireless backhaul networks." Proceedings of the 10th annual 

international conference on Mobile computing and 
networking. ACM, 2004. 

[9] Tan, Godfrey, and John V. Guttag. "Time-based Fairness 
Improves Performance in Multi-Rate WLANs." USENIX 
annual technical conference, general track. 2004. 

[10] Chowdhury, Amrita Roy, Tanusree Chatterjee, and Sipra 
DasBit. "LOCHA: a light-weight one-way cryptographic hash 
algorithm for wireless sensor network." Procedia Computer 
Science 32 (2014): 497-504. 

[11] Zhang, Youtao, et al. "An authentication scheme for locating 
compromised sensor nodes in WSNs." Journal of Network 
and Computer Applications 33.1 (2010): 50-62. 

[12] Dong, Xiaomei, and Xiaohua Li. "An authentication method 
for self nodes based on watermarking in wireless sensor 
networks." Wireless Communications, Networking and 
Mobile Computing, 2009. WiCom'09. 5th International 
Conference on. IEEE, 2009. 

[13] Das, Manik Lal, Ashutosh Saxena, and Ved P. Gulati. "A 
dynamic ID-based remote user authentication scheme." IEEE 
Transactions on Consumer Electronics 50.2 (2004): 629-631. 

[14] Jeng, Fuh-Gwo, Tzer-Long Chen, and Tzer-Shyong Chen. 
"An ECC-Based Blind Signature Scheme." JNW 5.8 (2010): 
921-928. 

[15] Stevens, Marc, Arjen Lenstra, and Benne De Weger. 
"Chosen-prefix collisions for MD5 and colliding X. 509 
certificates for different identities." Annual International 
Conference on the Theory and Applications of Cryptographic 
Techniques. Springer, Berlin, Heidelberg, 2007. 

[16] McEvoy, Robert P., et al. "Optimisation of the SHA-2 family 
of hash functions on FPGAs." Emerging VLSI Technologies 
and Architectures, 2006. IEEE Computer Society Annual 
Symposium on. IEEE, 2006. 

[17] Jararweh, Yaser, Hala Tawalbeh, and Abidalrahman Moh. 
"Hardware performance evaluation of SHA-3 candidate 
algorithms." Journal of information Security 3.2 (2012): 69-
76. 

[18] Akyildiz, Ian F., et al. "Wireless sensor networks: a survey." 
Computer networks 38.4 (2002): 393-422. 

[19] Kumar, Pardeep, Sang-Gon Lee, and Hoon-Jae Lee. "E-SAP: 
efficient-strong authentication protocol for healthcare 
applications using wireless medical sensor networks." 
Sensors 12.2 (2012): 1625-1647. 

[20] Qen, Tao, and Hanli Chen. "An Enhanced Scheme against 
Node Capture Attack using Hash Chain for Wireless Sensor 
Network." Information Technology Journal 11.1 (2012): 102-
109. 

[21] Medepalli, Kamesh, et al. "Voice capacity of IEEE 802.11 b, 
802.11 a and 802.11 g wireless LANs." Global 
Telecommunications Conference, 2004. GLOBECOM'04. 
IEEE. Vol. 3. IEEE, 2004. 

[22] Awerbuch, Baruch, David Holmer, and Herbert Rubens. 
"High throughput route selection in multi-rate ad hoc wireless 
networks." WONS. 2004. 

[23] Anjum, Farooq, et al. "Voice performance in WLAN 
networks-an experimental study." Global 
Telecommunications Conference, 2003. GLOBECOM'03. 
IEEE. Vol. 6. IEEE, 2003. 

[24] Prasad, Anand R., and Henri Moelard. "WaveLAN-II system 
design note 225: Enhanced data rate control." (1999). 

 
 
 
 
 
 
 
 
 
 
 


 


