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Abstract - Digital watermarking is used as a key solution to make the data transferring secure from illegal interferences. 
Here a technique using DWT with Predictive Coding is implemented. DWT converts image into frequency domain which 
increases robustness and Predictive Coding selects proper location to high watermark which increases imperceptibility 
without degrading image quality. Finally, Arnold Transform is used to encrypt watermark which further enhances security of 
watermark as well as watermarking scheme. Experimental results show much better results than previous schemes in both 
cases without Arnold and with Arnold. Without Arnold scheme gives PSNR 76.70dB and NC 0.96 and with Arnold PSNR is 
76.75dB and NC is 0.80. Some common attacks are also applied to test robustness and imperceptibility of proposed scheme. 
In both cases, scheme has shown satisfactory results. 
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I. INTRODUCTION 
 
Digital image watermarking is hiding an image 
(watermark) in the cover (host) image without easily 
detected by human visual system. This technology is 
developed to secure digital images from illegal 
alteration or manipulations done by unauthorized 
users during transmission over internet. Now-a-days 
digital image watermarking is used for copyright 
protection, ownership identification and content 
authentication. Digital image watermarking technique 
hides an image that is related to the original content 
of the host image, but image steganography hides the 
message/information that has no relation to the host 
image. 
In image watermarking the secret data is embedded 
into cover image by any many techniques/algorithms. 
These techniques can be in spatial domain or 
frequency or hybrid i.e. combination of spatial and 
frequency domain techniques. This is called 
embedding process. The extraction process extract 
the watermark/secret data from the cover image and 
compare it to the original one. To deal with digital 
image watermarking, one should know the 
fundamental properties of watermark; which includes 
imperceptibility, robustness, capacity and security. 
Finally, performance of any image watermarking 
technique/method is evaluated by applying different 
distortion intentionally to the watermarked image and 
then calculating its PSNR and NC. 
On basis of domain, watermarking can be done in 
spatial domain and frequency domain. It has seen that 
the frequency domain schemes are more robust than 
spatial domain ones. In Spatial domain technique, the 
watermark is inserted in the cover image changing 
pixels. These approaches modify the least significant 
bits of original contents. The watermark can be 
hidden into the data with the assumption that the LSB 
data are visually irrelevant [13]. In frequency domain 

techniques, these insert the watermark in spectral 
coefficients of the host content [4]. The most 
commonly used transforms are the Discrete Cosine 
Transform (DCT), Discrete Fourier Transform 
(DFT), Discrete Wavelet Transform (DWT) and 
Singular Value Decomposition. The DCT and DWT 
are mostly used in many watermarking schemes and 
SVD is the latest technique to be used in the digital 
watermarking. 
The transmission media can cause some loss in the 
signal leading to a damaged content these are called 
attacks. There are some unintentional attacks like 
compression, etc. Some are intentional attacks like 
cropping, filtering, etc. Some common attacks are 
lossy compression like JPEG compression, etc, 
geometric attacks, noises like salt and pepper, 
speckle, Gaussian noise, etc, filtering like average 
filter, Gaussian filter etc. 
The performance of any image watermarking 
algorithm is evaluated on the performance parameters 
like MSE, PSNR and NC. There are many application 
areas of the digital watermarking now-a-days. There 
are many application areas of the digital 
watermarking now-a-days. Some are copyright 
protection, Meta-data insertion or content description, 
temper detection, digital fingerprinting, covert 
communication, etc. Basic requirements of digital 
watermarking technique are imperceptibility, 
robustness and security. Here an algorithm is 
developed which is highly robust, secure and 
imperceptible compared to previous schemes 
developed in related field. Here we have used spatial 
domain technique Predictive Coding with frequency 
domain DWT. First image is transformed into 
frequency domain then Predictive Coding is used to 
find better locations for watermark bits embedding in 
such a way that it does not degrade the quality of 
image. Further, Arnold Transform is used for security 
purpose and enhances the security of technique. 
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Results show the high PSNR and NC than the 
previous related schemes. 
This paper is explained in the following sections. 
Section 2 contains the discussion of Techniques used 
in Proposed Scheme. Section 3 contains Embedding 
and Extraction algorithms. Section 4 contains 
Experimental results. Section 5 contains Comparison 
of results. Section 6 contains Conclusion. Section 7 
contains References. 
 
II. TECHNIQUES USED IN PROPOSED 
SCHEME 
 
2.1 Discrete Wavelet Transform (DWT) 
The discrete wavelet transform decomposes the 
image into three spatial directions, i.e. vertical, 
horizontal and diagonal. Magnitude of DWT 
coefficients is high in the lowest bands (LL) at each 
level of decomposition and is least for other bands 
(HH, LH and HL) [1]. DWT concentrate almost 
complete energy of the signal in its approximate 
coefficients this is LL band. 

 

 
Fig 2.1 DWT application on image 

 
2.2Predictive Coding 
This technique is called predictive coding as it 
contains two parts one is prediction and other is 
entropy coding. In this, first the image is divided into 
blocks of size 2*2. The blocks can be overlapping or 
non-overlapping as per the designers choice. Each 
pixel of block is assigned as a, b, c, x (OPV) as 
shown in the figure [11].  

 
Fig 2.2 Predictive Coding block assignment 

 
Where OPV stands for original pixel value. The 
prediction of PPV is done on the basis of following 
defined conditions [10]: 

 
Second part is entropy coding, in this PPV is 
modified in order to embed watermark bits in it to 

give MPPV (modified predictive coding). Entropy 
coding varies from paper to paper as per the demand 
of designer. In paper [8], the watermark bits are 
embedded using concept of LSB and exclusive or. In 
paper [10], the watermark bits are embedded into the 
difference of OPV and PPV. In entropy coding, the 
modification must be such that it should maintain the 
imperceptibility of image after embedding. In 
proposed scheme, in entropy coding MPPV is 
generated by small modification done to PPV such 
that it maintains imperceptibility of image.  
2.3 Arnold Transform 
Arnold Transform (AT) was invented or developed 
by Vladimir Arnold in 1960. This is actually a chaotic 
map that shuffles the bits/pixels of image to which it 
is applied [8]. As a result it produces a noisy image 
from which one cannot identify the original image to 
which it was applied. The output image is just 
random orientation of pixels. The iteration period (p) 
is provided while applying Arnold Transform which 
acts as secret key in embedding process and at 
extraction process same number of iteration is to 
provided, otherwise original image cannot be 
recovered. The generalized chaotic map defined by 
Arnold Transform is given as: 
 

 
 

Where x, y are bits of original image of size N*N. x’, 
y’ are new bits of output scrambled image to be 
formed. This scrambled output image is completely 
noisy and different from original image. 
Arnold Transforms simplicity and periodicity it is 
widely used to increase robustness and security in 
image watermarking techniques. Its periodicity 
depends on size of image on which it is applied. 
 
III. PROPOSED SCHEME 
 
In this section we will present Embedding algorithm 
and Extraction algorithm of Proposed Scheme. 
3.1 Embedding Scheme 
The embedding scheme flow chat is given below: 

 
Fig.3.1 Flow chart of Embedding Scheme 
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Algorithm 
The algorithm of Watermark Embedding Scheme is 
shown as below: 
Step1: Binary watermark of 65*65 is taken and 
Arnold Transform is applied for watermark 
encryption.  
Step 2: The cover image of 256*256 is taken and 
DWT is applied on cover image using db4 wavelet to 
get four 131*131 sub bands i.e. LL, HL, LH, HH. 
 Step 3: HL sub band is divided into 2*2 non-
overlapping blocks. 
Step 4: Assign y(1,1)=c, y(1,2)=b, y(2,1)=a and 
y(2,2)=original pixel value (OPV) in each block of 
HL sub band. 
Step 5: Produce predicted pixel value (PPV) on the 
basis of following conditions: 
 

 
 

Step 6: Produce modified predicted pixel value 
(MPPV) as follows. Where b(i,j) are pixel values of 
binary encrypted watermark. 

If b(i,j )=0; MPPV=PPV+0.001 
If b(i,j)=1;  MPPV=PPV-0.001 

Step 7: Replace PPV with respective MPPV in each 
block of HL sub band to get HL*. 
Step 8: Apply inverse DWT using LL, HL*, LH, HH 
to get watermarked image I*. 
3.2 Extraction Scheme 
The extraction scheme flow chat is given below: 
 

 
Fig 3.2 Flow chart of Extraction Scheme 

 
Algorithm 
The algorithm of Watermark Embedding Scheme is 
shown as below: 
Step 1: DWT is applied to watermarked image I* to 
get LL, HL*, LH, HH. 
Step 2: HL* sub band is divided into 2*2 non-
overlapping blocks. 
Step 3: PPV* are produced according to above 
mentioned conditions in embedding process. 

Step 4: Extract encrypted watermark pixel values as 
follows. Where b*(i,j) are extracted encrypted 
watermark pixel values. 
If PPV*-0.001=PPV; b*(i,j)=0 
If PPV*+0.001=PPV; b*(i,j)=1 
Step 5: Apply inverse Arnold Transform on extracted 
encrypted watermark to get extracted original 
watermark W*. 
 
IV. EXPERIMENTAL RESULTS 
 
Experimental results show that the proposed 
technique of image watermarking is highly 
imperceptible, robust and secure. This is shown by 
means of various applied common attacks. The 
results are shown with and without Arnold Transform 
proving that it is imperceptible and robust in both 
cases except that Arnold Transform further increases 
security. The performance is evaluated by PSNR 
(Peak Signal to Noise Ratio) and NC (Normalized 
Correlation). 

PSNR=10*log10(255)2/MSE 
Where MSE (Mean Square Error) is given by: 

MSE=
×

∑ ∑ (퐼 -Wij)2 

Where,  
Iij=pixel of original image of size M×N 
Wij=pixel of watermarked image of size M×N 

NC=
∑ ∑ (  ∗  )

∑ ∑ (  )
 

Where,  
Worig ij = pixel of original watermark   image of size 
M×N 
Wextr  ij = pixel of extracted watermark image of size 
M×N 
4.1 Without Arnold Transform 
The watermarking scheme without Arnold Transform 
on watermark gives PSNR 76.70dB and NC is 0.96. 
The cover image, watermarked image, watermark and 
extracted watermark are shown below.  
 

         
(a)                                  (b) 

Fig 4.1 (a) Cover image (b) Watermarked image 
 

 
Fig 4.2 (a) Watermark (b) Extracted Watermark 
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Variance PSNR (dB) 

0.01 47.52 

0.02 44.17 

0.03 42.41 

0.04 41.10 

0.05 39.97 

Table 4.1 Effect of Salt and Pepper noise on PSNR 
         

Variance PSNR (dB) 

0.01 33.11 

0.02 31.35 

0.03 30.45 

0.04 29.90 

0.05 29.57 

Table 4.2 Effect of Speckle noise on PSNR 
 

Variance PSNR (dB) 

0.01 28.35 

0.02 27.90 

0.03 27.51 

0.04 27.14 

0.05 26.83 

Table 4.3 Effect of Gaussian noise on PSNR 
 

 Size PSNR (dB) 

[3 3] 39.32 

[5 5] 36.14 

[7 7] 34.65 

Table 4.4 Effect of Average filter on PSNR 
 

Size Sigma PSNR (dB) 

[3 3] 0.5 46.74 

[5 5] 0.6 43.27 

      Table 4.5 Effect of Gaussian filter on PSNR  
   

4.2 With Arnold Transform 
The watermarking scheme without Arnold Transform 
on watermark gives PSNR 76.75dB and NC is 0.80. 
The cover image, watermarked image, watermark, 
extracted watermark, are shown below. 

 
(a)                                                    (b) 

Fig 4.3 (a) Cover image (b) Watermarked image 
 

 
Fig 4.4 (a) Watermark (b) Extracted Watermark 

 
Variance PSNR (dB) 

0.01 47.05 

0.02 44.04 

0.03 42.23 

0.04 40.91 

0.05 40.05 

Table 4.6 Effect of Salt and Pepper noise on PSNR 
            

Variance PSNR (dB) 

0.01 33.16 

0.02 31.33 

0.03 30.53 

0.04 29.93 

0.05 29.53 

Table 4.7 Effect of Speckle noise on PSNR 
 

Variance PSNR (dB) 

0.01 28.33 

0.02 27.91 

0.03 27.53 

0.04 27.15 

0.05 26.82 

Table 4.8 Effect of Gaussian noise on PSNR 
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 Size PSNR (dB) 

[3 3] 39.32 

[5 5] 36.14 

[7 7] 34.65 

Table 4.9 Effect of Average filter on PSNR 
 

Size Sigma PSNR (dB) 

[3 3] 0.5 46.74 

[5 5] 0.6 43.27 

Table 4.10 Effect of Gaussian filter on PSNR 
 
4.3 Summary 
From above figures and tabular information, we can 
notice proposed scheme gives better results in both 
cases without and with Arnold Transform in terms of 
PSNR and NC. Various applied attacks like noises 
and filters shows that the scheme maintains its 
imperceptibility and robustness without much loss. 
Arnold Transform further enhances the security of the 
proposed scheme. 
 
V. COMPARISON OF RESULTS 
 
The Digital Image Watermarking techniques can be 
considered as better only when evaluation parameters 
are giving values as per defined in watermarking 
rules. Predictive coding with DWT is proved to be 
efficient image watermarking scheme from the 
results. In previous schemes, predictive coding is 
applied in spatial domain which gives somewhat 
satisfying results in terms of imperceptibility and 
robustness but proposed scheme implements 
predictive coding in frequency domain which further 
increases imperceptibility and robustness and Arnold 
Transform further enhances the proposed schemes 
security. High PSNR and NC shows proposed 
technique is efficient than related previous schemes. 

 

 
Table 5.1 Comparison of Proposed Scheme with related 

Previous Schemes 
CONCLUSION 
 
The proposed scheme has given efficient results 
which can be evaluated by evaluation parameters of 
digital image watermarking techniques. By using 
DWT and Predictive Coding an improved digital 
image watermarking scheme is presented here. As 
predictive coding here select optimized location for 
embedding here gives increased imperceptibility and 
robustness in terms of PSNR and NC respectively. 
All the test images considered are giving PSNR 
values above 36dB and NC values close to 1 
presenting that it is better scheme than the previous 
schemes in related field. After applying various 
common attacks, the scheme has proved to be 
efficient scheme in terms of imperceptibility, 
robustness and security. Without Arnold transform 
the scheme has PSNR 76.70dB and NC is 0.96 and 
with Arnold it gives PSNR 76.75dB and NC is 0.80 
which are very well satisfied results. 
The presented scheme of image watermarking can 
also be applied to color images and videos with other 
encryption techniques in combination with other 
frequency domain and spatial domain techniques. 
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