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Abstract - MANET is an autonomous, flexible and distributed system of mobile nodes connected with wireless links. 
Today, ad hoc networks are very much applicable in many real time applications. In this paper, we implement Multicast Ad 
hoc On demand Distance Vector (MAODV) protocol for multicast routing. This paper is imposed on detecting most popular 
DoS attack such as ad hoc Flooding attack. An intrusion detection system is built with the grammatical evolution and the 
Classification algorithm to detect the ad hoc flooding attack. The performance of the network is simulated by ns-2 with 
varying traffic and mobility pattern to monitor the network operation. Further, the feature selection is used to choose the 
relevant features to improve the network performance.  
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I. INTRODUCTION 
 
MANET is one of the fast growing research areas 
with no centralized access point. Due to 
infrastructure-less network, it takes many advantages 
in real time application like military applications, 
Civilization applications etc. MANET is particularly 
vulnerable due to its fundamental characteristics like 
dynamic topology, open medium and distributed 
cooperation. MANET [2] uses IEEE 802.11 
components to provide robust WLAN which offers 
asynchronous services. The main advantage of 
MANET provides QoS efficiently and it works with 
multi-host network.  

 
Fig. 1. Ad hoc architecture using IEEE 802.11 IBSS 

 
The protocols can be derived into Pro-active and Re-
active. The Pro-active protocols maintain the routing 
table to maintain neighbor information which are 
table-driven protocols. The Re-active protocol finds 
the shortest path among the multiple paths. Examples 
are On-demand protocols like DSR, AODV, 
MAODV etc., generally, the attacks are classified as 
passive attacks and active attacks. The passive attacks 
are one which directly attacks the location of the node 

in the network. Such attacks are location disclosure, 
Eaves dropping, Traffic analysis. The active attack 
interrupts the network operation. Such attacks are 
routing attacks and malicious packet drop. In this 
paper, the active attack called ad hoc flooding attack 
is implemented. The impact of intrusion detection is 
more complex in MANET. 
The paper explains. In section 2, illustrate the routing 
protocol and attack. In section 3, illustrate 
Grammatical Evolution. In section 4, illustrate 
intrusion detection. In section 5, shows experimental 
results using simulation tool. 
 
II. MAODV AND TARGET ATTACK 

 
MAODV is the extension of AODV [] which 
supports for multicast routing. Multicast is a 
bandwidth conserving technology which reduces the 
traffic by sending a single packet to multiple 
receivers. MAODV is a group member network in 
which it mainly implements with RREQ, RREP, 
MACT and GRPH. The RREQ packet in which it 
occurs to send the data to the node which is not in the 
group member. Each multicast group has group 
address. Each group is organized with tree structure 
having group member and several routers. Tree 
contains Group leader which is responsible for 
maintaining group tree by broadcasting Group-Hello 
message and Group sequence number. Each node in 
the network may maintain three tables. The first one 
is the Unicast Route Table, maintains the next hop for 
routes to other destinations for unicast traffic. The 
second one is the Multicast Route Table; it lists the 
next hops in each multicast group. The third table is 
the Group Leader Table, which records the group 
leader address and the next hop towards that group 
leader. 
The ad hoc flooding attack, introduced in [4], is DoS 
attack against on-demand protocols, in which nodes 
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send Route Request messages when they need a 
route. It is designed to bring a network or service 
down by flooding it with large amount of traffic. Fig 
2 shows the occurrence of flooding attack in the 
network. 

Fig. 2. Flooding Attack Scenario 
 
It occurs when a network becomes so weighted with 
packets. The flooding attack is broadly classified into 
Data Flooding and RREQ Flooding. The data 
flooding attack occurs in network due to the transfer 
of large amount whose capacity is larger than node 
capacity. The RREQ flooding occurs in the network 
with fake RREQ leads congestion in the network and 
it broadcast RREQ packets for the IP which does not 
exist within the network.  
 
III. EVOLUTIONARY COMPUTATION 
 
The Grammatical Evolution (GE) is a evolutionary 
computation technique [3] in which the rules are 
written in an BNF to identify the malicious attack in 
the network. Backus Naur Form (BNF) is a notation 
for expressing the language grammar as Production 
rules. The BNF contains <T, N, P, S> where T is 
Terminal, N is Non-Terminal, P is Production Rules 
and S is Start Symbol. In this research, the 
evolutionary computation is used to find the difficult 
properties of MANET. 

 
Fig. 3. Grammatical Evolution Architecture 

 
The evolutionary computation is implemented with 
individual population in which the key parameters are 

population size, Generation etc. The computation is 
implemented with the production rules assigning the 
grammar with the classified patterns. The symbols 
enclosed by brackets are non-terminals, others are 
terminals. The productions of a rule assigned by `::=' 
are separated with `|'. For example, the BNF [3] is 
expressed as: 
 
S = <expr> 
<expr> ::= <expr><op><expr> | 
                 (<expr><op><expr>) | 
                 <pre-op>(<expr>) | <var> 
<op> ::= + | - | / | * 
<pre-op>::= sin | cos | exp | log 
<var> ::= X | 1.0 
 
IV. INTRUSION DETECTION BY 
CLASSIFICATION 

 
Intrusion detection is a process of identifying and 
responding the malicious activities targeted by 
resource ID. Any set of actions that attempts to 
compromise the confidentiality, integrity and 
availability of computer resource.  
 

 
Fig. 4. Intrusion Detection Architecture 

 
The intrusion detection is classified into Host-based 
intrusion detection, Network-based intrusion 
detection, and Distributed intrusion detection. In this 
paper, host-based intrusion detection system is 
implemented for mis-use based intrusion detection 
technique [6] in which gets the audit data from the 
host audit trails. 
 
Intrusion detection provides the following: 

 Monitors user and system activity 
 Audits of system configurations and 

vulnerabilities 
 Abnormal activity analysis 
 Operating system audit 

 
4.1 Classification Algorithm 
The Classification is a supervised learning technique 
in which training data is accompanied by labels 
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indicating the class of the observations. The new data 
is classified based on the training set. Data 
Classification is a two step process. In first step, data 
is built describing the predetermined set of data 
classes or concepts. In second step, the model is used 
for classification. 
In this research, the networks are simulated by ns-2 
[5]. The nodes are simulated by Radom Way Point 
model with varying traffic and mobility patterns. The 
environment is built with 50 nodes placed in 1000m 
by 500m grid. TCP traffic is used for communication. 
The simulation runs for 5000 seconds with different 
pause time. 
In order to evaluate this model, the two metrics are 
detection rate and false positive rate. The detection 
rate is calculated by the ratio of correctly detected 
intrusions with total number of intrusions. The false 
positive rate is calculated by incorrectly marked 
normal behavior with total number of normal 
behavior.  
 
4.2 Feature Selection 
Feature Selection plays a major role in which 
irrelevant too many features will degrade the 
performance of the network. The ad hoc contains 
complex properties, the features has to be selected 
carefully.  The feature selection is used to construct 
good IDS model.  
 

Table 1: Networks feature 
1. Source address 
2. Destination address 
3. Route REQuest (RREQ)  
4. Route REPly (RREP)  
5. Total packet sent 
6. Total packet received 
7. ACK of the packet  
8. Total received RREQ, 
9. Total RREP 
10. Total received RRER 
11. Total ACK received 
12. Timestamp 

 
The fitness function is calculated by the formula: 
Fitness = detection rate-false positive rate. 
 
It prunes the features which are most related to the 
routing behavior. The features can be selected based 
on mobility-related and packet-related features. 
Basically, the fitness value [1] is evaluated to select 
the features. 
 
V. PROPOSED SYSTEM ARCHITECTURE 
 
Fig 5 describes the overall review of the project. The 
trace file is taken as input in which it contains all 
packet information which is placed in the network.  
 

 
Fig.5. Flooding Attack Scenario 

 
The classification technique is implemented to 
classify the patterns such as information about the 
sending nodes, receiving nodes, size of packet header 
etc. All classified patterns are given into feature 
selection to select the features based on the routing 
behavior. The Rule Generator is used to generate the 
production rules using the BNF grammar and then the 
rules are applied to selected features to identify the 
attack.  
 
EXPERIMENTS AND RESULTS 
 
The Classification technique is implemented for and 
the ad flooding attack scenario and the results are 
tabulated. The results are placed with high detection 
rate and the low false positive rate and the network 
performance is achieved with feature selection. The 
results are simulated with a simulator called ns-2 and 
it is recorded. 
 

Simulation Detection 
rate 

False 
Positive 

Rate 
low mobility,medium 

traffic 97.86% 0.34% 

low mobility,high 
traffic 95.67% 1.28% 

medium 
mobility,medium 

traffic 
99.34% 0.64% 

medium mobility,high 
traffic 98.78% 1.02% 

high mobility,medium 
traffic 98.87% 0.45% 

high mobility,high 
traffic 97.63% 1.00%s 

   
CONCLUSION 
 
In this research, the flooding attack is detected. The 
scenario is implemented with an environment called 
Classification technique and the network performance 
is evaluated. The performance of the network is 
increased with the reduction of features. There are 
some future findings in which all of other routing 
layer attacks can be investigated. 
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