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Abstract - Privacy-preserving data mining (PPDM) is one of the newest trends in privacy and security research. It is driven 
by one of the major policy issues of the information era: the right to privacy. Data mining is the process of automatically 
discovering high-level data and trends in large amounts of data that would otherwise remain hidden. The data mining process 
assumes that all the data is easily accessible at a central location or through centralized access mechanisms such as federated 
databases and virtual warehouses. However, sometimes the data are distributed among various parties. Privacy in terms of 
legal and commercial concerns may prevent the parties from directly sharing some sensitive data. Sensitive data usually 
includes information regarding  financial privacy, etc. Privacy advocates and data mining are frequently at odds with each 
other, and bringing the data together in one place for analysis is not possible due to the privacy laws or policies. We 
introduced issues with PPDM and discussed some problems concerning the privacy of data mining and methods that can be 
adopted to protect sensitive information. We briefly introduce the vertical Partitioning and horizontal Partitioning. Also, 
Causes and privacy measure to be taken for securing privacy of data. 
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I. INTRODUCTION 
 
Today, with the development of e-commerce and e-
government and more and more personal data 
exchanged online, data privacy has become one of the 
most important issues in the information era. 
Protection of privacy from unauthorized access is one 
of the primary concerns in data use, from national 
security to business transactions. Data mining and 
knowledge discovery in databases are important areas 
that investigate the automatic extraction of previously 
unknown patterns from large amounts of data. The 
power of data-mining tools to extract hidden 
information from large collections of data leads to an 
increase in data collection efforts by companies and 
government agencies. Naturally, this raises privacy 
concerns about collected data. Due to the increasing 
ability to trace, collect and analyze large amounts of 
personal or sensitive data, privacy has become an 
important issue in various domains. This is a 
challenge to the security and privacy community. The 
aim of privacy-preserving data mining (PPDM) is to 
develop data-mining techniques that could be applied 
on databases without violating the privacy of 
individuals. 
 
PPDM typically concerns itself with one of two 
problems. The first is preparing the data for release. 
That is, the privacy data will be released to the data 
miner, but the data must first be altered in such a way 
so as to prevent any privacy breaches. The second 
angle of attack for PPDM research is to modify the 
data-mining algorithm itself to allow it to be run in a 
distributed way, such that no private information is 
released to the other participating parties (Shaneck 
2007). 

Data Mining 
The main purpose of the data mining is to take the 
large amounts of information, which would be 
impossible to analyze on an individual record by 
record basis, and extract some interesting trends or 
statistics. A simple approach to data mining over 
multiple sources that will not share data is to run 
existing data-mining tools at each site independently 
and combine the results. However, this will often fail 
to give globally valid results. Issues that cause a 
disparity between local and global results include the 
following  
 Values for a single entity may be split across 

sources. Data mining at individual sites will be 
unable to detect cross-site correlations. 

 The name item may be duplicated at different 
sites, and will be over-weighted in the results. 

 Data at a single site is likely to be from a 
homogeneous population. Important geographic 
or demographic distinctions between that 
population and others cannot be seen on a single 
site. 

With distributed data, the way the data is distributed 
also plays an important role in defining the problem. 
Data could be partitioned into many parts either 
vertically or horizontally. The different partitioning 
poses different problems and can lead to different 
algorithms for PPDM. 
 
Vertical Partitioning 
Vertical partitioning of data implies that though 
different sites gather information bout the same set of 
entities, they collect different feature sets. For 
example, financial transaction information is 
collected by banks, while the IRS (Internal Revenue 
Service) collects tax information for everyone. An 
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illustrative example of vertical partioning and the 
kind of useful knowledge we can hope to extract is 
given in the figure describes two databases, one 
contains medical records of people while another 
contains cell phone information for the same set of 
people. Mining the joint global database might reveal 
information like “cell phones with lithium batteries 
lead to brain tumors in diabetics.” The model 

assumed is as follows: there are k parties, P0, . . . , 
Pk_1. There are a total of n transactions for which 
information is collected. Party Pi collects information 

about mi attributes, such that m=
 

 mi
i
k

0
1

 is the 
total number of attributes.

 

 
 
Horizonal Partitioning 
In horizontal partitioning, different sites collect the 
same set of information, but about different entities. 
An example would be grocery shopping data 
collected by different supermarkets. Figure below 
illustrates horizontal partitioning and shows the credit 
card databases of two different credit unions (Vaidya 
2004). Taken together,one may find that fraudulent 
customers often have similar transaction histories, 

etc. The model assumed is as follows: there are k 
parties, P0, . . . , Pk_1. There are a total of N 
transactions for which information is collected. Party 
Pi collects information about ni transactions, such  

that  is the total number of 
transactions.

 

 
 
Security, Privacy and Data Mining 
Security is a very common concept. information 
security means protecting information and 
information systems from unauthorized access, use, 
disclosure, disruption, modification or destruction. 
The goal of information security is to protect the 
confidentiality, integrity and availability of 
information. 
 

• Confidentiality 
Confidentiality is preventing disclosure of 
information to unauthorized individuals or systems. 
• Integrity 
In information security, integrity means that data 
cannot be modified without authorization. 
• Availability 
For any information system to serve its purpose, the 
information must be available when it is needed. 
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Privacy 
Security and privacy are related but different. 
Usually, achieving privacy depends on security. 
Preserving privacy when data are shared for mining is 
a challenging problem. The traditional methods in 
database security, such as access control and 
authentication have been adopted to successfully 
manage access to data but present some limitations in 
the context of data mining. While access control and 
authentication protections can safeguard against 
direct disclosures, they do not address disclosures 
based on inference detection, which is beyond the 
reach of the existing methods. A privacy-oriented 
scheme S preserves data privacy if for any private 
data T , the following is held: 
 

 
 

 PPDMS-Privacy-preserving data-mining 
scheme. 

  - A probability parameter. 
 Pr(T│PPDMS) │ The probability that the 

privacy data T is disclosed after PPDMS has 
been applied. 

 Pr(T)-The probability that the private data T is 
disclosed without any PPDMS being applied. 

 Pr(T│PPDMS) │Pr(T) - The probability that 
private data T is disclosed with and without 
PPDMS being applied. 

 
We call 1 _   the privacy level that the privacy-
oriented scheme S can achieve. The goal is to make " 
as small as possible. 
In general, privacy preservation occurs in two major 
dimensions: users’ personal information and 
information concerning their collective activity. 
Individual privacy preservation: The primary goal 
of data privacy is the protection of personally 
identifiable information. In general, information is 
considered personally identifiable if it can be linked, 
directly or indirectly, to an individual person. Thus, 
when personal data are subjected to mining, the 
attribute values associated with individuals are 
private and must be protected from disclosure. 
Miners are then able to learn from global models 
rather than from the characteristics of a particular 
individual. 
Collective privacy preservation: Protecting personal 
data may not be enough. Sometimes, we may need to 
protect against learning sensitive knowledge 
representing the activities of a group. We refer to the 
protection of sensitive knowledge as collective 
privacy preservation. The goal here is quite similar to 
that for statistical databases, in which security control 
mechanisms provide aggregate information about 
groups and, at the same time, should prevent 
disclosure of confidential information about 
individuals. However, unlike as is the case for 
statistical databases, another objective of collective 
privacy preservation is to preserve strategic patterns 

that are paramount for strategic decisions, rather than 
minimizing the distortion of all statistics. In other 
words, the goal here is not only to protect personally 
identifiable information but also some patterns and 
trends that are not supposed to be discovered. 
In the case of collective privacy preservation, 
organizations have to cope with some interesting 
conflicts. For instance, when personal information 
undergoes analysis, processes that produce new facts 
about users’ shopping patterns, hobbies, or 
preferences, these facts could be used in 
recommender systems to predict or affect their future 
shopping patterns. In general, this scenario is 
beneficial to both users and organizations. However, 
when organizations share data in a collaborative 
project, the goal is not only to protect personally 
identifiable information but also to protect some 
strategic patterns. In the business world, such patterns 
are described as the knowledge that can provide the 
knowledge discovered from confidential information 
(e.g., medical, financial, and crime information). The 
absence of privacy safeguards can equally 
compromise individuals’ privacy. While violation of 
individual privacy is clear, violation of collective 
privacy can lead to violation of an individual’s 
privacy. 
 
Causes for security issues of personal information 
in this Era: 
1. User’s not aware about information security: 
For those with weak awareness of information 
protection, their security issues will be worse. The 
survey conducted by IMRB (Indian Market research 
Bureau) and commissioned by VeriSign over 5,000 
internet users from 10 cities in India advises that 
more and more users are concerned about security 
nowadays. The survey results states that more than 
90% of survey respondents have come across some of 
the issues today’s online users are facing. Such as 
phishing, key logging and identity theft. And the most 
worrying part is most of them are unsure about how 
to combat the problems. 
 
The results of the survey states that 60% of users 
have access to internet in a frequent basis i.e. at least 
more than 4 times a week. 44% of users shop the 
internet online with 53% using social networking 
sites like (Facebook, Orkut and LinkedIn) and 
blogging. The unawareness of users is that almost 
38% of the users are using the same password 
everywhere. Only 11% of the respondents look for 
authenticity (Padlock) which would be shown at the 
bottom right end of the page. More than 80% of the 
users are not worried about secure websites (https :). 
The results of the survey suggest that people want to 
be safe online when using internet, but they are 
unaware of the process of how to keep them safe. 
Although users are not worried about secure sites, 
almost 84% would like to use two state 
authentications. The process of two state 
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authentications is a user uses his login details such as 
user name and password with another form of 
authentication like a token which could include a 
secure code only the user can access, or like a code 
sent to the user’s mobile phone which could be used 
to authenticate. 
2. Underdeveloped Laws and Regulations 
regarding the security of personal information:  
The existing laws and regulations are unilateral in 
content with limited range of information protection. 
The cause of the threat can be attributed to three 
factors. Firstly, the subject of law enforcement is not 
clearly identified. Secondly, the companies which are 
trading users’ data illegally are seldom punished. 
Lastly, several companies are not aware of related 
laws, so they may never notice their illegal conducts. 
3. The Laggard Technology for Security 
Maintenance of Data  
At present, many websites suffer from security flaws, 
including network protocol flaws, software flaws, and 
security management flaws. Because of this flaws, 
attackers can visit or destroy the system without 
authorization, which severely threatens the security of 
the system. 
4. Motivation profits:  
In the information age, data can bring about abundant 
economic benefits. Many criminals attempt to acquire 
personal information of other people to seek their 
own benefits. The buyers will use it for internet 
promotion, telecom pam or electronic junk mail. 
Hackers often have more than millions of user 
information, which can be sold to different people for 
various times with abundant profits. Both sellers and 
buyers are motivated by profits. 
 
Privacy Measures 
Perfect privacy: Intuitively, sensitive information is 
defined as a set of queries, and a perfect privacy 
policy only allows queries and access that does not 
compromise sensitive data in any way. Although 
attractive from a privacy preservation point of view, 
this approach has been shown to be excessively 
restrictive (hence, of very low utility) (Miklau & 
Suciu, 2004). More practical measures are needed for 
PPDM.   
 
•K-anonymity: Proposed by Sweeney (Sweeney, 
2002), this measure states that the anonymized data 
should have at least k tuples with given values for 
non-sensitive attributes. For example, an anonymized 
health records table with attributes age range, gender, 
state, diagnosis,  atisfies kanonymity for k=20 if, for 
each (age-range, gender, state) value, the anonymized 
table contains  t least 20 tuples with those values. 
Hence, an adversary that knows (age, gender, 
address) of an individual,  can only narrow down the 
search for the medical diagnosis of that individual to 
20 (or more) tuples in the anonymized data set. 
Obviously, large k-values would be more desirable 
for privacy preservation. 

• L-diversity: K-anonymity alone is not adequate 
for formalizing privacy protection. In our health 
information system above, given the additional 
background information (age, gender, address) of an 
adversary, it may happen that the 20 tuples in the 
anonymized dataset all have the same diagnosis. In 
which individual has been compromised. Even when 
the number of diagnosis is not 1, but a small number 
(say, 3), the adversary has gained some information 
about the individual.  Intuitively, l-diversity states 
that among the tuples that have the same values for 
non-sensitive attributes, there should be at least l 
different values for the sensitive attribute. For 
example, in our health information example, k-
anonymity plus l-diversity for k=20 and l=10 states 
that given (age, gender, address), the anonymized 
dataset contains at least 20 tuples with those values, 
and these tuples have at least 10 different diagnoses. 
So, the adversary who has additional background 
knowledge can only narrow down the sensitive 
information to 10 or more possible values. 
 
• The metric of privacy in secure multiparty 
computation techniques is based on the notion of  
computational indistinguishability. Two distributions 
are said to be computationally indistinguishable if no 
polynomial-time program can distinguish between 
them. Intuitively, this means obtaining the original 
data from the (perturbed or  encrypted) information 
revealed by a source is very difficult. A truly secure 
SMC protocol enforces computational 
indistinguishability. Utility Measures Utility 
measures try to quantify the degree to which  an 
anonymized data set can be used to obtain valid 
statistical information. Obviously, maximum privacy 
can be obtained if no data is revealed at all. But lack 
of data does not allow any statistical inference either. 
So, we need to be able to assess the utility of an 
anonymized data set. Many utility measures are 
proposed for this purpose. These measures try to 
quantify the degree of information loss suffered as a 
result of the anonymization process. Below, we will 
mention some of the utility measures proposed 
without going into technical details. More recently, 
an information-theoretic utility measure was 
proposed (Kifer & Gehrke, 2006), and its relationship 
to other well-known concepts such as entropy 
measure, divergence, and log-linear models was 
shown. The bottom line is to design efficient 
algorithms for anonymization and data mining of 
anonymized data sets, with high degrees of privacy 
preservation and utility. Choice of these measures can 
have a significant impact on the efficiency of the 
algorithms. 
 
CONCLUSION 
 
In recent years, how to secure sensitive data from 
security threats using data mining become a hot topic. 
In this paper we review the privacy , security related 
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issues to data mining by using different method. With 
the help of survey we find out the causes of breaching 
of data knowingly or unknowingly. At the same time, 
measure to be taken for maintaining privacy of data 
also reviewed.  We hope that the review presented in 
this paper can offer researchers different insights into 
the issue of privacy-preserving data mining and give 
solution to preserve privacy of data. 
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