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Abstract: Cloud computing is an emerging technology, where services get utilized instead of owning it. It has grown out of 
an amalgamation of technologies, including service oriented architecture, virtualization, Web 2.0, and utility computing. 
Most security problems associated with cloud computing which are viewed as problems cast stem from Loss of control, Lack 
of trust (mechanisms) and Multi-tenancy. These problems exist mainly in third party management models and even self-
managed clouds suffer from these security issues. In this connection several authors have provided solutions using biometric 
technologies. The deployment of biometrics in various applications like commercial and government sectors that are 
outsourced to the cloud have raised the issues of biometric template security and privacy which are becoming more 
important in today’s technological world. Biometric research groups have done lot of work towards template security and are 
unable to provide foolproof techniques that can balance the security and privacy of a person. This paper presents a 
theoretical approach of key incorporation using Forward Error Correction (FEC) technique for cancelable biometrics to 
enhance the security of biometric template in cloud computing. This approach helps in correcting the errors during 
transmission which does not requires retransmission of data. 
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I. INTRODUCTION 
 
Cloud computing refers to an on-demand, self-service 
Internet infrastructure that enables users to access 
computing resources from anywhere and anytime. It 
is considered as a new computing paradigm with 
implications for greater flexibility and availability at 
lower cost. In cloud computing each and every thing 
like platform, software, Infrastructure is termed as a 
service. The third-party system is a partner of the 
cloud service providers, and it cooperates with cloud 
provider to easily and quickly leverage cloud services 
for end users. It is evident that most famous 
organizations, enterprises and even general clients 
cite data protection as their most important security 
consideration when using cloud computing service. 
Typical security concerns include the way how data is 
stored, accessed and released. The security problems 
which are associated with the cloud are 
 
a. Loss of Control: This occurs due to huge 
voluminous of data being stored in the cloud database 
as users cannot predict the exact place where it has 
been stored. 
 
b. Loss of Trust: Data replacement cannot provide 
trust to the user when there is loss of the data. 
 
c. Multi-Tenancy: Serving different client servers 
through a single server leads to amalgamation of data. 
Cloud computing has achieved maturity, and there is 
a heterogeneous group of providers and cloud-based 
services. However, significant attention remains 
focused on security concerns. In many cases, security 
and privacy issues are significant barriers to user 
acceptance of cloud computing systems and the 

advantages these offer with respect to previous 
systems. The emergence of cloud computing 
promises to have far-reaching effects on the systems 
and networks of federal agencies and other 
organizations. Many of the features that make cloud 
computing attractive, however, can also be at odds 
with traditional security models and controls. The 
security challenges cloud computing presents are 
formidable, including those faced by public clouds 
whose infrastructure and computational resources are 
owned and operated by an outside party that delivers 
services to the general public via a multi-tenant 
platform.  
Preventing unauthorized access to information 
resources in the cloud is a major consideration. As 
online access to services becomes ubiquitous and the 
cloud access models gains momentum, authentication 
is increasingly becoming a focal point for security 
professionals. When cloud is combined with 
biometrics technologies, it provides high security for 
the user data. The word “biometrics” comes from the 
Greek language and is derived from the words bio 
(life) and metric (to measure). It is an automated 
method of recognizing a person based on 
physiological or behavioral characteristics. 
Biometrics offers authentication which helps avoid 
the problems associated with conventional methods. 
In fact, it now became more popular in civilian 
applications such as access control, financial security 
etc.  
To make a personal recognition, biometrics relies on 
who you are or what you do as opposed to what you 
know. It offers new perspectives in high-security 
applications while supporting natural, user-friendly 
and fast authentication. Biometric authentication is 
highly reliable, because physical human 
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characteristics are much more difficult to forge then 
security codes, passwords and hardware keys. The 
combination of cloud computing and biometric 
technology opens new research and implementation 
opportunities to protect user data in the cloud. 
Biometric data also known as biometric template 
refers to the extracted biometric features stored in a 
central database or a smartcard. Biometrics leaks 
personal information to the attacker. A biometric is 
permanently associated with a user and cannot be 
changed. Hence, if a biometric identifier is 
compromised, it is lost forever and possibly for every 
application where the biometric is used. If the same 
biometric identifier is used in multiple applications, a 
user can potentially be tracked from one application 
to the next by cross-matching biometric databases. 
Many experts have done the research in providing the 
security for the cloud by using the biometrics. If the 
biometrics data have been stolen it is harder to reissue 
and revoke the template. Not only the template data, 
privacy and other information of the user also get 
compromised. The stored biometric template attack is 
the most severe of all the attacks in the traditional 
biometric system. Biometric templates cannot be 
reissued on spoofing. Therefore, apart from security 
biometric templates should be imparted with 
revocability. A stolen template may leave 
catastrophic effects to the biometric system i.e. an 
adversary may replays the stolen template to the 
matcher module to gain illegal access, or the stolen 
template may be abused for cross-matching against 
other biometric systems which use the same 
biometric trait. So many methods are provided to 
protect the true patterns and templates in the 
applications of biometrics.  
In this paper, we first analyzed the security problems 
associated with the cloud, the limitations of 
traditional biometrics methods, and proposed a new 
cancelable scheme which can not only achieve 
“cancelability” but also balances the security and 
privacy of the user. We will then design an example 
proposed cancelable biometrics system using 
fingerprint recognition. The proposed scheme can be 
applicable to cancelable palm recognition, face 
recognition, iris recognition or any other kinds of 
cancelable biometrics. The rest of the paper is 
organized as follows. Section 2 analyzes the possible 
attacks against the biometric template and schemes 
for protection of the template. Section 3 details the 
Forward Error Correction (FEC) technique. Section 4 
shows an example cancelable fingerprint recognition 
system based on the proposed scheme to enhance 
security using FEC and finally Section 5 concludes 
the paper with future work. 
 
II. ATTACKS ON BIOMETRIC TEMPLATE 
 
One of the most potentially damaging attacks on a 
biometric system is against the biometric templates. 

Attacks on the template can lead to the following four 
vulnerabilities: 
(i) A template can be replaced by an impostor’s 
template to gain unauthorized access. 
(ii) A physical spoof can be created from the template 
to gain unauthorized access to the system (as well as 
other systems that use the same biometric trait). 
(iii) The stolen template can be replayed to the 
matcher to gain unauthorized access and 
(iv) The templates can be used for cross-matching 
across different databases to covertly track a person 
without his/her consent. 
All these vulnerabilities are introduced because of 
improper administration capabilities and also referred 
as insiders attack. It includes the integrity in 
enrollment process and collusion between the 
stakeholders. There will be security threat due to 
manipulations in biometric infrastructure. Intruders 
are hacking the original biometric traits and spoofs 
them due to this the biometric template can not 
recognized by the biometric system whether it is a 
spoofed trait or original trait. At the enrollment phase 
the biometric system may be the fake system and 
while enrollment there will be a chance of hacking 
the intruders data. Replay attack can be take place 
when data is passing to the stage feature extractor. In 
this feature extractor phase the features can be 
override by the intruders. when the data is passed to 
database to store the features there will be a chance 
attacks like replacing the template or modifying the 
template or spoofs the template and the stolen 
template is used for the matching purpose in order to 
gain unauthorized access where the intruders have an 
another intension to spoof the data example of 
hacking the banks, Adhaar card database etc. When it 
passes to final stage in order to get whether to know 
the authenticated user or an intruder there will be 
chance of override the final decision. 
 
Attacks on software modules by changing the 
executable programs leads to change in the final 
output which points Trojan horse attack. Attack on 
algorithm integrity which handles any input in 
desirable manner to get the accepted output. It also 
leads to effects when the biometric system failure 
such effects are denial of service and Intrusion. 
Denial of service implicates that the authenticate user 
is prevented in obtaining service. Due to loss in 
privacy and security threats intruder can get 
illegitimate access on the system. Man in the middle 
attack is carried out when an attacker places himself 
between two users. Anytime attackers can place 
themselves in the communication’s path, there is the 
possibility that they can intercept and modify 
communications. These attacks may lead to loss of 
the users data and insertion of virus and damages the 
whole biometric system. 
 
2.1 Schemes For Protection Of Biometric 
Template 
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Biometric template is get protected if it satisfies the 
following properties. 
Diversity: No two users or no two applications 
templates should be uncorrelated to each other. 
Revocability: It provides a ease of revoking a 
compromised template, and ease of reissuing a 
biometric template based on the same biometric data. 
Privacy: A template should be computationally hard 
to be inverted to its source data, thereby, ensuring the 
privacy of the original biometric data. 
Performance: There should not be any degrade in 
recognition performance of the biometric system 
while implementing the biometric template protection 
scheme.   
 
Few experts proposed cryptographic methods for 
biometrics technologies. Cancelable Biometrics [8] is 
proposed by Ratha et. al transforms the original 
signal and provides the alternative signals for 
matching. These transformations are invertible and 
can be done in two ways 

a) Transforming the original signal by mixing 
the unwanted data or noise. 

b) Non invertible transformations are made in 
order to distort original biometric pattern. 
 

As it non-invertible it is harder for attackers to get the 
original data even if they steal transformed key or 
template within the polynomial time. Key generation 
is also one of the popular schemes to protect the 
biometric template and cryptographic key. It is 
derived from cryptographic key which is directly 
generated from the helper data and biometric traits [5-
17]. As key is generated on the users data with 
biometric template, does not reveals too much 
information about the template. The ideas of “Secure 
sketch” and “fuzzy extractor”, introduced by Dodis et 
al, are examples of key generation techniques. Secure 
sketch helps to build the helper data from original 
biometric trait with required information without 
exploring the whole data. Fuzzy extractor helps in 
cryptographic key generation from the biometrics 
data. There are many fuzzy attacks against the stored 
template, in order to prevent these attacks it is 
conjucted with cancelability technique. Therefore a 
hybrid approach is proposed that combines cancelable 
biometrics with key incorporation using Forward 
Error Correction (FEC) to provide high potential 
security for the user template and information stored 
in the database there by ensuring the privacy of the 
user. The key incorporation using FEC technique for 
cancelable biometrics provides security on spoofing 
the template from the attacker. In this approach FEC 
protects the source data by averaging the noise and 
detects the error and correct them without any 
retransmission which occurs anywhere in the 
transformed data.  
 
III. FORWARD ERROR CORRECTION 

(FEC) 

FEC is a technique used to averaging the noise and 
also controlling the errors in data transmission over 
noisy channels. The idea is that sender can encodes 
their data in redundant way by using Error Correction 
Code (ECC). At the receiver end it allows the 
receiver to find the number of errors which can occur 
anywhere in the message and this correct the errors 
without any retransmission. FEC provides ability to 
the receiver to correct the errors without any reverse 
channel in a fixed cost and high forward channel 
bandwidth. This FEC technique is widely used in 
modems where it is added to mass storage devices to 
enable the recovery of corrupted data. 
  
3.1 Averaging of Noise 
FEC is said to be averaging of noise as each data bit 
effects many symbols, the corruption of these 
symbols due to noise leads to the corruption of 
original data. It gives response to risk pooling effect 
where it allows to work above the signal to noise ratio 
but not below it. It allows the stronger codes which is 
known as cliff effect, when the channel is tend to 
burst. Interleaving FEC code plays an important role 
by reducing the coded data of all or nothing. It is a 
best used technique for narrowband data channel 
which is fixed, designed to tolerate the expected 
worst case bit error rate and if it is even worse it tends 
to get failure. It uses hybrid automatic repeat request 
which can handle the error rate or else it is shifted to 
ARQ where error correction bits are added if high 
error rate occurs or else ignore it when they are not 
needed. 
  
3.2 Error Correction 
FEC process may be applied to demodulation of a 
digitally modulated carrier at the receiver end. It is an 
integral part of the initial analog to digital conversion 
and the soft decision algorithm is implemented by 
viterbi algorithm decoder which helps to demodulate 
digital data from an analog signal corrupted by noise. 
Bit Error Rate (BER) signal is used as a feedback to 
fine tune the analog which is generated by many FEC 
coders. These Forward Correction Codes are suitable 
for different conditions in order to determine the 
maximum fraction of errors or missing bits using the 
design of the FEC code. A complex function is 
adding the redundant bit to many original bits, by this 
the original information may not appear in the form 
of encoded output and it seems to be non systematic. 
If the data bit is transmitted three times which is 
called (3,1) then the repetition code seems to be eight 
versions of the output at the receivers end as 
illustrated in Table 1 . In this situation instead of 
retransmitting the data, FEC detect the errors in the 
transmitted message where it has been occurred and 
correct it. It tends to reduce the wastage of the 
channel bandwidth and is cost efficient. It also 
reduces the wastage of the time and acquires the 
security on data loss during retransmission Figure 1. 
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Table 1: Correcting The Corrupted Data Through FEC 

 

       
Figure 1: Error Correction Through FEC 

 
IV. TEMPLATE SECURITY USING FEC 
 
The increasing demand for more reliable user-
friendly security mechanisms has renewed the interest 
in biometric identification, and many applications 
now use it to authenticate users. A common approach 
in biometric systems is to store all captured biometric 
data in the enrolment phase, and the users are 
authenticated using a matching process. Although this 
approach is the most common approach in current 
cloud solutions, it has serious security weaknesses. 
Vulnerable storage may lead to an attacker stealing 
biometric templates and impersonating the legitimate 
user. The stolen biometric information may 
compromise other systems. Biometric technologies 
are becoming the key aspect of a wide range of secure 
identification and personal verification solutions, but 
in a cloud computing environment they present some 
problems related to the management of biometric 
data, due to privacy regulations and the need to trust 
cloud providers. To overcome these problems, a 
hybrid template protection scheme is proposed that 
combines cancelable biometrics with key 
incorporation using Forward Error Correction (FEC) 
to provide high potential security for the user 
template and information stored in the database there 
by ensuring the privacy of the user. This approach 
focuses on adequate security mechanisms that should 
potentially meet the legal requirements of traditional 
systems. In this theoretical approach, the users get 
enrolled using sensors to acquire biometric trait and 
the biometric template is secured with transformation 
using Forward Error Correction and by key 
incorporation as illustrated in Figure 2. 
 
1.1 Consummate Security Through FEC  
FEC provides high security mechanism which secures 
the data from the intruders based on the security 
measures specified below 
 
a. Providing control on confidential content 
Encrypting the transmitted data before the FEC or 
after the FEC provides the high security and it made 
difficult to access the source transmitted by the 
intruders. These are cryptographically secured. 

 
b. Content corruption 
Content corruption is one of the major attacks. This 
can be achieved by the FEC technique i.e through 
content integrity scheme or the source authenticated 
scheme. This is authenticated by the message 
whenever data is corrupted.  
 
1.2 Transformation Using FEC 

The users original biometric template can be 
transformed using Forward Error Correction (FEC) 
by adding the noise which achieve the concept of 
cancelability and this transformed template is 
protected from the intruders hacking. As the noise is 
added, it is difficult for intruders to remove noise and 
original data cannot be find out with in a period of 
time. When the features are extracted using sensor a 
biometric template gets generated. The generated 
biometric template (t) is transformed using FEC with 
the noise data (S) and hashing technique is applied i.e 
H(S) as shown in Figure 3. Hashing technique is used 
to generate fixed length data that reference to original 
data. This biohashing technique is used to generate 
the vector bits which helps in generating the binary 
code where FEC technique is used to average the 
noise.  This transformation helps in providing the 
security and privacy for the users biometric template.     
After the transformation using FEC i.e. averaging the 
noise, this data gets encrypted by the random tailing 
technique which becomes FE(X,K) is stored into the 
database. This stored data can be decrypted and FEC 
is used in order to correct the errors where ever it 
occur in the message and this can be used to get the 
original data without any data loss during 
authentication.  
 

 
Figure 3: Transforming Template Using FEC Technique 
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Where FE(X) averages the noise and this is 
incorporated by the key using random tailing 
technique which becomes FE(X, K) is stored into the 
database. 
 
CONCLUSION 
 
As the biometric systems are playing a key role in 
government and commercial applications which are 
outsourced to the cloud, providing security and 
privacy of user is the biggest concern to be 
considered. This paper proposed an efficient 
technique of providing high level security by forward 
error correction where it reduces the rate of 
retransmission, wastage of time, and free from the 
attacks of the intruders in the cloud. It theoretically 
presents the averaging of the noise inbuilt with the 
authentication and the correction of the errors. It 
associates the security by using the transformed 
biometric template rather than the original template. 
It also gains the security by adding the noisy data 
termed as cancelable biometrics and by generating 
the key. This novel and hybrid approach reduces false 
rejections and correct the errors with the cooperation 
of user thereby providing the security for the 
biometric template and enhances the privacy of the 
user. 
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