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Abstract - This paper focuses on secure data communication between nodes in AdHoc networks by employing 
IPSec(Internet Protocol Security). In wireless communication, adhoc network is a new paradigm since which is used for 
highly sensitive and emergency operations. Adhoc network is considered a number of mobile nodes that are connected 
through wireless interfaces and moves arbitrarily. Ensuring security is one of the main issues due to its infrastructure less 
solutions. This research aims for IPSec protocol that provides security for an ad-hoc networking in a various applications. 
IPSec incorporates security model i.e. AES (Advanced Encryption Standard) into its framework.In this work, we consider 
the problem of incorporating security mechanisms to securing data communication for adhoc networks. We look at AODV 
routing protocol (Ad-Hoc On-Demand Distance Vector) in detail and it is used for secure routing. Simulation of IPSec 
protocol is simulated using NS-2 simulator. Results from NS-3 simulator is compared with AH, ESP, and AES in terms of 
Quality of Service parameters throughput, average processing time and average end-to-end delay. 
 
Index terms - IPsec, AH, ESP, AES, Ad-Hoc networks 
 
I. INTRODUCTION 
 
Nowadays, the information technology and 
information technology based industries used 
wireless networks. Since wireless networks have been 
widely deployed well andit provide high-speed 
internet access to mobile users. Most of the wireless 
networks using access points to access the internet. In 
a real time network scenarios where mobile users can 
access the network through both systems i.e. public 
mode systems and IP based wireless systems. 
Currently there are two types of mobile wireless 
networks are used that are Infrastructure networks 
and Ad-Hoc networks [1]. Infrastructure networks 
have fixed infrastructure and fixed gateways. These 
networks bridges are known as Base stations. A 
mobile unit /device are communicated with the 
nearest access point (within the coverage area).  
Access points allow sharing the internet connection to 
other mobile users. Ad-hoc networks are 
infrastructure less networks which don’t have any 
fixed routers, access points and base stations. All 
nodes in this network can be moved with dynamic 
and arbitrary manner. The possibility for wireless 
access is a very important aspect of “adhocness”. 
Wireless Adhoc use of the communication 
infrastructure imposes many newly available 
requirements on both mobility management and 
security of the wireless system. This is especially 
done in adhoc network type of operations since its 
offered users to operate public network operators to 
paying subscribers. Generally, wireless access to the 
network cannot be restricted physically and 
cryptography methods are used to protect the 
transmitted data and network elements. In addition, 
the used of IP-based infrastructure is used to similar 
to about and the following aspects are considered in  

 
 
IP-based infrastructure: data confidentiality, data 
authenticity and data integrity and service 
availability. Currently available standards offers some 
complementary mechanisms for creating secure data 
communication with optional data encryption and 
packet authentication over the wireless links that are 
IEEE 802.11 wired equivalent privacy (WEP) and 
IPSec. A wireless ad-hoc network is computer 
network in which the communication links are 
wireless. Ad-hoc networks are communicating 
between the nodes by wireless links which do not 
necessarily rely on any fixed infrastructure.  
Nowadays ad hoc networks are widely used in mobile 
applications with relatively low cost and attain high 
performance. Wireless link is susceptible to attacks, a 
security is becomes very important task in ad-hoc 
networks. 

 

 
Figure 1: Infrastructure Networks and Ad-Hoc Networks 
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One of the common issues in ad-hoc network is 
security. There is a number routing protocols have 
been proposed to improve the security of network 
[13]. But the all the routing protocol does not 
ensuring proper security mechanism. AODV is one of 
the routing protocols which highly concentrate by 
researches to use for security in ad-hoc network. 
Moreover, for ensuring security of an infrastructure 
less ad-hoc network, the following sets of issues are 
facing the researchers [2]: 
 
 No fixed access points 
 Dynamic Network Topology 
 Limited bandwidth 
 Contrary environment 
 Irregular connectivity of nodes 
 Secure data communication 
 Limited resources 
 Peer-to-peer architecture with multi-hop routing 
 
Due to the following reasons, an Ad-hoc network 
may affects the security threats or attacks: 
 Intrusion 
 Denial of Service 
 Eaves dropping (passive attacks) 
 Data corruption, worms and viruses 
 Active inference 
 Man in the middle attack 
 Hello flood and black hole 
 
In order to implement a secure Ad-hoc network, the 
following functionalities should concern: 

i. Data confidentiality: When mobile users 
connect with wireless interfaces, information between 
users required to keep as a private. Since 
unauthorized or third party persons can access the 
information. This is needed to be accomplished 
through encryption by both public as well as private. 

ii. Data integrity: In a given coverage area, 
transmitted data cannot be modified in transit due to 
any error or third party access. This characteristic 
accomplished by HFs (Hash Functions) and MACs 
(Message Authentication Codes) 

iii. User authentication: Users within a 
coverage area must provide any certificate proof of 
their identity. Since it may useful for identifying the 
users either authorized user or unauthorized user. 
However, unauthorized user may access the 
information. This will accomplished by digital 
signatures. 

iv. Non-repudiation: Neither the sender nor 
the receiver of message may deny transmission. This 
will accomplished through third party notary services 
and digital signatures [3]. 
 
From the above mentioned problem, challenges, 
issues and security characteristics, ad-hoc network 
must be requires for secure model to secure the data 

communication. This paper focuses on secure data 
communication in ad-hoc networks. 
 
II. RELATED WORK 
 
This section explains some existing works in the 
literature revised by various country researchers 
including various protocols, techniques and methods 
works under security in ad-hoc network. 
Nidhikandhil et al [9] proposed IPsec protocol for 
secure data communication after route establishment 
in ad-hoc network. IPSec works on network layer of 
the OSI layer and the TCP/IP. When running IPsec on 
layer 3, it is able to function transparently for 
applications running on application layer. In this 
work, IPsec protocol provides end user traffic with 
ensuring authentication and data confidentiality of 
data packets. It is also includes protocols for 
establishing mutual authentication between agents. 
 
Vesakarijoki et al [10] discussed security in ad-hoc 
networks in which many of the new generation and 
currently available security mechanisms are 
discussed. Generally, an ad-hoc network sets new 
challenges for the necessary security architecture. 
The brief studies of this research are listed as follows: 
network infrastructure, networking operations, 
physical security, data availability, data access 
control, criteria’s for protecting ad-hoc networks, and 
security threats in ad-hoc networks. 
 
FatinHamadah et al [11] investigated the performance 
of mobile ad-hoc networks by applying IPsec 
protocol. In this work, Riverbed Modeler Academic 
Edition Simulator is used for investigating network 
performance. The comparison is done by with Ipsec 
protocol and without IPsec protocol in which 
Network with Ipsec attains high performance when 
compared with network without IPsec protocol. In 
addition, a MANET with attack is overcomes by 
AODV routing protocol. 
 
Emmanouil et al [12] proposed adaptive and secure 
routing protocol for emergency mobile ad-hoc 
networks. This protocol is used for various 
emergency situations like forest fires, terrorist attacks 
and earthquakes. These networks performs well in 
such situations and the performance is analyzed in 
terms of node mobility levels, node transmission 
radius, battery level of nodes data load, traffic 
requirements, wireless link quality and network size. 
 

1. III. AD-HOC NETWORKS 
2.  

Ad-hoc networks are very popular network which 
have unique characteristics to works in environment. 
To achieve the attractive the attractive unique 
features, ad-hoc network should attain the 
distinguished properties such as multi-hop routing, 
self-creation, self-organization and self-
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administration, physical security, network scalability, 
autonomous and infrastructure less, device 
heterogeneity, energy constrained operation, 
bandwidth constrained variable capacity links, and 
dynamic network topology [4]. 
 
The application of ad-hoc networks are as follows: 
 Tactical networks- Military communication and 

operations and automated battle fields 
 Emergency services – Disaster recovery and 

search and rescue operations. 
 Commercial and civilian environments: E-

commerce, business, sports and vehicular 
services 

 Home and enterprise networking- Home and 
office wireless networking 

 Education- Universities and campus settings 
 Entertainment- Multi-user games and outdoor 

internet access 
 Sensor networks – Home applications 

 

 
Figure 2: Typical applications of Ad-Hoc networks 

 
Once the ad-hoc network is deployed the set of goals 
of network is required to fix such as network 
scalability, bi-directional communication, quick 
convergence, unicast and loop freedom. An ad-hoc 
network defines some qualitative properties for 
assessing performance or suitability of a routing 
protocol. Some of the properties of Ad-Hoc Networks 
are [8]:  
Secure routing and Data Transmission: Ad-hoc 
routing protocols are exposed to many kinds of 
security attacks. The possibility of eavesdropping, 
DoS and spoofing attacks is higher in ad-hoc 
network. Mobile users can move arbitrarily with 
respect to other nodes in the network. Since dynamic 
topology can affects the security measure. Therefore, 
secure routing protocol and data transmission 
mechanism are necessary for this ad-hoc network 
[15]. 
Key Management Service: Key management service 
is always required for ad-hoc networks. 
Cryptographic schemes such as digital signatures to 
protect both routing information and data traffic 
information. But the single certificate authority and 
trusted authority is not sufficient for entire secure 
operation. Therefore, a standard approach is requires 
to improve the performance of network availability. 
Quality of Service (QoS): QoS is defined as the 
performance level of a service that offered by the 
network to the mobile user. QoSconsists of set of 

requirements that are met by the network and the 
requirements characterized to bandwidth, jitter, delay, 
packet delivery ratio and communication overhead. 
For QoS provisioning, resource limitations and adds 
variations are required. 
 
IV. ROUTING IN AD-HOC NETWORKS 
 
The fundamental idea of a routing protocol in ad-hoc 
network is to deliver the messages from source node 
to destination node with enhanced the network 
performance in terms of security and delay. The 
major goals of routing protocols are minimal control 
overhead, minimal processing overhead, multi-hop 
routing capability, dynamic topology maintenance 
and loop prevention. Many routing protocols have 
been developed for ad hoc networks. Ad-hoc routing 
protocols have been classified in to types: 
 
Table Driven Routing Protocols or Pro-active 
Routing Protocols: 
These types of protocols used pro-active approach for 
perform routing in ad-hoc networks. They attempt to 
maintain consistent, up-to-data routing information 
from each and every node in the Ad-hoc network. 
Table driven protocols require each and every node to 
maintain one or more routing tables to store the 
information of routing. And changes in the network 
topology or movements in source node, the changes 
should be reflected on routing table also.  
 
Source Initiated Demand Driven or Reactive 
Routing Protocols: 
These routing protocols eliminate the conventional 
routing tables and consequently reduce the need for 
updating these tables to track changes in the network 
topology. When a node requires a route to a 
destination, it first initiated a route discovery process 
within the network. This process is stopped once a 
route is found. Some of the reactive routing protocols 
are as follows: DSR, ABR, PAR, SSR, LAR, CBR, 
TORA, and AODV. Reactive protocols are more 
efficient at signaling and power consumption. The 
classification of protocols have been shown in figure 
3 

 
Figure 3: Routing protocols in Ad-Hoc Networks 

 
AODV is a reactive unicast routing protocol for ad-
hoc networks. Among the reactive routing protocol, 
AODV only needs to maintain the routing 
information (routing table) about the active routing 
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paths.   The major functionalities of AODV are 
dynamic, self-starting, multi-hop routing between 
participating nodes interesting to establish and 
maintain an ad hoc network. This routing protocol 
allows nodes in network to obtain paths quickly to 
reach the new destinations. It does not require mobile 
nodes to maintain and manage routing paths to 
destinations. In a timely manner, AODV protocol 
allows mobile nodes to respond to link breakages and 
modify the network topology [5]. 
Our main aim is to find a secure routing protocol that 
can be implemented on AODV without degrading the 
performance of quality of service of Ad hoc 
networks. When a source code requires to sending 
message to destination node, the route is discovered. 
So it first initiates the process of route discovery. In 
this step, source node broadcasts a route request 
message (RREQ) to its neighbor’s node, until the 
desired route is find for destination. AODV routing 
protocol is utilizes the destination sequence numbers 
to ensure all routes are loop free and contain the most 
recent route information. Each node maintains its 
own sequence number and the broadcast ID in routing 
table. During the process of forwarding RREQ from 
source to neighbor’s node, intermediate nodes record 
in their route tables the address of the neighbor from 
which neighbor nodes is received the first copy of the 
broadcast packet, thereby establishing the reverse 
path. Later copies of the RREQ received nodes are 
discarded once the first copy of the node identified. 
Once the RREQ received to the destination node or 
any intermediate node, immediately responds the 
destination or intermediate node by unicasting a 
RREP packet to the neighbor node [First received 
RREQ node]. If a source node moves, it is able to 
reinitiates the process of route discovery. Based on 
this, routing is performed 
 

 
Figure 4: Propogation of RREQ 

 

 
Figure 5: Route path [reply from destination] 

 
V. IPSEC FRAMEWORK 
 
IPsec is a developing standard for providing security 
at the ad-hoc networks. It facilitates the 
authentication of the communicating entities allows 

them to setup secure IP channels for data exchange 
and provides a secure framework for the employment 
of different cryptographic algorithms depending on 
the level of security required by the users and their 
applications. 
 

 
Figure 6: IPsec Protocol Architecture 

 
IPsec protocol provides two security protocols for 
protecting the data more secure: 
 Authentication Header (AH) 
 Encapsulating Security Payload (ESP) 
 
Authentication header protects data with an 
authentication algorithm and an ESP protects data 
with an encryption algorithm. ESP can be used with 
an authentication mechanism. Otherwise we can use 
ESP for both authentication and an encryption 
algorithm. But in our work, we proposed a combined 
mode algorithm such as AES which provides 
encryption and authentication within a single 
algorithm. 
 
IPsec provides an open framework for incorporating a 
wide range of different cryptographic algorithms for 
the actual cryptographic task of transforming the 
original plain text messages into the transmitted 
cipher text. Most encrypting algorithms are used in 
IPsec with conjunction. They break the user’s original 
data packets into basic blocks of constant size. Then 
the blocks encrypted independently through a number 
of encryption cycles. Ciphers depend upon the choice 
of block size, key size and the number of cycles. 
When the “block size” is larger which produce 
greater security but the speed of the encryption and 
decryption process will be reduced. Similarly, larger 
“key size” may lead to greater security but also 
reduce the speed of encryption and decryption. A 
“number of cycles” metric is usually used for 
specifying the number of repetitions of the common 
encryption process on each block data [7]. 
 
To overcome the aforementioned issues, we proposed 
AES cryptographic algorithm for encryption and 
authentication. Figure 7 shows the flow of AES 
encryption algorithm.AES refers to advanced 
encryption standard. The key size used for an AES 
cipher specifies the number of repetitions of 
transformation rounds that convert the input i.e. plain 
text in to the output called cipher text. AES encrypts 
block sizes of 128- bit, 192-bit, and 256-bits. AES 
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comprised of four transformations such as 
addroundkey transformation, subbytes 
transformation, shiftrows transformation and 
mixcolumns transformation. These four 
transformations are a unit of AES algorithm called 
“Round”. Round repeats basically and the number of 
repeat Nr depends upon the key size. Key size is 
extended depending on the number of Nr. The 
numbers of cycles of repetition are as follows: 
 10 cycles of repetition for 128-bit keys. 
 12 cycles of repetition for 192-bit keys. 
 14 cycles of repetition for 256-bit keys. 
 

 
Figure 7: Flowchart for AES 

 
The main advantages of AES mentioned in below: 
1. Simplicity of design: The cipher text does not 

base its security on obscure and also not well 
understood interactions between arithmetic 
operations. 

2. Block length variations: the variable block size 
allows the construction of a collision-resistant 
iterated hash function. 

3. Extensions possibility: The number of rounds or 
cycles is fixed in the specifications and it 
increased in case of security problems 

4. More secure encryption/decryption system: 
The expanded key is always derived from cipher 
key. 

By using AES encryption algorithm in IPsec protocol, 
it provides four basic aspects of information security: 
 Confidentiality 
 Integrity 
 Authentication 
 Non-repudiation 
 
VI. SIMULATION ENVIRONMENT 
 
The simulations have been performed using NS-3 
simulator that provides sclable simulation of wireless 
networks. NS-3 is a discrete event simulator mostly 
used for research in networking.NS3 used for both 
wire and wireless network protocol and also with 

their function. NS-3 provides substantial support for 
simulation of TCP, routing and multicast protocols in 
wired and wireless (local and satellite). NS-3 is 
written in two languages: C++ and python. It is the 
open source software which deals with the 
performance of various network protocols and 
evaluates new protocols before use. 
 
As mentioned in table 1. Our consideration in 
network with the size of 50 nodes and each node 
randomly moves with in a simulation area of 600*500 
M. Our network always uses omni directional antenna 
as antenna type and use Mac layer as IEEE 802.11 
Mac layer. The nodes are moved in random way point 
direction since we applied random waypoint model. 
Here each node starts from a random location to a 
random speed with uniformly distributed between 0 
and a maximum speed. 
 

Table 1: Simulation Parameters And Values 

 
 
6.1. Simulation parameters: 
Simulation parameters are defined as the performance 
of network. We use the following three simulation 
parameters to analyze the performance of our 
proposed work with the existing ones: 
(i) Throughput: It is the total number of packets 
delivered over the total simulation time. It measures 
how well the network can constantly provide data / 
packet to the destination. Throughput is defined by 
Mbps and for achieving better performance is should 
be in high. 
Throughput (%) = 	

	
 * 100 (1) 

(ii) Average Processing Time: Average processing 
time is defined as the total simulation time for 
processing the data packets from source to the 
destination. 
Average processing time = Sum of time / Received 
packets      (2) 
(iii) End-to- end delay: The average end-to-end 
delay of a data packet is the total amount of 
transmission delay of packets. It consists of 
propagation delays, queuing delay, retransmission 
delays, etc. 
Average end to end delay= Delay Sum / Received 
Packets   (3) 
The parameters that are mentioned above are very 
important determinants and quality of service 
parameters of network performance. We have done 
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this paper to imply that our proposed IPsec protocol 
with AES enhances the security of AODV routing 
protocol without degrading the performance of the 
network. 
6.2. Simulation Results: 
In this section, a snapshot of NS-3 model is shown 
and this model constructed with 50 nodes which are 
moving in a random fashion model. Figures 8-13 
show that the NS-3 simulation snapshots of Ad-hoc 
network for IPsec with AES. 
 

 
Figure 8: Snapshot of creation of 50-nodes in NS3 

 

 
Figure 9:  Snapshot for the simulated environment by NS-3 

 

 
Figure 10: Snapshot of choosing key size of AES 

 
Figure 11: Snapshot of AES for 128 key size 

 

 
Figure 12: Snapshot of AES for 128 key size 

 

 
Figure 13: Simulation of AES for 128 key size 

 
Data has been collected from fixed number of nodes 
within the assumed 50 nodes ad-hoc network 
environment.Figure 14, 15 and 16 shows that the 
snapshots of the ad-hoc network simulation results 
for IPsec with AES in terms of throughput, 
processing time, and end-to-end delay. 
 
6.1.1 Throughput: 
This performance metric is significant to be 
considered while designing different algorithms in the 
network. Throughput is improved if the routing 
protocol performs perfectly with respect to its design. 
 
Figure 14 shows that our proposed is better that the 
previously used techniques. Since we have designed a 
novel routing protocol which selects shortest path for 
data transmission and also a major reason for using 
this routing protocol is which improves the 
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throughput of the network. Due to this reason there is 
high throughput even when the number of nodes 
increases. 

 
Figure 14: Results of Throughput 

 
6.1.2 Average End-to-End delay: 
Delay is a performance metric which should be 
measured for showing betterment in our work. Delay 
in data transmission is caused due to the poor design 
of routing protocol. 
 
Figure 15 implies the comparative result of delay, in 
which our proposed protocol has greatly reduced 
delay, whereas in previous work the delay increases 
when the number of nodes keeps on increasing. On 
decreasing delay in our AODV protocol adds up a 
positive constraint to attract more users to use this 
protocol. Our proposed protocol reduces delay, due to 
the perfect selection of route. Routing in AODV is 
identifying a route for data transmission. Other 
routing protocols were not able to tolerate in case of 
unauthorized user access. 

 
Figure 15: Results of Average End-to-End delay 

 
6.1.3 Average Processing Time: 
Figure16 shows that our proposed is better that AH 
and ESP. AES algorithm is reduce the processing 
time of data packets. The processing time is varied 
for various key sizes such as 128, 192 and 256.  
Comparing ESP, AH with AES, AES provides more 
services [confidentiality of data packets] when 
compared to ESP and AH. In addition, AES achieved 
higher security, confidentiality and authenticity for 
any data packet rather the ESP and AH. 

 
Figure 16: Results of Average Processing Time 

 
CONCLUSION 
 
Due to the rapid developments in the field of ad-hoc 
networking, the nodes needs to form a self-creating, 
self-organizing and self-administering wireless 
network. But the network, must guaranteeing the set 
of QoS requirements. This paper presents the design, 
implementation and comparison of the secure data 
communication IPsec protocol in the network 
simulator NS3 and analyzes the performance of 
network in terms of throughput, average processing 
time and average end-to-end delay. The proposed 
IPsec with AES implementation attempts to ensure 
data communication security. When increase the 
length of key size, AES gives strong resistance 
against the security threats and attacks and it has an 
acceptable speed of data encryption and decryption. 
When combine IPsec with AES, the ad-hoc network 
is more secured. In order to route data packets AODV 
is proposed. The presented simulation results quantify 
the differences in throughput, delay and processing 
time of the AH and ESP of IPsec. In future, we 
planned to investigate the QoS by applying various 
parameters such as jitter, packet delivery ratio and 
packet loss rate. 
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