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Abstract - It is accepted that the approach of typing on keyboard varies from person to person and contains 
temporal arrangements patterns, which may be used to classify the user. This is defined as the concept of 
keystroke dynamics. Keystroke dynamics may be an activity of biometric modality, whose performance is 
determined by various aspects such as fingerprint, iris or face recognition. Inter-stroke time (IST) i.e., the 
interval between each stroke is an important factor in defining the keystroke dynamics. The recorded keystroke 
data is processed through a neural algorithm and the result is stored for further comparisons. Security of data 
from intruders is the major concern in online banking systems. The proposed approach uses keystroke dynamics 
in the banking sector to stop unauthorized access to users’ account information using behavioral analysis 
pattern. Training the machine to the concept of keystroke dynamics using behavioral analysis improves its 
accuracy and reliability. This will in turn increase the security of online banking and boost the overall 
performance of the system. 
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I. INTRODUCTION 
 
In today’s world the biggest problem for online 
banking system is data security and protection of 
information from the intruders. So the problem that 
arises is that whether the proposed project solves the 
problem of unauthorized access in the banking 
system and does it give better data security than the 
already used methods? So the problem that is to be 
addressed is the usefulness of keystroke dynamics 
using behavioural pattern in banking system and 
determining the effectiveness of its use and whether it 
is sensible to apply it in place of the existing 
solutions. Current security systems authenticate users 
with something the user knows (e.g. username and 
password), something the user has (e.g. id and token), 
or something the user is (e.g. fingerprint or retinal 
scans). These authentication systems are vulnerable, 
because they only authenticate the user once. Also, in 
the case of passwords or tokens, they can be lost, 
cracked, stolen, given away, or otherwise social 
engineered, and in the case of fingerprint and retinal 
scans they require extra hardware and could be 
considered obtrusive. A solution to this would be to 
authenticate the user continuously, based on his or 
her unique typing patterns. This is called keystroke 
biometrics. Keystroke biometrics cannot be 
mimicked, lost, or stolen; it does not require extra 
hardware, and it does not require the user to present a 
body part for scanning purposes. keystroke biometric 
system that will improve upon existing systems in 
that it will be an open-source, client side, continuous 
(i.e. free-text) authentication system that will evolve 
with the user’s typing behavior. It will operate 

“behind the scenes” authenticating the user as he or 
she accomplishes other tasks. It is the successor of 
Project Lockout. However, it will be a fundamentally 
different system.  
 
II. DETAILS EXPERIMENTAL  
 
2.1. Materials and Procedures 
The proposed Key Stroke analyzer uses a host based 
user profiling technique where the monitoring 
subsystem is a key logger installed in each and every 
virtual machines and the information is gathered from 
both the hosts and virtual machines at regular 
intervals. It resides above the core layer and monitors 
all the users’ interaction with the core and allows 
only the authorized user (Fig. 1). The abnormality 
will change the alarm and locks the system. The 
proposed approach contains three phases: 1) 
Registration phase, 2) Validation phase and 3) 
Retraining phase. 

 

 
 

Figure1: Keystroke Analyzer 
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Figure2: Data Flow diagram 

 

 
Figure 3: Registration and Login 

 
2.2. SVM (Support Vector Machine) 
The online SVM algorithm involves two methods 1) 
process and 2) reprocess which are called as direction 
searches. The process method checks for potential 
coefficients which are then become support vectors if 
exists. In reprocess method the SVs which are 
making the coefficients to zero are removed from the 
kernel expansion. By interchanging this direction 
searches one after the other, this process will 
converge to the known SVM solution. The 
advantages by using this method in the keystroke 
analyzer are 
 
 The training timing required is optimized as 

Support Vectors (SV) can be divided into sub 
vectors and trained through break points.  

 The algorithm will update the samples only 
when there is a violation in Karush-Kuhn-
Tucker (KKT) conditions [33] until the new 
data point satisfies the optimality condition.  

 Online algorithms require very less memory as 
the vectors are processed one by one and are 
discarded after examination.  
 

RESULTS AND DISCUSSION 
 
Ubuntu 11.04 OS and Open nebula 4.0.1 as the cloud 
environment were used as the platform having 4GB 
RAM and 2.1GHz intel core i3 processors for 
conducting the entire test bench. XINPUT is used as 
the base for key logger environment and key maps 
are obtained from XMODMAP for Ubuntu. For 
windows python packages pyHook and pyWin32 are 
used. LASVM is used as the classifier and is an 
online SVM algorithm.  
Processing raw data of english alphabets using trie 
data structure takes O(k*26) where k is the length of 
keywords. In this work, the order of keywords 

considered is maximum of 4 and so the complexity 
becomes O(1). LASVM takes O(n3) time complexity 
to classify and predict the user behaviour. Calculation 
of trust factor also takes O(1) time complexity. So the 
overall time complexity of the analyzer is O(n3) 
where ‘n’ is the amount of data to be processed. In  
this paper, for every 1000 keystrokes, user data is 
processed. The average typing speed on computer is 
41 words per minute [34] and the word size is 
considered or standardized as 5 letters or keys. For 
1000 keystrokes, typing takes on an average of 5 
minutes duration. For 2 GHz processor it requires 5 
seconds to process 1000 keystrokes. So it can process 
60 users approximately. If two users having same 
level of typing proficiency, the analyzer will predict 
the malicious insider as matching of keywords is 
considered in addition to typing speed.  
The threshold of the individual user is defined based 
on the user’s own data against user template and the 
imposter data. For the testing purpose an imposter 
pattern was introduced to the analyzer after valid user 
has been registered. The imposters are none other 
than the co-workers of the user as it is for the case of 
insider attack as shown in Table I.  
In keystroke dynamics it is important to detect the 
imposter as quickly as possible before doing any 
possible harm rather blocking him immediately, this 
metric can be measured in number of keys typed 
before being caught before the TF drops below 
threshold T. Different combinations are checked 
against each individual with the different imposters 
patterns between a set of 4 users as an example. 
 
Table I: Improvement in accuracy after retraining 

 
 
Table 1 contains 4 columns user id, imposter id, how 
many keystrokes the imposter get detected before 
being caught and the number of keystrokes after 
retraining. The first column defines the true user 
pattern, second column represent the potential 
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attacker, the third column gives the analyzer 
capability to detect the imposter and fourth column 
also gives the analyzer capability to detect the 
imposter after retraining. Table 1 show that the 
performance of the system has increased with 
successive retraining and the mean of used keys 
before retraining is around 223. After retraining the 
mean of keys being typed has decrease to 76 which 
was around 65.91% improvement on an average.  
Fig.4 shows that how the keystroke patterns vary for 
normal, distorted and imposter patterns at different 
key words for a particular user and for different 
sequences which will show how the patterns will vary 
for a particular user at different situations.   
The statistical performance of the biometrics is 
differed for different thresholds or a threshold for 
each user. The user specific threshold is the threshold 
minimizing corresponding to its error computed by 
using own captures for the FRR and imposters 
captures for the FAR. 
 

 
Fig.5. Patterns of particular user 

 
The individual threshold is measured by comparing 
the user’s vectors against their very owns templates. 
The threshold which gives suitable FRR will be fixed 
as local threshold. 
 

 
Fig.6. FAR- FRR values at different Thresholds 

 
A plot shown in Fig.5 was drawn using the average 
taken from each individual FAR and FRR by 
adjusting threshold at different levels the FAR-FRR 
values are at minimum at threshold level of around 

55. The proposed approach prevents the 
masqueraders, as well as it provides authentication. 
CONCLUSIONS 
 
The proposed work shows better results in mitigating 
the insider threat in the presence of a masquerader 
and as well as provides authentication to the user. In 
addition, the proposed approach does not require any 
extra hardware and there is no need of any 
modification in the existing cloud infrastructure for 
implementation. The retraining results in average 
increase of 65.91% on the number of keys imposter 
typed before being caught. In future, the efficiency of 
the proposed approach will be increased by 
combining it with the other behavioral techniques like 
search and command sequence analysis.  
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