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Abstract - This paper presents a review on the solution for out of band based remote management using Distributed 
Management Task Force (DMTF) specifications. DMTF provides a standard for secure remote management, including out-
of-band management, of desktop systems. DMTF defines standards that support interoperability among system management 
tools and managed computer systems. Desktop Management Interface (DMI), Common Information Model (CIM) and Alert 
Standard Format [5] (ASF) are some of the specifications provided by the DMTF.DMI and CIM interfaces [2] are used for 
the remote management when theOperating System (OS) is present on client systems. Remote control and alerting interfaces 
provided by the ASF are used for management when OS not present on client systems. 
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I. INTRODUCTION 
 
DMTF [2] is a non profit organization which provides 
specifications for desktop management.The term 
“system manageability” represents a wide range of 
technologies that enable remotesystem access and 
control in both OS-present and OS-absent 
environments. The main focus of this technology is to 
minimize on-site I/T maintenance and maximize the 
availability of system. Managing thousands of 
desktop systems is a major problem in most of the 
large organizations. For this, desktop management 
and for motivating industry standards such as Web 
Based Enterprise Management (WBEM [1]), 
provided by the DMTF, large amount of effort and 
money have been invested. For the distributed 
management scenario DMTF provides WBEM 
framework. 
For organizations, energy consumption through 
computer fleet is one of the main cost [3] in 
maintaining offices. In order to solve such problems, 
it is better to know utilization patterns of all users so 
that user’s machine can be put in low consumption 
state through out of band based remote management 
system [4]. To reduce downtime, cost and man power 
requirement administrators need to perform their task 
efficiently and effectively[4]. ASF specification of 
DMTF allows the system administrator to control and 
manage the desktops via a dedicated channel 
independent of power status and OS status of 
desktops. DMTF provides so many specifications that 
help to deploy software on remotely connected 
desktops and also helps to retrieve the system 
component information and health status of system 
component.Therefore, it is possible to reduce the 
number of desk-side-visits to setup and troubleshoot 
PCs in large network using DMTF specifications [5]. 
 
II. STATE OF ART DEVELOPMENT 
 
Important standards provided by DMTF are detailed 
in this section: 

1. Common Information Model (CIM): 
This model describes the network management 
information. In any organization, basis for the 
management is formed by CIM. 
2. Alert Standard Format (ASF): 
ASF is one of the specifications provided by the 
DMTF. This specification defines remote control and 
alerting interface [5] that are used when the OS is not 
present on the client. 
3. Web Services for Management 
(WSManagement): 
This is a DMTF specification that uses Webservices 
for managing systems remotely [1]. 
4. Desktop and mobile Architecture for System 
Hardware (DASH): 
DASH is a DMTF standard for managing 
heterogeneous client hardware regardless of the 
system state. 
 
The remaining sections of this paper briefly describe 
how client systems are remotely managed by 
management console. 

 
Figure 2.1DASH components 
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The figure 2.1 shows the DASH components. A 
DASH-enabled management system is composed of 
four main components: 
 
1. Management console: 
This DASHenabled management console is 
developed by IT group of organizations or supplied 
by vendor. 
2. Communication through WS-Management: 
The messages between management console and 
MAP are exchanged using the transfer protocols. 
3. A Manageability Access Point (MAP): 
This components is a DASHenabledplug-in card 
which is configured with the managed system. 
4. A managed client: 
Managed client is nothing but desktopsthat needs to 
be managed. 
These four components are described further in the 
following sub-sections below 
 
2.1   MANAGEMENT CONSOLE 
Even though theDMTF lacks specifications for 
managing the console since the functions are not 
defined in the DASH specification, the administrator 
will be able to manage their DASH-enabled PCs 
through theexisting management console functions. 
The interface provided by the management console is 
used by the IT administrator for remotely managing 
client systems operations. For managing the console, 
the following steps are involved in the console 
session: 
(a) Startthe session with a MAP 
(b) Send specific messages as a request to the MAP 
(c) Receive output messages as a response fromthe 

MAP 
(d) Stop the session with a MAP 
 
 
2.2   COMMUNICATION THROUGH WS-
MANAGEMENT 
As mentioned earlier, the management console and 
the managed clients communicate through a protocol 
that is defined in WS-Management specification. 
Themanagementprotocolsand transfer protocols used 
for the communication are defined in DASH. 
 
2.2.1    Management Protocol 
DASH uses Web Services as its management 
protocol. The data transfer   capabilities provided by 
the web services specified in WS-Management 
specifications are detailed as below: 
 DISCOVER:The clients determine whether they 

are DASH capable by using this service. This is 
further used to navigate between the 
management resources and manged clients. 

 GET, PUT, CREATE, and DELETE: These 
are services to perform the corresponding 
operations on the managed resources i.e., create a 
managed client, delete a managed client from the 
console and so on. 

 ENUMERATE: This service is sent to the 
managed client by the management console to 
procure the information regarding the state of 
resources(such as fans, processor) at the client 
end.The service returns the the contents of 
collections (WS-Enumeration) in terms of clock 
speed for the processor, number of fans at the 
client end. 

 
2.2.2 Transfer Protocol 
DASH uses the underlying application protocols as 
the transfer protocols. It uses HTTPS and HTTP 
protocols for secure and unsecure communication [5] 
respectively and hence facilitatesthe interoperability 
among the management solutions at the client 
systems. 
 
2.3 MANAGEABILITY ACCESS POINT (MAP) 
DASH-enabled plug-in card, firmware for which 
managed client has access is used as a MAP. The 
MAP acts as a middleman and facilitates the data 
flow between the console and managed client which 
is shown in Figure 2.1. The MAP is responsible to: 
 
1. Ensure the messages are syntactically correct. 
2. Handle the operations such as ‘enumerate’, 

‘discover’ etc., described previously. 
3. Make sure that requestsfor management 

information are completed by sending the 
information in the specified format. 

4. Determine whether MAP can access to a 
managed client, to find if the client is MAP 
configured. 

5. Determine whether MAP can makechanges to a 
managed client. 

6. Determine the state(power status) of a managed 
client. 

 
2.4 MANAGED CLIENT 
DASH-enabled desktop, blade PC, mobile computer 
can be used as a managed client.These clients 
becomeDASH-enabled through the presence of MAP. 
Managed clients usually containhardware 
components that can be managed.  For example, to 
determine the power status of managed client, to 
modify the power status of managed client, 
administrator could use DASH-enabled management 
console. 
 
The architecture described in this paper enables open 
standards-basedmanagement for out-of-band clients 
from multiple vendors. 
 
CONCLUSION 
 
This paper has presented a review on out-of-band 
based remote management using DMTF 
specifications. DMTF Desktop and mobile 
Architecture for System Hardware (DASH) provides 
a standard for secure remote management, including 
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out-of-band management of desktops from multiple 
vendors. The components of the DASH are described 
with the possible operations that could be performed. 
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