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Abstract - Security of a vulnerable database of an application is exploited by a technique known as SQL injection.The target 
of the SQL injection attacks are those databases that are accessible through a web front-end and takes the advantage of poor 
input validation in code and administration. The consequences of this attack are ruthless. This paper focuses on how the 
MD5 and AES can be used to prevent SQL injection attacks in web based application. SQL injection can be used to get 
unauthorized access to the database. For accessing a database an attacker will require the entire table name to access the 
database. So to prevent this attack a solution is proposed using double encryption technique. The algorithm used gives better 
performance and security in comparison to the existing solution. The main aim is to provide a technique which provides high 
security to the database of the web application. 
 
Index terms - SQL injection, vulnerability, web security, MD5,  AES. 

 
I. INTRODUCTION 
 
SQL injection is a basic attack that can be used either 
to gain unauthorized access to the database or to 
modify the database illegally. This is the most 
common attack used to retrieve the confidential 
information from the database such as Credit card 
details, etc. SQL injection happens when a hacker or 
an attacker inserts malicious data in the input field. 
The main reason for SQL injection attack –end user 
input string is not validated properly and is passed to 
the database without validation.SQL injection attacks 
are too much vulnerable that it can bypass any 
security levels such as Firewall, encryption, and 
traditional intrusion detection system. 
Basically, a web application is three tier architecture, 
the Application tier at the user side, Middle tier which 
converts the user queries into the SQL format, and the 
backend database server which stores the user data as 
well as the user’s authentication table. SQL 
injectionattack is application level security 
vulnerabilities. Most of the web Application used 
over the internet or in the enterprises is vulnerable to 
the SQL injection attack. Although the vulnerabilities 
that lead to the SQL injection attack are due to the 
lack of effective technique for detecting and for 
preventing them. Programming practices such as 
defensive programming and sophisticated input 
validation techniques can prevent some vulnerability. 
A novel idea to prevent SQL injection is to use 
encryption algorithm. An encryption algorithm can be 
used to encrypt all the user data that has to be sent 
over the network to the database. 
In this paper, single encryption as well as Double 
encryption is used to provide high security to the 
database. MD5 encryption algorithm and AES 
encryption algorithm are used together to prevent 
SQLIA. The two encryption algorithm used in this 
paper is of different type but provide when used 
together it provides a different level of security to the 
database from the attacker. This paper contributes to 
the proposal of a technique to prevent various types 

of SQL injection attacks specially injected additional 
query and second order SQL injection attacks that 
was not prevented in [1]. 
 
II. SQL INJECTION 
 
SQL injection is one of the many web application 
attacks that is being used by hackers to gain access to 
the database. This attack is an application layer 
attack. Now, we will discuss about the 3-tier 
architecture of the web application. 
 
2.1 3-tier architecture of the web application[3] 
2.1.1 User interface layer: This layer is the front end 
of the web application and it interacts with the other 
layersbased on the input by the user. 
2.1.2 Business logic layer: This is the intermediate 
layer between the user interface layer and the 
database layer.All the processing of request and 
response is done here. 
2.1.3 Database layer: This layer handles the 
database which is used to store and retrieve data. 
 
2.2 SQL injection attacks 
This section deals with the types of SQL injection 
attacks. 
2.2.1 Tautology attack: The main objective of the 
tautology attack is to inject the SQL statements with 
thecondition that always evaluates as true. Using 
Tautology attack the attacker always wishes either to 
bypass the authentication, or to inject the SQL 
statements with conditions and to extract the data 
from the database. 
For example:- 
SELECT * FROM user WHERE id=’1’ or ‘1=1’-
‘AND password=’123’;”or 1=1”[12] 
 
2.2.2 Illegal/incorrect queries: By providing 
incorrect data in the input field, the database might 
return someimportant information about the database, 
its fields and the database name. Continuously usage 

http://iraj.in
mailto:meharsood321@gmail.com,
mailto:smi126.nov@gmail.com


International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,             Volume-5, Issue-7, Jul.-2017 
http://iraj.in 

SQL Injection Prevention Technique using Encryption 
 
5 

of this attack might compromise the security of the 
database. 
For example:- 
SELECT username, password from table WHERE 
username=’abc’ 
Here in the above example instead of valid username 
xyz we are providing an incorrect username ‘abc’ 
which I turn after executing will give an error 
message with some clues about the database making 
it vulnerable to intrusion.[12] 
 
2.2.3 Piggy-Backed query: All the previously 
mentioned attack gives an unauthorized access to the 
database or some clues about the database but in this 
attack the SQL queries are piggy-backed by other 
queries using input character such as” ”,”—“ or “;”. 
In this attack the first query is original while all the 
other queries are piggy backed by the attacker i.e. 
injected by the attacker. This attack is very dangerous 
for the database. 
For example:-  
SELECT * FROM table WHERE id=123;drop table 
user;[3] 
 
2.2.4 Blind injection attack: For the protection of 
database application, the programmers try to hide the 
databaseinformation from the attacker. By this 
security measure the attacker does not get any clue 
about the database and its related information such as 
table name, column name, entity name etc. the only 
way to break this security is to queue the database 
application with numerous true or false queries and 
then checking the results. Based on the response from 
the database, the attacker tries illegal access. This 
type of attack is mostly used.[3] 
 
III. RELATED WORK 
 
Review and analysis of SQL injection with various 
prevention techniques: 
K. Rajeswari and C. Amsaveni proposed a technique 
to prevent various SQLi attacks using Blowfish and 
RC4 algorithm. However, the author was successful 
in preventing By pass Authentication and 
Unauthorized knowledge of database attack but the 
author was unsuccessful in preventing second order 
SQLi attack and injected Additional query attack[1]. 
In Random4: An application Specific Randomized 
Encryption Algorithm to prevent SQL injection, the 
author proposed a technique to prevent unauthorized 
access to the database by using encryption technique. 
In this algorithm randomization and SQLrand is used 
to convert the input data into cipher text. The cipher 
text is generated using a lookup table. Although this 
algorithm does not prevent Second order SQL 
injection attack and also requires additional space to 
store the lookup table.[3] 
IndraniBalasundaram and E.Ramaraj have proposed a 
technique to prevent SQL Injection attack using 
encryption but does not need use stored procedures. 

Stored procedure alone cannot provide protection all 
SQL injection attack. Stored procedure also requires 
additional support to prevent SQL injection attack.[9] 
Gaurav Shrivastava and Kshitji Pathak proposed a 
model using tokenization to prevent SQL injection 
attack. In this paper, the where clause is extracted 
from the input query and the remaining part of the 
query is kept in the temporary variable. And in this 
approach the tokenization is applied only on the 
remaining part of the query which converts the tokens 
into hierarchical form such as left and right child. The 
value of right and the left child is compared with the 
root node. This technique successfully prevent all 
types of SQL injection attack that occurs after the 
where clause. 
DebabrataKar and SuvasiniPanigrahi proposed a 
technique using hashing and query transformation 
scheme. In this technique the whole query is not 
transformed into its structural form rather than 
parameterized form. And in order to store the 
transformed query, a suitable hashing function is used 
to generate unique hash keys for each transformed 
query. This approach can easily implement on any 
language or database with a little modification. But it 
is not capable of preventing second order SQL 
injection attacks as the parameter values are removed 
during the transformation process. Another drawback 
is that it uses query transformation lookup table for 
query transformation scheme.[2] 
Dinu P.S., Deepa S Kumar and Dr, M. Abdul 
Rahman proposed a technique to prevent SQL 
injection attacks by using two different techniques i.e. 
hashing and encryption. Message digit algorithm that 
is commonly known as MD5 algorithm is used to 
generate the hash code. And AES algorithm is used to 
convert the user input(plain text) into cipher text.[11] 
RamyaDharam et al. proposed a technique using post-
deployment monitoring technique to handle tautology 
attacks of the SQL injection. This technique uses two 
pre-deployment testing techniques. 
XI-Rong Wu et al. proposed a new method to detect 
SQL injection attacks i.e. k-Centers (KC). The 
Numbers and centers of the clusters are adjusted 
according to the unseen SQL statements in the 
environment, in which the types of attacks are 
changed after a period of time, so that it can easily get 
familiar with different kinds of attacks. 
 
IV.   PROPOSED METHOD 
 
We propose a technique to prevent all the SQL 
injection attacks by using encryption techniques. 
Here we will propose a technique that will use the 
following algorithms: 

 MD5 algorithm 
 AES algorithm 
 And a combination of AES algorithm and 

the MD5 algorithm (double encryption). 
In the proposed technique all the data in the input 
field will be encrypted using one of the above 
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algorithms. Thereafter their encryption time will be 
compared with each other to see which algorithm 
works faster and takes less encryption time to encrypt 
the data. After this these algorithm will be tested for 
all the SQLi attacks – 

 By pass Authentication 
 Unauthorized knowledge of database 
 Injected additional query 
 Second order SQL Injection 

 
From the above listed attacks the first two attacks 
were prevented in [1] but the author of the paper 
failed to prevent the last two attacks.  
Double encryption will provide a high level of 
security against all types of SQL injection attacks 
whereas when these algorithms are used alone then 
they might not provide a good security to the 
databases. 
 
4.1. MD5 Algorithm 
MD5 algorithm was developed by Professor Ronald 
L. Rivest in 1991. According to RFC 1321, “MD5 
message-digest algorithm takes as input a message of 
arbitrary length and produces as output a 128-bit 
"fingerprint" or "message digest" of the input. The 
MD5 algorithm is intended to use for digital signature 
applications, where a large file must be "compressed" 
in a secure manner before being encrypted with a 
private (secret) key under a public-key cryptosystem 
such as RSA.” 
The input to the MD5 algorithm is first divided into 
blocks of 512 bits each. And to record the length of 
the original message, 64 bits are padded at the end of 
the message. And some bits are padded to the 
message if the length of the message is less than 512 
bits.After this each block is divided into 16 words of 
32 bits which are denoted as M0…..M15. 
 

 
Figure 1:MD5 structure 

 
MD5 algorithm uses a buffer, table and four auxiliary 
functions for producing an output. 
 
4.2 AES Algorithm 
AES (Advanced Encryption Standard) is a symmetric 
encryption algorithm and was developed by two 
Belgian cryptographer Joan Daemen and Vincent 
Rijmen. It was designed to be efficient in both 
hardware and software, and supports a block length 
of 128 bits and key lengths of 128, 192, and 256 
bits.This  encryption algorithm is used by U.S. for 
securing the sensitive and unclassified material, so it 
is secure enough with high securities. The three block 
ciphers: AES-128, AES-192 and AES-256. Each 
cipher encrypts and decrypts data in blocks of 
128 bits using cryptographic keys of 128-, 192- and 
256-bits, respectively. And  AES performs all its 
computations on bytes rather than bits. Hence, AES 
treats the input plaintext of 128 bits block as 16 bytes. 

 
Figure 2: AES structure 

 
V. RESULTS 
 
This paper has presented a light weighted method to 
prevent various SQL Injection attacks by using the 
method of encryption and double encryption. This 
method has prevented all those attacks that were not 
prevented in [1].  

 
Table.2 Comparison with the existing system 

SQL 
Injection 
Attacks 

SQLIA Prevention Technique 
Blowfi
sh 

MD5 AES AES+M
D5 

By Pass 
Authentica
tion 

Preven
ted 

Preven
ted 

Preven
ted 

Prevente
d 

Unauthori Preven Preven Preven Prevente
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zed 
knowledge 
of 
Database 

ted ted ted d 

Injected 
Additional 
Query 

Preven
ted 

Preven
ted 

Preven
ted 

Prevente
d 

Second 
order SQL 
injection 

Not 
Preven
ted 

Preven
ted 

Preven
ted 

Prevente
d 

 
AES, MD5 and AES+MD5 has successfully 
prevented second order SQL injection attack and 
Injected additional query attacks.  
 
CONCLUSION 
 
Web application are vulnerable to security attacks 
such as unauthorized access to the database, 
tampering with the existing data, integrity problem, 
availability issues, modification or deletion of data, 
etc. These types of attacks are prevented using 
various prevention techniques but in this paper I have 
presented a technique to prevent SQL injection 
attacks using single encryption ( AES, MD5) and 
double encryption algorithms(AES+MD5). SQLi 
prevention technique is analyzed on the basis of 
various SQLi attacks such as Bypass authentication, 
Unauthorized knowledge of database, Injected 
Additional query and second order SQL Injection and 
its encryption time. In this paper we have 
successfully prevented all the mentioned attacks 
using double encryption algorithm as well as using 
single encryption. As compared to the blowfish 
Algorithm[1] AES and MD5 algorithm gives much 
better results in terms of security and As we know 
blowfish is 64-bit block cipher whereas AES is 128-
bit block cipher. 
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