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Abstract - Network security is a term which consists of policies and procedures adopted to prevent and monitor the 
unauthorized access, modifications or denial of computer network and the resources. With an increase use of networking 
applications for information sharing, there is a need to protect this information from modification or malicious behaviour. 
With an advent use of new technologies such as Cloud Computing, E-Commerce, the network security has still remained as 
an increasing challenge. 
Securing a network has become the need and to address the core issues of securing the information into different networks, a 
secured network architecture is essential. Making a use of secure network, protects it from outside attacks and threats with 
denial of unauthorized access. A contribution to the study of network architecture model can be followed by building a 
robust and flexible network that responds to the future requirements as well.  
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I. INTRODUCTION 
 
Security on the Internet and on local area network is 
the forefront of computer network related issues. 
With an increase use of computer network systems 
and information sharing over these networks has 
already opened the doors for various information 
threats and attacks. Securing a network includes 
authentication, authorization, and identification along 
with integrity and availability of the network 
resources.  
 
Information shared on the network is the main asset 
and protecting that is the main aim of securely 
designed network. The designed secured network 
architecture should fulfil the organizations need. 
Without adequate protective network system, many 
individuals, businesses and governments are at risk of 
losing the assets and information resources. While 
designing a secured network system, the basic and 
main principles of security as protect confidentiality, 
maintain integrity and assure the availability of the 
assets should be taken into consideration. These 
principles may get violated because of many reasons 
which includes misconfigured system in terms of 
hardware as well as software, weak network 
architectural design and also the end-user 
carelessness. A connecting device as Router can also 
be one of the source of information to an attacker in 
terms of having an access or availing the services 
which are enabled by default and are actually not 
necessary for the information / data processing. 
In this paper different research papers have been 
consulted for defining the security model 
architecture. The paper provides an insight about the 
various problems associated with securing a network, 
analysis of threats and attacks to the network and also 
discuss about the various implementation strategies 
used for maintaining the security of network. The 
paper also focuses on the architectural design, to 
handle the data traffic and load along with the 

providing an access restriction policies to ensure the 
quality of services.  
 
II. BACKGROUND 
 
While designing a network model based on the 
computational needs, different types of Architectures 
can be considered. Some of them are- 
 Metropolitan Area Network - A network 

spanning a physical area larger than a LAN but 
smaller than a WAN, such as a city.  

 Local Area Network – A LAN is a connection 
of computers and network devices where a 
common communication line is shared. It 
interconnects computers that are within limited 
geographic area such as a building, school, or 
home.  

 Wide Area Network - As the term implies, a 
WAN is geographically dispersed network. The 
Internet is the largest WAN, spanning the Earth. 
It is a collection of LANs through a connecting 
device as a router. 

 Campus Area Network - A Campus Area 
Network (CAN) is interconnection of Local Area 
Network (LAN). It provides an interconnection 
between variety of buildings, academic 
complexes, libraries and other departments from 
campus. 

 Personal Area Network – A network organised 
around an individual with any connecting device 
such as, mobile or any handled device.    

 Storage Area Network – SAN allows 
connecting the storage devices with the server. It 
provides a storage which will be accessible to the 
application running on networked server. 

 System Area Network – Also known as 
Clustered Area Network, which links the 
computers providing high speed of connections 
and configurations.  
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*Note: Definitions are taken from different articles 
and research papers. 
 
III. NETWORK ARCHITECTURE DESIGN 
 
While designing a network, the topological building 
blocks should provide the network to evolve easily. 
Along with the foundation of network designing, the 
services should also be rock – solid, support high 
performance and handle reliability challenges. To 
provide a high availability backbone in the network, 
link detection and failure inside the routing protocol 
needs to be analysed.  
 
By using the combination of different network 
security components and technologies, one should 
achieve the goal of architectural design. Along with 
the several network components selections, the 
designer should also concentrate on the filtering of 
information when it will get shared. These filters can 
be firewalls, proxy agents or cryptographic protocols. 
The architectural model also provides the means of 
establishing the components for critical and fault 
detection. 

 
Based on the protocols we can have peer- to -peer or 
client-server model. The configuration designing of 
peer-to-peer network encompasses a simple 
connection between different computers and 
connecting devices with each other. This can majorly 
form a structure of workgroup or small sized 
network. Wherein client-server network design, a 
central controller is build to which all the other 
clients log on to. The server provides different 
services including file sharing, central Internet access 
and many more. This is the most commonly used 
architecture configuration.                                                                                                                                                                 
 
IV. NETWORK SECURITY ISSUES 
 
“Security is a process”, the famous claim quoted by 
security expert Bruce Scheneir. When considering 
network security, design should emphasized mainly 
on securing the whole system. When performing a 
transmission through a channel defined in a network, 
it should not be vulnerable to attacks or threats. 
Reason of specifying or making a communication 
channel is, it is mostly an open door for an attacker to 

target and can achieve the data or information. Hence 
network security is most vital component in 
information security, because it is responsible for 
securing all information passed through networked 
computers.  
 
Security threat or network attack is a threat, intrusion, 
denial of service (DoS) on a network infrastructure 
that will analyse the network and gain information to 
cause the network to crash or corrupt.  

 
A secured system must be able to limit the loss of 
information and recover rapidly when attacks or 
threats occur. Here are some attacks types: 
Threat / 
Attack 

Consequences 

Denial of 
Service  

External Email or FTP service 
access and can take the whole 
network down 

Sniffing Analyse your network and gain 
information to cause your network 
to crash 

Eavesdropping Attacker who has gained the 
access to data paths in your 
networks to listen in or interpret 
the traffic. 

Distributed 
Denial of 
Service 

The flood of incoming messages to 
the target system forces it to shut 
down, denying service to the 
system to legitimate users. 

 
V. NETWORK SECURITY PARAMETERS AND 
TECHNIQUES 
 
In order to avoid the information loss in network 
resources, the policies and procedures that you deploy 
need to guarantee about the major CIA triad: 
 
First, a secured network must provide 
Confidentiality i.e. guarantee or ability to share the 
information on the network only with an intended 
users who can view the information.  
 
Next, a secure network must have integrity, that only 
an authorized user can change the information and 
should be able to provide a method to identify if the 
information has be altered or modify during the 
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transit. This also guarantees the authenticity of the 
information. 
Finally, the secure network should provide the 
availability of system and information to the 
authorized users.  
 
Securing a network system means providing a 
security to all the components involved in the 
network. There exists multiple techniques which 
helps to protect the network from outsider as well as 
insider threats. 
1. Firewall - Firewall is a technology which acts 

like a safeguard to your network which blocks a 
traffic from outside as well as from inside. Each 
information passing through the network should 
pass through the firewall and if it allows the 
information to enter in then only it can enter or 
leave from network. So firewall is commonly 
known as the front line mechanism of the 
network security. Depending on the network 
model layers, firewalls are categorised namely, 
application level, TCP session level and IP 
packet level. 

2. Intrusion detection systems (IDS) – IDS is 
mainly used to identify the anomalies and resolve 
them in a timely manner with an authorized 
conditions in report. IDS systems are used to 
monitor a connection and alert when an attack 
happens in network.  

3. Encryption Technology – Different encryption 
techniques can be used to store, transfer, and 
perform integrity checks, authentication and key 
management techniques.  

4. Endpoint Modelling – It provides a way of 
modelling a device in a network to understand its 

behaviour. It provides feature of identifying any 
of the abnormal activity getting conducted in the 
network.  

 
Conclusion 
The main key aspect of building a secure network is 
to define what features and meanings of tools are 
defined in the architecture in terms of a policy. And 
once this policy is defined everything should get 
evaluated according to it in a network. With a 
growing use of Internet and advancement in 
technologies, there is an increase in different kinds of 
attacks that can hamper the designed network. The 
paper provides an insight on the study of architectural 
design of network security model. It also focuses on 
different kinds on issues in terms of threats that can 
penetrate and make unwanted changes to the 
information as well as system. The paper also consist 
of some of the security measures that can be taken 
into consideration while design a secure network.  
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